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Abstract

The information society of our time is characterized by large-scale and intensive use
of computer technologies in most areas of economic relations. Many procedures of
interaction between people and business entities are computerized and digitized.
Remote technologies used on the Internet allow groups of people, in particular, to
perform mathematical calculations and use the data obtained in the interests of
participants in such collective calculations. The totality of such electronic data in the
Russian Federation is legitimized as a digital currency. The legal content and place
of digital currency in property turnover and the system of its state regulation seems
to be an actual object of research and development. The article solves the following
tasks based on the study of domestic legislation and academic publications: the legal
content of digital currency as encrypted information and the type of other property is
substantiated; legislative constructions providing for the functioning of digital currency
as a means of payment and investment are analyzed; qualitative features of digital
currency inherent in the object of civil rights are identified. Digital currency is studied
as a set of electronic data and information, the author’s definition of digital currency

© Goncharov A.l., Sadkov A.N., Sadkov V.A., Davudov D.A., 2023
4 This work is licensed under a Creative Commons Attribution 4.0 International License
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is presented. Digital currency in circulation is disclosed as encrypted information,
settlement and exchange equivalent and investment asset. The fallacy of the legislative
recognition of digital currency as a means of paymentis argued. The legal constructions
on the possibility of using digital currency as an investment are critically evaluated. The
features of turnover and the development of regulatory regulation of digital currency
in the Russian legal order are analyzed. A legal analysis of the parliamentary bill on the
“mining” of digital currencies is being carried out. The essence is substantiated; the
definition of activities aimed at obtaining digital currencies by mathematical calculations
on private computers is formulated. Digital currency is considered as a kind of other
property, the conclusion is made about the possibility of recognizing the “coin” of
digital currency as an object of civil rights. The article examines the modern doctrinal
developments of mainly Russian researchers on the subject of exploration, as well as
encyclopedic and normative sources. Proposals are being made to improve the legal
regulation of public relations in the field of property turnover of digital currency.

Keywords

digital currency; information technologies; mathematical calculations; information in
electronic form; Internet; legislation; property turnover; other property.
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Introduction

About 14 years ago groups of anonymous individuals acting on a pro-
active basis and using specific computer programmes for rather unusual
purposes began appearing on the Internet. And one such group began to
make extensive use of a software programme called ‘Bitcoin, which pro-
vides for the calculation of 21 million special ‘coins. Each member of this
group could, using an appropriate software algorithm on special computer
equipment, mathematically compute a ‘coin’ which, in consensus with the
software algorithm and on the approval of all other members of that group,
would be added to the chain of ‘coins’ already computed. Thus, the chain
is getting longer every year, the computations are slowing down, and ap-
proximately by the year 2140 all 21 million ‘coins’ of ‘Bitcoin’ will have been
calculated. Inside their group, the anonymous actors record the data on
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the calculated ‘coins’ into special ‘electronic wallets’ and then use them as a
payment instrument, as monetary surrogates. There are ATMs in some for-
eign embassies in Moscow exchange said monetary surrogates for US dol-
lars, and payment service providers publish offers in Internet to exchange
Bitcoin coins and other digital currencies for Russian roubles.

The software algorithms and the subsequent transmission of data within
Internet communications must involve encryption, also called cryptopro-
tection. This is how, without any legitimate basis, the term ‘cryptocurrency’
was born about 10 years ago and has become globally widespread. However,
the ‘coins, the monetary surrogates calculated within groups of anonymous
actors, do not belong to state currencies. By 2023, the term ‘digital cur-
rency has already been legitimised in a number of jurisdictions, although
the application of both the first part of the term, i.e., ‘digital, and the second
part of the term, i.e., ‘currency, is highly controversial. ‘Digital’ is appar-
ently supposed to reflect the binary code of the software algorithms which
use two digits, 0 (zero) and 1 (one). ‘Currency’ is apparently to meant to
refer to the use of these monetary surrogates as a means of payment in
exchange for the goods, works, services, etc. Federal Law No. 259-FZ of
31 July 2020 ‘On Digital Financial Assets, Digital Currency and Amend-
ments to Certain Legislative Acts of the Russian Federation’ (henceforth
Federal Law 259-FZ) legitimated the disputed term. According to Article 1
(3) of the Law, digital currency is a collection of electronic data. The words
‘digital code, ‘digital sign’ may be used along with the basic term. The legis-
lator emphasises from the very first article of the law that digital currency,
although it may be accepted as a means of payment and as an investment
in certain local information systems of individuals, cannot replace public
money and is not an international currency or unit of account.

The legislator also defines in the said Law main uses of digital currency
as an object of property turnover: first, digital currency may be offered and
may be accepted as a means of payment, e.g., for the calculation of digital
currency ‘coins’ themselves; second, digital currency may be offered and
may be accepted as an investment. The above legislative provisions raise
questions: why and who needs in these new unofficial means of payment;
and, is digital currency itself an object of investment or is digital currency a
new investment instrument? In this context, we consider the legal content
and place of digital currency in the system of state regulation of property
turnover in present-day Russia to be an important object of scientific re-
search. It should be clarified that ‘cryptocurrency’ does not represent any
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interest from a scholar and legal point of view and is not explored in this
paper, because it does not exist here in Russia as a legal category.

Based on Russian law and doctrine, the article substantiates the legal
content and understanding of digital currency as encrypted information,
a special kind of property, and an object of civil rights. The study aims to
develop knowledge about digital currency in the interpretation of Russian
law and achieves this aim by solving the respective tasks: first, substanti-
ate the legal content of digital currency as encrypted information and a
type of other property; second, assess legislative constructions providing for
the functioning of digital currency as a means of payment and investment;
third, identify the qualitative features of digital currency inherent in an ob-
ject of civil rights. Authors have carried out the study on the basis of materi-
alistic positivism combined with the application of general research, special
research and special methods of knowledge. In particular, were used special
methods of legal science that included historical and retrospective method,
comparative legal method, systematic research one, formal legal one.

1. Digital Currency as a Collection of Electronic
Data and Information

According to the Bank for International Settlements, in 2022 more than
80% of national central banks developed terms and procedures for the in-
troduction of public digital currencies in their national jurisdictions. Digi-
tal currencies of central banks currently operate in at least 10 countries.
Notably, the Commonwealth of the Bahamas and Cambodia pioneered this
path in 2020. In Russia, the central bank’s digital currency was not yet le-
gally regulated as of February 2023".

Federal Law 259-FZ stipulates in Clause 3, Article 1 on the subject of
regulation and the scope of the law that digital currency is recognised as a
set of electronic data. The legislator gives in brackets two more synonyms
for the definition of digital currency as identical to this data set: digital
code; digital symbol. These electronic data (digital codes and symbols) are
recorded and exist in a special information system. Then, the law stipulates
two ways to use such electronic data (digital codes and symbols): they may
be offered and accepted as a means of payment, or, alternatively, without

! Central Bank of Russia. Cryptocurrencies: trends, risks, measures. A report. Available
at: URL: htpp.:www.cbr.ru.content/document/file/132241/ consultant_paper_20012022pdf
(accessed: 22.02.2023)
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being offered first, may be accepted as a means of payment (e.g., for per-
forming mathematical computations); they may be used as an investment.
The legislator has clearly stipulated that such a means of payment is not
public money of the Russian Federation, nor is it the monetary unit of a
foreign state, nor is it an international monetary unit or unit of account.

The legislator gives a 10-line long definition that contains the fiduciary
description, and describes the ways in which digital currency emerges and
exists. We can see that in relation to sets of electronic data (digital codes
and symbols) there is no person with an obligation before each holder of
such electronic data. However, the text of the law is contradictory because
it clarifies that there are still persons with an obligation, and that can be ei-
ther of the following, or two together: information system operator; infor-
mation system nodes. Also, the text gives an exhaustive list of their obliga-
tions. The persons in question are to ensure that the following parameters
comply with the information system regulations: the procedure for issuing
these electronic data (digital codes and symbols); the procedure for enter-
ing (altering) these entries (digital codes and symbols) in such an informa-
tion system. Let us further elaborate on the legal content of digital currency
by analysing parts of the legislative definitions.

Federal Law No. 149-FZ of 27 July 2006 ‘On Information, Information
Technologies and Information Protection (henceforth Federal Law 149-
FZ) stipulates in Article 2 on the main concepts used in the law that infor-
mation is data (messages) irrespective of the form in which it is presented.
Consequently, from a legal point of view, digital currency is information in
electronic form. This information can be presented as a collection of data,
as numerical codes, or as numerical symbols. Information is organised and
stored in the computer memory as encrypted records in databases. It may
be visually reflected on the computer monitor by a string of numbers, let-
ters, or other graphic symbols in an archive folder with some unique name,
maybe in the form of images of ‘coins’ It is into these archived folders in
computer databases in their group that anonymous actors record informa-
tion about calculated ‘coins’ as they fill their ‘electronic wallets’ with digital
currency.

The question arises: Who is the recognised and authoritative custodian

of encrypted records in ‘electronic wallets, and on what computer are such

? Federal Law No. 149-FZ of 27 July 2006 “On Information, Information Technolo-
gies and Information Protection” // Corpus of Legislation of the Russian Federation 2006.
No 31. (Part 1). Art. 3448.
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databases located? According to Federal Law 149-FZ, the holder of infor-
mation is a person who has independently created such information or ob-
tained the right to authorise or restrict access to information under the law
or an agreement. The fundamental feature is that encrypted information
about the ‘currency’ (newly added digital currency in collective circula-
tion) is created, and access to it is restricted or allowed with the manda-
tory participation of all members of the group of anonymous actors and on
every computer on that network. The way the algorithm works is that the
consent of each group member is exercised as a duplication of the current
state of the database with each member. A special computer programme
and equipment is used for this purpose, which means that these people act
coherently, in a coordinated and systematic way. We are dealing here with
the functioning of an information system: information is systematically
recorded into databases by means of special information technology. The
whole process is conducted by special machines, which require electricity
and Internet connection.

2. Digital Currency in Circulation as Encrypted In-
formation, Settlement and Exchange Equivalent and
Investment Asset

Digital currency, in each of its discrete units, i.e., a ‘coin, is a unique
group of symbols, a set of data in electronic form. This data is encrypted
and stored in the memory of all the computers that are linked together
in a local area network via the Internet and work together according to a
specific digital currency software programme that certain people in that
local area network want to obtain. Each computer has its own individual
Internet address, hence such a node in a local network also becomes non-
repeating and unique. Earlier we proposed quite a meaningful term: ‘cryp-
tocurrency. And we believe this understanding of digital currency is still
quite acceptable today, too. If the mathematical computations are success-
ful, they culminate in new crypto records appearing in the ‘electronic wal-
lets’ of the computer owners in such a network. Over time, the number of
digital ‘coins’ of anonymous participants in this computation grows.

To be able to identify the legal content properly, let us talk in theory and
imagine each discrete unit of digital currency as a QR code all covered with
black and white squares that are connected by rectangularly twisting black
and white lines between them. This QR code is generated only once and
will never be repeated again as long as it appears in this local information

9
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system. If these QR codes are materialised by printing each one onto small
pieces of paper of the same size, quasi cash (monetary surrogates) will be
created. If people within a particular group agree to mutually accept such
monetary surrogates in exchange for material values, what we get is fidu-
ciary quasi-money with limited circulation within that group. But what was
the reason for the legislator to propose the formula “a set of electronic data
contained in an information system that ... may be accepted as a means of
payment” in Federal Law 259-FZ?

Many goods (work, services, property rights) are, for a number of rea-
sons, most often not sold immediately for cash. This happens due to the
current ability of customers, service recipients, tenants etc. to pay. This gives
rise to the need for the purchase and sale of goods (work, services, property
rights) without paying at the time of receipt, i.e., paying in instalments, or
by deferred payment, i.e., buying on credit. If the manufacturer (contractor,
service provider, lessor) can act as the seller of the goods (contractor, service
provider, lessor) before the counterparty can confirm its status as the buyer
(customer, service recipient, tenant) by paying money, they enter into a credit
relationship. Money as a means of payment begins to function when a cred-
itor-debtor legal relationship arises between the agents. The legal category of
a ‘payment’ only applies in connection with the legal category of ‘money’. In
view of this we ought to agree completely with A.V. Gabov that “digital cur-
rency is not the rouble” and that “the rouble is not money” [Gabov A.V,,
2021: 58, 59]. Hence, digital currency is not money.

Money realises its function as a means of payment in a specific way that
is reflected in the following formula: Good (Performance of work, render-
ing of services, granting of property rights) on credit (Debt) > Obligation
to repay the debt > Performance of the debt obligation on time > Money.
Here, the movement of goods (work, services, property rights) and mon-
ey does not occur as a counter-movement, but at different points in time.
The repayment of the debt obligation coincides with the end of the sale
transaction (performance of work, rendering of services, granting of prop-
erty rights) exactly through the repayment of the debt via the payment of
money. It should be noted here that the gap in time between the transfer of
goods and the receipt of money for these goods determines the probability
(risk) that the debtor (buyer/customer/service recipient/tenant) does not
pay to the creditor (commodity producer/contractor/service provider/les-
sor), because the solvency of the counterparty may deteriorate dramatically
during the performance of the debt obligation. The functioning of money

10
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as a means of payment is the basis for the emergence of a special form of
money, namely, credit money.

Credit money is used very heavily in the economy of modern Russia.
Digital information technology, in particular remote banking, makes it
possible to solve questions of lending to borrowers with a positive credit
history in a matter of hours within a single working day. There is a broad
range of credit instruments available to individuals, such as mortgage, car
loans, emergency loans, student loans, payday loans, home repair loans,
point of sale loans, etc. The same applies for corporations: There are indus-
trial mortgage loans, working capital loans, business development loans,
overdrafts to cover cash flow gaps, etc.

It has a sense to ask here a valid question: How important to modern
society are the activities of groups of people who anonymously compute
a digital currency, which they then upload to their ‘electronic wallets’ on
their computers in the form of crypto-records? All their activities are anon-
ymous. They operate in unknown jurisdictions and outside state control.
Consequently, all this has zero relevance and significance for society. On the
other hand, if there are no violations of any law, people are free to dispose
of the crypto-records computed in the algorithm of the special computer
programme as they see fit. But why would the legislator recognise digital
currencies created by anonymous calculators as a means of payment? Is
there any social relevance to identify in the law an array of electronic data
with the instrument of a credit relationship and a means of payment?

We believe that the words “a set of electronic data contained in an in-
formation system that ... may be accepted as a means of payment” are no
more than a statement of fact. This formula does not work; it does not and
cannot influence in any way the behaviour of people who compute digital
coins and then dispose of them as items of their property, possibly using
them as quasi-money in their local network group. By a long stretch of
imagination we could imagine that the period of computation of yet an-
other discreet unit of digital currency may be represented as deferred pay-
ment (you receive the coin when the computation is over, and you will not
receive it before that moment in time). However, what is quite special about
this situation is that there is no debtor, and the proactive volunteer com-
puting the digital currency is not a creditor, either. Thus, the legislator has
made a mistake by failing to understand the function of money as a means
of payment, which can only be realised within the legitimate framework of
the relationship between the creditor and the debtor. The relationship that

1
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people have when they calculate digital currencies in an anonymous envi-
ronment on local computer networks on the Internet cannot be regulated
in any way even if the legislator recognises digital currencies as a means of
payment. A single ‘coin’ computed within the group of anonymous persons
is a block of encrypted information standardised within that group, which
can be used in that group on a mutual trust basis as an electronic equivalent
for settlements. And this will always occur spontaneously, each time on the
unique terms of the current situation and depending on the material inter-
ests of the parties participating in the exchange. At the same time, Russian
law does not prohibit people from using such electronic equivalents for
mutual, private (local-network) settlements and exchanges.

The second line defined by legislator in Federal Law 259-FZ is the use
of digital currency in property circulation: “..may be offered and may be
accepted as an investment.” This legal formula raises just as many questions
as the previous one. What would it mean to offer digital currency as an
investment? Let us assume that the legislator meant “as investment capital”
This means that the owner of the digital currency offers the business entity
that initiates a project to record a set of cryptocurrencies in the name of
that initiator in a certain ‘electronic wallet’ as the currency owner’s invest-
ment in that project. It may happen that this project initiator has ideas as
to how to use such a crypto-investment for the benefit of the project. We
believe it is worth clarifying that, on a relatively small scale, such projects to
attract individual digital currencies as investment capital can be found on
the Internet. However, we believe there is no option to legitimately invest
digital currency as investment capital with interest under a bank deposit
agreement, as only public money can be used in this legal construct; nor is
there an option for a loan agreement (money, fungible goods, or securities).
Nor is it legal to make a digital currency payment from the employer to an
employee under a contract of employment.

Let us assume that what the legislator meant was to offer digital cur-
rency as an object of investment (investment asset). We agree that this is
the area that attracts the attention of profit mongers the world over. Most
of the analyses we know about the so-called capitalisation of digital cur-
rencies (e.g. Bitcoin, Bitcoin Cash, Dash, Ethereum, Ripple) over the past
five to ten years reflect the surveys of the fluctuations in the ‘prices’ of these
investments relative to the US dollar. For example, from our own observa-
tions, we can see that in the year 2011, one Bitcoin was worth $1; in 2013,
it was 1000$; on 17 December 2017, it was 19,483$; and on 09 November

12
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2021, 68,300$. On 21 February 2023, one Bitcoin was available for purchase
for cash remotely on the website https://currency.com at $24,581. It is obvi-
ous that since the said digital currency, Bitcoin, has changed its price thou-
sandfold against the US dollar over the 10-12 year horizon, it is a high-risk
speculative investment asset. According to foreign authors, the rapid devel-
opment of digital currencies specifically as investment assets is confirmed
by the growth of crypto-investor accounts on crypto-intermediary web-
sites from 45-48 million in 2016 to 190-200 million in 2020 [Blandin A.,
Pieters G. et al., 2020]. Russian authors confirm our view that investors
look at digital currencies precisely as targets for short-term investments of
public money, with an inevitable return from digital currencies back into
public money, for the purpose of speculative gain. At the same time, digi-
tal currencies are of little interest as quasi-money in real crypto practice
[Lunyakov O.V., 2021]; [Umyarov K.S., 2021]. We obviously come to the
conclusion again that the legislator’s wording, which states the facts of an
established relationship and informs us that digital currency can be offered
and can be accepted as an investment, has no regulatory relevance. At the
same time the fact that people use digital currencies as an electronic settle-
ment and exchange equivalent, an investment instrument, an object of in-
vestment, including a number of grounds listed below, allows to recognise
digital currencies as a type of other property under Article 128 of the Rus-
sian Federation Civil Code® on the composition of objects of civil rights.

3. Special Features of Digital Currency Circulation
and Regulation

Federal Law 259-FZ highlights the figure of the information system op-
erator as the obliged person. According to Federal Law 149-FZ, the infor-
mation system operator is the user that can be both an individual and a
legal entity. This person operates the information system, which includes
processing the information stored in this system’s databases. Fundamental-
ly new for legal regulation is that an ‘information system node’ is presented
as the ‘person with an obligation’ This is clearly a natural person, a human.
But, due to this person’s anonymity, it is impossible to define their legal
standing more specifically. The person’s age is unknown, their intellectual
and physical state and their jurisdiction are unknown.

* Part One, RF Civil Code of 30 November 1994 No. 51-FZ // Corpus of Legislation of
the Russian Federation. 1994. No. 32. Art. 3301.
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What does the legislator mean by the category of ‘a person with an ob-
ligation before each holder of such electronic data’? The term ‘category’ is
the most appropriate here because we cannot use the more specific term
‘subject. Assuming, one day a member of the collective of the anonymous
computers group (or a profiteer) finds out that the records of some or all
‘coins’ in their ‘electronic wallet” have disappeared. For such a situation, the
legislator specifies the defendant against whom the aggrieved person can
lodge a claim for protection of their rights and compensation for damages.
Hypothetically, this claim could be realised against the operator of the in-
formation system operator. But can one lodge a material claim against the
node(s) of an information system? No, one cannot. We are dealing here
with a fundamental contradiction. On the one hand, there is an informa-
tion technology of distributed node-by-node entry of new data into the da-
tabase (or of making changes in the existing data), where trust is eliminated
and replaced by mathematical computation in the operation of a computer
algorithm. On the other hand, the creation of encrypted ‘currency’ infor-
mation implies there must be trust and readiness of all members of the
anonymous group to respond positively to all offers to use the existing and/
or newly created digital currency as a means of payment and as an invest-
ment, as well as their full trust in the operation of the computer algorithm.

What exactly is the task of the ‘person with an obligation before each
holder of such electronic data’? In the legislator’s view, this person’s task is
to maintain order. This means: firstly, electronic data (numerical codes and
symbols) must be released in accordance with the rules of the information
system; secondly, the procedure for making (changing) entries regarding
electronic data (digital codes and symbols) in the information system must
also comply with its rules. It is extremely sad to see the legislator’s pas-
sive approach to the attempts to regulate anonymous relationships in this
area. A person, acting of their own free will and interest, joins a group of
anonymous individuals who, on a voluntary and proactive basis, buy with
public money, generate and encrypt information and, from time to time,
modify in the database records belonging to certain holders, who appear
in this respect on the Internet as ‘electronic wallet’ addresses with unique
logins and passwords. The entire process uses a computer programme and
is highly automated. Therefore, a properly functioning algorithm for such
a programme is the very rules of the information system that must be fol-
lowed. Consequently, non-compliance with the order only occurs as a re-
sult of improper operation of the software programme.
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Such issues can take place due to a variety of causes, both technical and
man-made. A technical failure may occur, or a computer programme may
have been ‘hacked” with malicious intent. However, preventing distortions in
the algorithm of such a programme is not and cannot be part of the skills of an
information system operator (according to the law, it any citizen and any legal
entity can be an operator). Members of a group of anonymous actors, each on
their own computer (in their own node) also have no influence whatsoever
on the operation of such a programme’s algorithm. Hence, the ‘person with an
obligation before each holder of such electronic data’ cannot discharge their
obligations. The legislator’s formula in the fragment of Federal Law 259-FZ
in question is nothing more than a good wish that the computer algorithm in
the relevant group of anonymous users should work properly, both in terms of
the mathematical computation of digital currency and in terms of the mode of
entry of records about the digital currency into the database.

This naturally raises a series of straightforward questions. What is the
role of the brilliant author of the computer programme that the groups of
anonymous actors use in full trust to compute and record digital currency
on a voluntary and proactive basis? Because the group may number in the
tens of millions. How does this person behave in space and time? Can this
person, for whatever reason, influence the algorithm of their brainchild,
causing a global collapse of the entire information system? Clearly, this risk
is totally real and this negative event could take place. Figuratively speak-
ing, the entire group of anonymous actors that compute digital currency
on a voluntary and proactive basis and conduct settlement and exchange
transactions with this currency is hostage to this brilliant author. It is there-
fore the obligation of the government to take legislative measures to pre-
vent potential conflicts and to develop a mechanism to protect the rights of
participants in this area of social relations.

Hopes for progress in regulating the area of social relations in question
appeared owing to Draft Law No 237585-8 submitted to the State Duma in
November 2022. It is with deep disappointment that we must admit that
our hopes have not been fulfilled. The law-making by a group of parlia-
mentarians in this draft law is directly related to digital currency in terms
of taking certain practical steps to obtain it. This draft law does not use the
Russian word for ‘mining), but the English loan word. It uses the follow-
ing definition: “Digital currency mining is understood to be the activity of
performing mathematical computations by operating computing devices
and hardware and software complexes to make entries in an information
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system using distributed ledger technology, with the purpose of creating
digital currency and/or receiving remuneration in digital currency™

We call digital currencies (a set of electronic data) monetary surrogates
because money is issued by the central banks of states. Groups of users gen-
erate cryptocurrency data, i.e. digital currencies, as their computers per-
form computations by using algorithms. A special programme is installed
on the computer of a volunteer member of the group, and it does not mat-
ter where on the planet this computer is located. This programme performs
computations and finds a unique hash function to attach a new block to
the block chain. In the course of millions of iterations, the group member’s
computer picks up a single hash (the result of some mathematical trans-
formation of a block from the previous block in the chain), thus making
it possible to ‘attach’ one more block to the block chain. When a block is
‘attached, the group member whose computer was the first to solve this
mathematical problem receives a reward, namely a collectively recognised
cryptocurrency ‘coin, which is written into their ‘electronic wallet’ These re-
cords are generally referred to as ‘cryptocurrency’ (although, for no reason
whatsoever), which is why the words ‘amount in digital currency’ are con-
stantly used in this relationship. The terms ‘wallet’ and ‘amount’ are intrin-
sic to the concept ‘money, but we have proven above that digital currency is
not money. User groups that have gathered around cryptocurrencies with
various exotic ‘coin’ names (such as Bitcoin, Bitcoin Cash, Dash, Ethereum,
Ripple, etc.) have different computational features and time horizons for
years to come. But in any event, to participate in such ‘entrepreneurial ac-
tivity’ a person needs: one, certain intellectual and physical abilities; two,
special computer hardware and software; three, uninterrupted and stable
connection of their computer to the Internet; four, sufficient electric power
for the functioning of the whole hardware and software complex.

In our opinion, such global computer calculations of mathematical for-
mulas for adding the next block to the existing chain of blocks in a com-
puter programme have no socially useful function and bring no economic
growth. Clearly, at the same time computer equipment is improved, Inter-
net services are developed, and electricity companies increase their sales.
Along with this, opportunities for laundering money linked to criminal
offences increase, illegal consumption of electricity rises sharply, and hun-
dreds of millions of computers are involved in mathematical computations

* The State Duma. Zakonotvorchestvo (Law-making) State Automated System. Availa-
ble at: URL: https://sozd.duma.gov.ru/bill/237585-8 (accessed: 22.02.2023)
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that have no positive influence on human progress. E.g., in 2019, Interre-
gional Distribution Grid Company of the North Caucasus discovered the
theft of electricity worth RUB 130 million in the village of Plievo in In-
gushetia. Its engineers found a site near the village where unidentified per-
sons had illegally installed 2 transformers that supplied power to over 1,600
mining farms. Illegal miners have been detected at a Ukrainian nuclear
power plant, and a officer of the Ukrainian Security Service told they could
not rule out that not only plant employees but also National Guard officers
who were guarding the plant were mining cryptocurrency.®

In essence, the result of such ‘entrepreneurial activity’ is turning elec-
tricity into cryptocurrency records in the ‘electronic wallet’ of the electrici-
ty consumer. In this connection, we do not consider it possible to use either
the English loan word ‘mining’ or its Russian equivalent ‘dobycha’ (‘min-
ing’) to define mathematical computation of digital currency. The Great So-
viet Encyclopaedia states that “mining is the extraction of solid, liquid and
gaseous minerals from the earth’s interior. The process of mining consists
of excavating minerals and transporting them from the face of the mine
to the surface. Solid minerals are extracted by open-pit and underground
mining. Peat is extracted from the surface with full mechanisation of the
main production processes. Liquid minerals and natural gas are increas-
ingly extracted by means of surface-drilled wells. Production of solid min-
erals (gold, tin, diamonds, zircon, monazite, ilmenite, etc.) and oil from the
seabed has been developing since 1960s.°

As noted above, the member of the group of ‘miners’ whose computer
first solves the mathematical issue for attaching next block to an existing
block chain gets a certain number of crypto-‘coins’ of digital currency into
their ‘electronic wallet’ To increase the likelihood of success in these com-
putations, the owners of the computers involved in the computations began
to agree to link their computers in local networks, e.g., of 100 comput-
ers. Clearly, such a local pool of ‘miners’ will compute the single correct
hash faster. In this way, 100 users within their local association will be able

® Sekret Firmy. Media registration certificate El No. FS77-68947 / Mining, the Cau-
casus Way. Bitcoin Hunter from Ingushetia Steals RUB 130M Worth of Electric Power.
Available at: URL: https://secretmag.ru/news/.maining-po-kavkazski-okhotnik-za-bit-
koinami-iz-ingushetii-ukral-elektroener giyu-na-130-mln-rublei-04-09-2019.htm (ac-
cessed: 22.02.2023). RosBiznesKonsulting. Available at: URL: https://www.rbc.ru/crypto/
news/637e3 dfb9a7947082e0569b8 (accessed: 22.02. 2023)

¢ The Great Soviet Encyclopedia. 3rd ed. Moscow, 1969. Available at: URL: https://
www.booksite.ru/fulltext/1/001/008/053/ 584.htm (accessed: 22.02.2023)
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to ‘attach’ another block to the existing block chain in the course of com-
bined computer operation with significantly higher likelihood and faster
than each of them individually. In this draft law, unfortunately, we again
see another fact of the Russian legislator’s adherence to Anglo-Saxon ter-
minology. E.g., such a term as ‘association of miners’ has been proposed: “A
mining pool is the pooling of the capacity of several computing devices that
belong to different owners (hereinafter, ‘mining pool participants’) and are
used for mining purposes, which results in the distribution of the resulting
digital currency among the owners of the said computing devices.”

However, if one takes a close look, a ‘mining pool’ is not at all an associa-
tion of people owning computers, or an ‘miners association. The draft law
clearly refers to a classic asset package: a combination of the capacities of
several computing devices that belong to different owners. This raises an
avalanche of questions: Is it joint indivisible ownership of common prop-
erty? Or is it shared divisible ownership of interconnected property? Or is
it an association of businessmen like a general partnership? Or is it a mem-
bership-based production cooperative with one vote for each member? But
parliamentarians do not care about such subtleties of civil and business law.
The draft law is primarily driven by fiscal interest.

As a first approximation, one could imagine taxation of the property
itself, as regulated, for example, under the transport tax, i.e., based on one
horsepower of the car engine. But in real life, it is impossible to know re-
liably how many computers are looped into one pool, and the comput-
ers themselves may be scattered over several jurisdictions. And since it is
impossible to tax, e.g., 100 computers located in different countries and
looped into a local network, the legislators, in a somewhat naive and light-
minded way, shift the duty of good faith reporting of taxable objects to the
‘miners’ themselves, leaving the practical tax administration to the Russian
government. “In the event of receipt of digital currency as a result of min-
ing, the person engaged in mining, including the participant of a mining
pool, shall provide information on receipt of digital currency, and informa-
tion on the unique sequence of symbols used to record transactions with
digital currency credited as a result of mining to the person engaged in
mining (address identifier), in accordance with the procedure and within
the time limits established by Russian legislation on taxes and levies”® But
the root of the issue here is that every anonymous individual plunges into

7 Available at: URL: https://sozd.duma.gov.ru/bill/237585-8 (accessed: 23.02. 2023)
8 Ibid.
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the depths of the crypto-world via the Internet precisely in order to enrich
themselves in a shadowy manner, so that no one will ever know the inten-
sity and extent of their transactions, and certainly without the intention of
paying taxes to any state or regularly sending their truthful statements to
the tax authorities.

In connection with the Russian parliamentarians’ initiatives, it should
be noted that the share of China, which until recently was the world’s larg-
est mining hub, has fallen from 46% to zero. This drop is explained by im-
perative regulatory measures that have led to a total ban on cryptocurrency
mining in China since autumn 2021. As a result, digital currency mining
companies had to move to other jurisdictions. China has imposed a total
ban on cryptocurrency transactions, recognising them as illegal financial
activity. We believe that the government of the People’s Republic of China
clearly sees more important areas for application of the country’s electricity
resources that are not so abundant in China. At the same time, according
to our estimates, there is a surplus of generated electricity in Russia today,
especially in the areas around the eight hydro-electric power plants and
12 nuclear power plants. Mathematical computations can be organised un-
der public-private partnerships and special legal regulations.

4. Digital Currency as a Type of Other Property
and an Object of Civil Rights

Studying doctrinal judgments on the topic we found no fundamental
and sharp contradictions to our views regarding the legal content of digital
currency. What we did find was confusion in the statements made by some
authors. The most widespread mistake is the confusion of the terms ‘cryp-
tocurrency’ and ‘digital currency. We believe this is unacceptable at the
legal level. For example, E.R. Vergeles claims that Federal Law 259-FZ “says
nothing about cryptocurrency and blockchain. Moreover, according to the
said federal law, cryptocurrencies are not digital money whose circulation is
allowed in the Russian Federation, due to the fact that there is no definition
of cryptocurrency itself” [Vergeles E.R., 2022: 37]. We do not believe that
one should look in Federal Law 259-FZ for an interpretation of cryptocur-
rency in the places where there should be none, as Article 1 on the subject of
regulation and the scope of the law clearly states the limits and categories of
regulation. K.O. Boykova classifies all types of cryptocurrencies according
to their degree of financial security: cryptocurrency (monetary surrogates)
and the digital rouble [Boykova K.O., 2022: 189]. We believe it is a mistake
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to classify the digital rouble (one of the legitimate monetary units of the
Russian Federation) as a cryptocurrency. Furthermore, the term ‘degree of
financial security’ needs a separate scientific justification. E.A. Mosakova
erroneously claims, contrary to the current legislation of most developed
countries, that cryptocurrency is “the new form of money”, “a new word in
monetary circulation”, and “will allow cryptocurrencies to become one of
the world currencies in the medium term” [Mosakova E.A., 2021: 2-4, 6,7].
M.M. Dolgiyeva correctly points out the mathematical principles of digital
currency generation and its automatic management by means of software
[Dolgiyeva M.M., 2022: 128-129]. V.D. Kuligin comes to a conclusion with
which we cannot agree: “Cryptocurrency is private money. Such money
has always been present in the circulation of any country in the form of
bills of exchange, coupons and certificates, etc.” [Kuligin V.D. et al., 2022:
151]. Firstly, there is no such money in circulation, and secondly, bills of
exchange, coupons and certificates have never been and cannot be a form
of money.

The scholarly findings of a number of prominent Russian legal scholars
deserve close attention. Professor I.I. Kucherov believes that “it is necessary
to extend the range of objects of civil rights by adding a new object which
could include cryptocurrency. In the author’s view, documented informa-
tion could be such a type” [Kucherov LI, 2018: 189]. Corresponding Mem-
ber of the Russian Academy of Sciences A.V. Gabov quite rightly points out
that “the system of objects of civil rights is therefore not static, but rather
quite fluid; the legislator must respond to changes in the outside world and
reflect them in the law in time.” [Gabov A.V,, 2021: 63]. The work closest
to our topic is that of Professor L.Y. Vasilevskaya. In our view, owing to the
depth and breadth of this work, it should be considered the best specifically
on the subject of digital currency as of early 2023. Our views concur on a
number of points: “Cryptocurrency is the antipode of the digital rouble,
since it circulates within an inherently global, decentralised digital pay-
ment system of individuals extending beyond the territory of any state».
On the other hand, we cannot agree with her that “digital currency should
be qualified as a digital financial asset” [Vasilevskaya L.Y., 2023: 16, 17].
This is not possible, because, at the very least, the legislator makes the dis-
tinction in the title of Federal Law 259-FZ.

Around 50 years ago Soviet scholars described in the Great Soviet Ency-
clopaedia the legal understanding of property as: the totality of things and
tangible assets in a person’s possession...; the totality of things and property
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rights to receive them from other persons...; the totality of things, prop-
erty rights and obligations which characterise the property status of their
bearer. Currently the Russian legislator in Article 128 of the Civil Code on
the composition of objects of civil rights, develops and details the interpre-
tation of property: things (including cash and certificated securities), other
property, including property rights (including non-cash funds, uncertifi-
cated securities, digital rights); results of work performed and services pro-
vided; protected intellectual products and similar means of individualisa-
tion (intellectual property); intangible goods.

From a formal legal point of view, things include cash and securities —
special documents on sheets of paper. No doubt, in addition to these two
types, things include a whole huge world of material goods whose list
would not fit into any code. Other property includes property rights and
everything that can be attributed to other property for a reason that does
not contradict the law. We cannot find any restrictions on classifying digital
currency, i.e., the encrypted information existing in electronic form, as a type
of other property that belongs to objects of civil rights in the context of the
above provisions of Article 128 of the Civil Code. We share A.V. Gabov’s po-
sition that “The object of civil rights is, above all, a certain idea that emerges
by abstracting features of various phenomena (objects) of the external world
that are not attributable to its subjective part, and ‘marking’ a certain group
of objects by a single generic concept” We also fully agree with his concern
“What if, in the form of digital currency, we are dealing with a play on
words that obscures meaning?” [Gabov A.V., 2021: 62, 64].

V.D. Kuligin and his co-authors formulate conclusions that resonate
with ours: “Bitcoin is a digital, informational structure designed to per-
form an exchange” [Kuligin V.D. et al., 2022: 151]. We support the position
of R.M. Yankovskiy that “regulating cryptocurrency rights as an absolute
right will require a new object of civil rights to be described in the law,
similar to the special legal regime for uncertificated securities” We also
agree with the him that “although the RF Civil Code does not define ‘other
property, given the current realities and level of technology, this concept
may be interpreted as broadly as possible, in particular by including cryp-
tocurrency as part of property” [Yankovskiy R.M., 2020: 50, 52].

A single ‘coin’ computed within the group of anonymous persons is a
unique block of encrypted information standardised within that group,
which can be used in that group on a mutual trust basis as an electronic
equivalent for settlements and as an investment. Each digital currency ‘coin’
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is discrete and individual. It is a cipher that is never repeated — a block of
information in electronic form; it is always assigned to a specific person
and can circulate by being transferred between ‘electronic wallets, which
are maintained on the computers of the participants in this settlement (in-
vestment). And this digital currency ‘coin’ is continually assessed in terms
of public money, usually of US jurisdiction. The steady, long-standing prac-
tice of using digital currency ‘coins’ as settlement equivalents, investment
instruments and investment targets allows us to treat digital currency as
a type of other property, and digital currency ‘coins’ as an object of civil
rights in the context of Article 128 of the Civil Code.

Conclusion

The steady, long-standing practice of using digital currency ‘coins’ as
settlement equivalents, investment instruments and investment objects al-
lows us to treat digital currency as a type of other property, and digital cur-
rency ‘coins’ as an object of civil rights in the context of Article 128 of the
Civil Code. Network nodes are created through the free affiliation of new
members to the existing group, which increases the package of technical
facilities functioning according to a specific programme for the benefit of
the entire group. From the point of view of investments and economics, we
define this growing network as a financial pyramid, a Ponzi scheme. It is
compulsory for a member of the local network to connect their node (com-
puter) via an individual address to the Internet and to a source of power.
Information (digital currency as a set of electronic data) is recorded, gen-
erated and modified via a mathematical computation algorithm on each
computer within such a local network. The ‘person with an obligation be-
fore each holder of such electronic data’ cannot discharge their obligations
to upkeep order. There is a real risk of external interference with the proper
operation of the mathematical computation algorithm, in particular by the
author of the software programme. In this regard, we propose to introduce
a compulsory by law state registration of the author of such intellectual
products and to formalise the author’s obligation to conduct supervision
over the proper functioning of the corresponding algorithm of mathemati-
cal calculations. In addition, a legal regime of state control corresponding
to the said obligation of the software author is necessary.

Russian jurisprudence regulating property turnover describes the place
of digital currency as terra incognita. On the one hand, the legislator men-
tions digital currency in virtually a few phrases, merely stating the fact that
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it exists in information systems. Legal regulation of digital currency cur-
rently in force in Russia is so far presented in its most general, initial form
in the federal law on digital assets. The law stipulates this encrypted infor-
mation in electronic form can be offered as a means of payment and as an
investment. We believe that the fact that the legislator recognises digital
currencies as a means of payment will in no way regulate the relationships
that develop among people who interact anonymously on an extraterritori-
al basis when they compute digital currencies on local computer networks
within the global Net. The legislator’s statement that digital currency may
be offered and may be accepted as an investment has no regulatory val-
ue. Digital currencies are high-risk speculative investments. On the other
hand, digital currency appears in Russian tax law as an object of taxation,
in bankruptcy and enforcement laws as an object of recovery, in family
law as joint property of spouses, and in inheritance law as property. In the
context of Article 128 of the Civil Code, digital currency must be classified
as other property and the digital currency ‘coin’ is an object of civil rights.

It is regrettable that the legislators use the verb ‘may’ in Federal Law
No. 259-FZ with reference to digital currency. The Dictionary of the Rus-

<

sian Language states, inter alia, that “may” is “..an expression of uncertain
confirmation, probably, apparently..”. And “perhaps” is the very first syn-
onym in the list of synonyms. So we see here a failed, uncertain attempt by
the legislator to approach the regulation of shadow circulation of digital
currencies, which is decentralised and free of any law, and the relationships
within this circulation. But the first steps, the most difficult ones, have al-
ready been made. Doctrinal development of the legal content and place of
digital currency in the system of state regulation of property turnover, and
the formation, accumulation and scholar understanding of judicial prac-

tice on this issue should continue.
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Abstract

The article discusses the features of the application by the Russian Federation and
the member countries of the Eurasian Economic Union (EAEU), Republics of Belarus,
Kazakhstan, Kyrgyzstan, mechanisms of tax incentives for the development of the
domestic IT industry. Tax incentives, a simplified taxation system and the taxation
regimein the territory of the Special Economic Zones (SEZ), High-Tech Park (HTP) are
analyzed. Special attention is paid to the consideration of the procedure for access
and accreditation of companies for the opportunity to work in the territory of the SEZ
or HTP with the use of a preferential tax regime. The article concludes that states as
a whole apply all tax incentive mechanisms in a complex: tax incentives, a simplified
taxation system, SEZ, HTP, however, there are differences in their use, which ultimately
affects the level of stimulation of domestic IT industries. Russia uses a selective and
differentiated approach, that is why most companies in the field are cut off from the
preferential tax regime. The EAEU countries have developed more positive experience
in this matter due to the simplification of the registration procedure required to enter
the preferential zones, both for domestic and foreign IT companies and the admission
to the HTP and SEZ of individuals specialists. The access of foreign companies from
friendly countries as residents in the territory of the Russian SEZ will facilitate the
introduction of new information technologies and the exchange of experience with
domestic companies. The thesis is also substantiated that for a holistic and systematic
stimulation of the development of the domestic IT industry, it seems inappropriate
to differentiate companies into Software Company (companies specializing in high
technologies) and companies not specializing in such technologies. Special attention
is drawn to the need to expand the list of types of IT-activities that provide access to
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domestic companies to the mechanism of preferential taxation. The article notes that
the experience of tax incentives for the IT industry in the EAEU countries shows that
the approach used makes it possible to unite the majority of domestic companies and
specialists — individuals in the territory of a separate free economic zone or HTP, that
is beneficial both for the companies themselves and individuals from — for preferential
taxation, and to the state, which keeps them records and records of their IT products
and discoveries. In the Russian Federation IT companies, unless they are included
in the SEZ, are fragmented and more difficult to control in this sense. In general, it
is concluded that in Russia it is necessary to ensure the uniform application of tax
incentives for the domestic IT industry throughout the territory, which will contribute to
its development and growth of competitiveness in the international market.
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Introduction

Coming of information technologies into various spheres of human life
promotes the transition to a new, higher quality level of development of the
industries and areas of the public sector such as economy, security, energy,
medicine, education, ecology, culture, and other equally important areas of
public life. According to the Strategy for the Development of the Informa-
tion Technology Industry in the Russian Federation for 2014-2020 and until
2025, this industry must be developed to ensure the transition to a new post-
industrial technological paradigm of society.! Such development is possible
when various legal incentives are used, the tax incentive being one of them.

Most states offer various preferential regimes, exemptions, investment
clusters, free economic zones, special economic zones and hi-tech parks.

! Decree of the Government of the Russian Federation No. 2036-p of 1.11.2013 ‘Strate-
gy for the Development of the Information Technology Industry in the Russian Federation
for 2014-2020 and until 2025 Available at: URL: https://www.digital.gov.ru>uploaded>-
files (accessed: 03.02.2023)
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Russian Federation has to compete for IT professionals and encourage the
development of the IT sector, too. Among other things, this need has been
reinforced by the current international situation: many well-known com-
panies have decided to cease operations in Russian, and some professionals
have left the Russian market. Moreover, there are problems in tax regu-
lation of the Russian IT sector because approach to taxation is unstruc-
tured and inconsistent. Not all companies can obtain access to tax-heaven
arrangements. This makes it difficult to achieve the goal set forth in the
‘Strategy for the Development of the Information Technology Industry in
the Russian Federation for 2014-2020 and until 2025’ and in other docu-
ments pertaining to this sector that the state adopts. In view of the above
it would be appropriate to draw the reader’s attention to the experience
of the member countries of the Eurasian Economic Union because their
IT sectors have been growing and demonstrating good results in areas re-
lated to products, projects, start-ups, and services. Hence, consideration of
the proposed topic is relevant and timely.

Subject of study: study tax exemptions, simplified tax system and legal re-
gimes in the free economic zones, special economic zones and hi-tech parks
of Russia and the EAEU member countries, and their comparative analysis.

Purpose of study: research the experience of applying tax incentives in
the IT sector in the Russian Federation and Eurasian Economic Union, and
justify of the need to introduce in Russia legal norms stimulating the devel-
opment of the domestic sector.

Special methods of research have been used in studying the legal norms
governing taxation of the IT industry in the EAEU jurisdictions like: com-
parative law, legal interpretation method, and formal-legal method.

1. Fiscal regulation concept: the main instruments
used in the IT industry in the Russian Federation
and EAEU states.

The tax law science determines tax regulation is government regula-
tion of tax relations [Krasyukov A.B., 2007]; [Lazarev V.I., 2009]; [Mo-
rozov A.A., 2011]. In analysing the contents of fiscal regulation, scholars
include in it such concepts as tax policy, tax mechanism, tax administra-
tion, tax planning and forecasting, tax strategy, tax control, taxation [Ali-
yev B.K., 2008]; [Serdyukov A.E., Vylkova E.S., 2008]; [Stepanenko V.V,
Ermakova E.A., 2012]. We share this position of the scholars: to be able to
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influence the behaviour of subject involved in tax relations (both public
and private), fiscal regulation must include the above tools and methods
listed by the researcher. They are not used separately from each other, but
in an integrated manner and to achieve a certain goal. The main purpose
of fiscal regulation is to ensure a level of operation of the tax system where
tax revenues would be collected on time, in full and with a view to making
the best use of the financial potential of the national economy in the future.
This purpose can be reached through the fiscal function of the tax, the es-
sence of which is to fill the revenue side of the state budget.

However, depending on the industry or sector of the economy, fiscal
regulation may differ or even have the opposite objective. The right ap-
proach to fiscal regulation of a sector of the economy implies the state’s
legal influence on the operations of agents in that particular sector through
the application of the taxation mechanism in order to implement the fiscal
or regulatory (incentive) functions of the tax, based on the principle of pri-
ority development of this sector in the interests of the state. In other words,
the state, proceeding from the need to reach the country’s development
goals, applies different taxation instruments to the relevant industry (sec-
tor), increasing or decreasing the role of the fiscal or regulatory (incentive)
functions of the tax. So, depending on the means of intervention and the
legal instruments applied, government fiscal regulation may aim to encour-
age or discourage the development of a particular industry.

Tax law scholars suggest that tax incentives are a motivation mechanism
based on a low-tax policy, optimisation of the composition and structure of
the tax system, the level of tax burden, the rates of individual taxes, or on
the use of a tax exemption system [Zhigunova E.N., 2014]. This type of tax
incentive has a positive effect on certain areas or sectors of the economy.
Tax deterrence is a less common form of state fiscal regulation because its
aim is to restrain the development of certain sectors of the economy and in-
vestment activity; it is based on a policy of high taxes, general and selective
high tax rates, increasing the list of tax payments, abolishing tax exemp-
tions, etc. [Barulin S.V. et al., 2008]. E.g., in order to reduce a segment of
the entertainment services industry such as gambling business, it would be
sufficient to strengthen the fiscal function of taxation by raising the tax rate,
expanding the tax base, complicating the licensing procedures (introduc-
ing the need to obtain additional permits), increasing the grounds for tax
control, etc. All such actions would indicate that the fiscal function of the
tax prevails over the regulatory (incentive) function.
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Tax regulation is effected through the use of the relevant tools. As we
have noted above, these are: tax policy, mechanism, administration, plan-
ning and forecasting, strategy, control, and taxation. The latter, i.e., taxation
as an individual fiscal regulation tool, includes the tax subject (taxpayer),
tax object, tax base and tax rates, sources of fiscal payments, benefits, sanc-
tions, schedules, tax credits, tax holidays, tax clusters, special taxation re-
gimes, tax amnesties, tax deductions, tax deferrals and tax instalments,
ways of enforcing the tax obligation, and other elements. Depending on
what elements prevail in the taxation process, fiscal or incentive, we can
talk of tax incentives, tax deterrence or general fiscal regulation.

IT taxation mechanisms in Russia and the EAEU states are incentive-
based because they use a fairly wide range of tax incentives and prefer-
ences. These include tax exemptions, special tax regimes, moratoriums on
tax audits, preferential terms in the performance of tax obligations, free
economic zones, special economic zones and hi-tech parks. Russian, Be-
larus, Kazakhstan, and Kyrgyzstan use the above tax incentives in some
way or another, but there are differences in the procedures and grounds for
their application that brings different results.

2. Fiscal regulation of the IT industry
in the Russian Federation

According to Decree of the Government of the Russian Federation
No. 2036-p of 1.11.2013 (hereinafter Decree 2036), the information tech-
nology industry is understood as the totality of Russian companies involved
in the following activities: development of mass-market software products;
service provision in the I'T sphere; development of hardware and software com-
plexes with high added value of the software part; remote information process-
ing and provision in various environments, including the Internet®. From the
tax law perspective, this definition enables identifying the tax subject (tax payer)
and the taxation object. In a general sense, the idea is to include individual IT
professionals into the IT sector, too, because in 2021 there were approximately
1.7 Million individuals making a specialty out of IT.? Today, they account for
a significant share in the Russian IT sector, while also being taxpayers. Ac-

* Decree of the Government of the Russian Federation No. 2036-p of 1.11.2013 ‘Strategy
for the Development of the Information Technology Industry in the Russian Federation for
2014-2020 and until 2025. Available at: URL: https://www.pravo.gov.ru (accessed: 11.03.2023)

* Statistics on outflow of IT professionals from Russia in 2023. Available at: URL:
https://www.inclient.ru>outflow (accessed: 15.02. 2023)
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cording to Article 19 of the Russian Tax Code, organisations and individu-
als charged with the obligation to pay taxes, levies and insurance payments
respectively are recognised as taxpayers, levy payers and insurance payers
in accordance with this Code*. This means that not only organisations but
also individuals may be regarded as taxpayers in the field. The mechanisms
for preferential taxation of individuals and legal entities working in the
IT industry are different, because individuals work under a special tax re-
gime, the simplified taxation system, while legal entities are entitled to ben-
efits under the general taxation system.

Before looking at the specifics of preferential taxation of IT companies
and individual IT professionals, one must define the object of taxation in
the industry that would be is universal for both the Russian Federation
and the EAEU states. The object of taxation of revenues from information
services provided or products made is manifold and therefore internally
structured. Different tax and legal regulations apply to the object of taxa-
tion in the sphere, depending on the type of its manifestation.

Information collection, processing and distribution services are pro-
vided through information technologies whose efficacy determines the
performance of other sectors of economy, companies, and individuals. The
industry offers a wide range of information products intended to provide
relevant information to subjects (clients and users). On the whole, the va-
riety of information products can be categorised into the following areas
of activity: software installation and configuration; mobile application de-
velopment; IT outsourcing; infrastructure subscription services (software
maintenance, hosting, programming, testing, etc.); Internet access servic-
es; website creation and software development; training and certification;
cloud and virtual services®. The Russian Classification of Economic Activi-
ties (OKVED) gives a more detailed description of IT services.® According
to the OKVED, these services list includes: software installation and con-
figuration; mobile application development; outsourcing; infrastructure
subscription services including software maintenance, hosting, program-
ming, testing, etc.; Internet access services; website creation and software

4 RF Tax Code No. 117-FZ. 05.08,2000 // Collection of Laws of the Russian Federation.
No. 32, 2000, P. 3340.

> IT Company / OKVED codes. Available at: URL: https://www.regfile.ru>okved-
nabor>it-kompaniya (accessed: 15.02. 2023)

¢ Russian Classification of Economic Activities OKVED No. 14 26.07.2022. Order of
the Federal Agency on Technical Regulating and Metrology Rosstandard. Available at:
URL: https://www.classifikators.ru>okz (accessed: 15.02. 2023)

31



Articles

development; training and certification; cloud and virtual services. Each of
the areas (groupings) has its own further breakdown into types, and the list
is quite long, with over 80 types. E.g., 62.01 — development of computer
software; 62.02.1 — planning and design of computer systems; 63.11.1 —
database creation and use, etc. The eligibility for tax incentives, and there-
fore the amount of the tax liability of the IT company, will depend on the
type of information service or product provided.

According to Para 1, Article 56 of the Russian Federation Tax Code, tax
and levy benefits are benefits provided to certain categories of taxpayers
and levy payers as envisaged by the laws and regulations on taxes and levies
in comparison with other taxpayers or levy payers, excluding the possibili-
ty of not paying tax or levy or paying it in a smaller amount’. Tax incentives
are provided to taxpayers in various forms: tax exemption in perpetuity or
for a certain period (tax holidays); exemption from taxation when certain
types of income are removed from the object of taxation; reduced tax rate;
tax deductions. Tax incentives in the IT industry include tax holidays, re-
duced tax rates and exemption of certain types of income from taxation.
This variety of tax incentive forms demonstrates the state’s commitment to
support development of the Russian industry.

But how easy it for all Russian companies to get access to tax incen-
tives and can any company have a subjective right to various forms of such
incentives? Moreover, the very definition of an IT company in the Rus-
sian Federation may lead to the erroneous conclusion that any company
engaged in IT activities is entitled to preferential tax treatment by virtue of
this fact alone: in accordance with Para A, Part 4 of the Regulation on State
Accreditation of Russian Organisations Acting in the Field of Information
Technology®, a domestic company is a Russian organisation carrying out
activities related to information technology. This impression could also
be due to the fact that public policy has lately been proclaiming support
for the IT industry as a whole, without dividing it into sectors. E.g., the
Presidential Address of 23.06. 2020 announced the intention to support
the Russian IT industry with tax incentives’; the Budget, Tax and Customs

7 RF Tax Code. // Collection of Laws of the Russian Federation No. 32, 2000, P. 3340.

¢ Regulations on State Accreditation of Russian Organisations in the Field of Informa-
tion Technology: RF Government Decree No. 1729. 30.09.2022. Available at: URL: https://
base.garant.ru/405366137/#blok_1100 (accessed: 15.02.2023)

° Available at: URL: http://kremlin.ru/events/president/news/63548 (accessed: 11.03.
2023)
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and Tariff Policy Guidelines for 2022 and for the planning period 2023 and
2024 also referred to the establishment of incentives for information tech-
nology companies'’; furthermore, the Strategy for the Development of the
Information Technology Industry in the Russian Federation for 2014-2020
and until 2025 itself largely focuses on stimulating the domestic industry.
But in fact, the government takes a selective approach in regulating the
industry taxation. Such selective and double taxation policies may result in
under-achieving domestic industry development goals and falling behind
those jurisdictions and countries that apply a consistent approach in taxing
the national sector.

Upon analysing the law with respect to the payment of corporate in-
come tax for Russian companies it may be concluded that some services
and works are not included in the exempted category. Moreover, the rules
for accessing the tax exemption are quite stringent, both in terms of obtain-
ing and maintaining it. Para 1.15 of Article 284 of the Tax Code establishes
a list of activities (operations) that give Russian IT-industry organisations
the right to a tax exemption. These include the sale of copies of programmes
and databases, granting and transfer of rights to use them, development of
custom-made programmes and databases, their installation, testing, main-
tenance, etc. Such activities are considered to be more high-tech in relation
to other information works and services. The list is exhaustive. But, only
doing the activities from this exhaustive list is not enough to obtain an in-
come tax incentive. The legislator sets out a number of other requirements
that must be met at the same time: IT-company in question must have a
state accreditation in the field of information technology, obtained by pro-
cedure established by the Government of the Russian Federation; revenues
from the specified exhaustive list must account for at least 90% of the tax-
payer’s total revenue (which forces the latter to constantly prove its right to
the benefit and, if it is lost, to honour the income tax obligation in full, pos-
sibly even with a penalty); the company must have at least seven employees
in the accounting (tax) period. Only if all of the above requirements are
met the company is entitled to an income tax exemption. The benefit itself
can be characterised as actively incentivising, as it is presented in forms of
tax holidays: 0% income tax payable to the federal budget and a reduced tax
rate: 3% income tax payable to federal budget. As a result, the very idea of

1 Main directions of budgetary, tax and customs and tariff policy for 2022 and the
planning period 2023 and 2024. Available at: URL: http://www.minfin.gov.ru (accessed:
11.03.2023)
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this tax incentive is highly positive, but access to this benefit is significantly
limited. So what we have here is only a partial and very narrow incentive
for the Russian industry-more precisely, for an individual segment of it
(termed Software Companies—companies specialising in high technology).
A similar situation exists regarding insurance payments'' (Article 427 of
the Tax Code). This excludes from preferential taxation a broad range of
IT companies that provide other, no less important information services
and products: website support services, distribution and maintenance of
information materials on the Internet, information search; outsourcing,
outstaffing, consulting, and advertising platforms; dealing services, mar-
ketplaces, PC installation and set-up services, crash recovery, software in-
stallation, etc. E.g., information companies develop products (mobile and
web applications, online services, social media, anti-viral software). Out-
sourcing companies develop application software commissioned by third
parties and provide them with technical support. Outstaffing companies
‘lease out” technical specialists to work on the client’s individual projects.
Consulting companies help put ready-made software into operation and
provide software servicing. In our opinion, such activities of IT companies
are important for the development of the Russian IT product/service mar-
ket and need tax support measures, just like activities of hi-tech IT com-
panies.

It has a sense also to remember an company operating in the field of
IT services and technology should not exclusively focus on getting the benefit
(which should be a secondary task) or keep adapting its activities to that end.

In discussing the profit tax concessions for IT companies, we should
make one important point: they will only be in effect until 2024. This also
raises questions because just one year is left. It is clear that within a specific
fiscal year, tax exemptions are inversely related to tax revenue: the more
significant and longer-lasting the tax incentives are, the lower are the state
budget’s tax revenues, i.e. in terms of the budget, the tax exemptions are on
the expenditure side. But the Government’s stated strategic goal of stimu-
lating the Russian IT industry cannot be achieved in such a short term. Nor
is it sufficient for the taxpayer to scale up its business. It would be correct to
provide such a benefit for five years or longer.

Consequently, this selective and differential approach used by the state
violates the principle of equitable taxation to effectively bar most compa-

11 Collection of Laws of the Russian Federation, 2000, No. 32, Art. 3340.
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nies from the preferential regime. In the future, that may slow down the
development of the Russian IT industry.

Tax benefits for individual IT professionals in Russia is effected via
a special tax regime, a simplified taxation system. As rightly noted by
AN. Kozyrin, ‘the existence of a general tax regime and a special tax re-
gime helps create more favourable conditions for the taxpayers engaging
in economically and socially significant activities. In that case, a taxpayer
is usually left with a choice: to continue on the general regime or switch
to a special one’ [Kozyrin A.N., 2021]. Information technology represents
a socially significant economic sector. It will be correct to agree with the
researchers who note that special tax regimes have a beneficial effect on the
economy by reducing the tax burden on the taxpayer and by streamlining
taxation and raising its efficiency for both parties (the tax authority and the
payer) [Nogina O.A., 2017]; [Muradkhanova Z.S., Musayeva Kh.M., 2019];
[Gromov V.V,, 2022]. That is especially relevant when it comes to taxing the
incomes of IT start-ups (we mean natural persons working in the sector).

A simplified taxation system is more advantageous for the above catego-
ry of taxpayers than any concessions made available under the general sys-
tem, as it enables them to start their activities without the high tax pressure,
which is the case under general taxation. Here we should remember that a
newbie start-upper may not yet have such experience and as many clients
as the one who has been worked in the IT service market for some time. So,
the simplified system is for him/her the only way to start a business with-
out bearing increased tax costs (including the mandatory insurance pay-
ments). The funds thus saved on taxes can be invested in the development
of one’s start-up or project. The general taxation system is unfavourable for
an IT start-upper working individually, for it forces him/her to pay all the
taxes in full (13% natural persons” income tax plus VAT) and to bear all the
tax accounting and reporting duties. It is only natural that few IT experts
use that system. And under the simplified system, the tax payments depend
on income. The rate varies from region to region between 1 and 6 % (com-
pared with the general tax system’s rates, these are considered preferential
and stimulative); a single tax is paid in advance, on a quarterly basis before
the 25" day of the month. Besides, there is no duty to do tax accounting,
with only the revenue to be recorded as the taxable base. The tax reporting
duty is also simplified: one has to file a tax return once a year, by 30 April of
the following year. So the simplified system is the simplest and most lucra-
tive taxation system for individual professionals.
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Individual professionals are also in demand as freelancers in the service
market. Freelancer servicers are attractive to corporate clients as they do
not have to bear the tax and social insurance duties and costs for hired em-
ployees, nor assume additional obligations and responsibility for any non-
compliance. Such legal relations are of interest to the freelancers as well:
they mean unconstrained work and ability to distribute one’s time, choose
among clients, do as much as one can, and work remotely. A professional
can provide outsourced services. Outsourcing in IT means full or partial
transfer of IT infrastructure development, support and testing functions
and/or other tasks in this area to an IT company or individual professional
[Gadzhiyeva Ye. Yu., 2018]. Outsourcing in the field of information tech-
nology reduces the clients’ costs and enables them to concentrate on their
core activities [Lukoyanov 1.V., 2015]. Outsourced IT services are in de-
mand, so either a legal entity providing services or an individual may be an
outsourcer. The revenue from the service provided is taxable.

A special tax regime, in the form of the simplified taxation system, is
thus in place for individual professionals working in the IT sector of the
Russian Federation as a tax incentive for their activities.

In addition to using the tax incentives and a simplified taxation system,
companies of the Russian industry (RF residents) may operate in Special
Economic Zones (SEZs). The SEZs are parts of the Russian Federation
territory as defined by the Russian Federation Government where there
is a special regime for doing business, and a free economic zone customs
procedure may also apply.’* As researchers note, SEZs are established to
address the strategic, economic, social, foreign trade, and/or scientific
and technological tasks faced by the country as a whole or some part of it
[Panskov V.G., 2018]. The Russian Federation sets these very tasks as it
decides to establish SEZs in its territory. Depending on the type of resi-
dents’ activities permitted in the respective SEZ, these are subdivided into
industrial and manufacturing, tourist and recreational, technology devel-
opment and implementation, and port zones. IT industry companies, as
residents conducting high technology activities, belong to technology de-
velopment and implementation SEZs, which includes innovative activities,
development and implementation of computer programmes, databases,
integrated circuit topographies, information systems, etc. E.g., the SEZs in
Petersburg and Tatarstan are innovative technology development and

12 On Special Economic Zones in the Russian Federation. Federal Law No. No. 116-FZ
22.07.2005 / Collection of Laws of the Russian Federation, 2005, No. 12, P. 2147.
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implementation ones that focus on knowledge-intensive and information-
related technology.”

A SEZ is established for a 49-year period, and this is one of its advan-
tages, especially when it comes to tax benefits for the Russian IT sector.!*
The point is that long-term tax incentives (incentives) help IT companies
accumulate their funds released from taxation and then invest them in new
and promising projects and information technology, which ultimately ben-
efits the state. E.g., in the Technopolis Moscow SEZ, companies specialising
in information protection have invested RUB 3 Billion in their projects; the
Russian company IVA Technologies from the IT cluster of the Moscow SEZ
has managed to substitute foreign IT giants’ products and to offer a free
license to its video conferencing platform, and S-Terra CSP, a Moscow SEZ
resident, has created its own innovative products for information protec-
tion and virtual private networking that protect data transferred via com-
munication channels. And such impressive results were achieved within
a year’s time. Of course, should the preferential SEZ tax regime remain in
place for a longer period (49 years), the Russian IT sector has every chance
to become the most sophisticated one in the global IT industry.

In a SEZ there is a special regime that fosters the growth of its residents’
activity. Tax incentives are used to attract them to work in the SEZ. IT com-
panies receive considerable tax relief on all the main taxes and contribu-
tions. Analysis of the taxation of residents suggests that SEZs use a differ-
ential approach to setting their tax rates. The tax relief may differ. Thus, in
the Innopolis SEZ, the preferential profit tax is 2% for the first five years; in-
come tax, 1%; and property taxes, 0% for the first ten years; in Technopolis
Moscow —7% profit tax for the first five years; in the territory of the Skolkovo
SEZ, 0% for ten years after getting participant status; in the Republic of
Crimea and Sevastopol, 2% in the first three years after the company is
entered in the SEZ residents’ register, etc.”” The different approaches to set-
ting the preferential regime results from the fact that there are few SEZs in

» CNews Names Russian Regions Where IT Companies Pay the Smallest Taxes. Avail-
able at: URL: https://base.garant.ru/405366137/#blok_1100 (accessed: 18.03.2023)

4 But that is not to say that the duration of the tax benefit is the same. 49 years is
the operating period of the SEZ itself, and the benefit in its territory may be provided for
a shorter term. For example, preferential VAT rates are provided to Skolkovo residents.
Residents are exempted from that tax for ten years. Anyway, a preferential regime for
IT companies within a SEZ exceed the duration of a similar regime outside it.

1> Special Economic Zones for IT and Innovative Projects. Available at: URL: https://
sezinnopolis.ru (accessed: 15.02. 2023)
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Russia whose tax benefits have been established under the Tax Code. The
existence of a preferential taxation regime in an individual SEZ may also be
governed by a special regulation applicable in that zone only (e.g. the Fed-
eral Law ‘On the Skolkovo Innovation Centre’' establishes a tax exemption
for the participants in that SEZ).

Social insurance benefits also have a positive effect on IT companies’
development in SEZs (the reduced insurance contribution rate is 7.6%,
including 6% for compulsory pension insurance, 1.5% for compulsory
temporary disability and maternity insurance, and 0.1% for compulsory
medical insurance). Resident IT companies dealing with information tech-
nology and products, unlike manufacturing resident companies, bear no
significant capital expenses. Their main expenditure item is remuneration
for their employees (highly skilled and thus well-paid IT professionals). To
reduce such costs, lowered insurance contribution rates are established for
IT companies; that helps accumulate funds and invest them in start-ups.

However, to become a SEZ resident, a company must pass accredita-
tion under the new rules that have become more difficult and complicated.
So some Russian companies have limited access to the SEZs, which leaves
them outside the tax stimulation area. That generally precludes systematic
support for the development of the Russian industry. It would be more ap-
propriate to ensure uniform application of tax incentives in taxing the na-
tional IT industry in the whole territory of the Russian Federation.

3. Experience of EAEU Member Countries in Taxing
IT Industry: Belarus, Kazakhstan, Kyrgyzstan

3.1. IT Industry in Belarus

From the international perspective, the Belarusian IT market is con-
sidered ‘young, as more than 50% of Belarusian IT companies have been
working for not longer than five years, and 31% have been providing their
services for six to ten years. Only 17 % of companies have more than eleven
years’ experience in the market. Prominent among major companies in the
market of Belarus are Science, Soft, EPAM, Belhard, IBA, and Belsoft. The
information and computer services sector comprises more than 971 com-
panies, of which only 24 (less than 2.5%) are state-owned. Most of compa-

16 On the Skolkovo Innovation Centre, see Federal Law No. 244-FZ 28.09. 2010 // Col-
lection of Laws of the Russian Federation, 2010. No. 40, P. 4970.
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nies are located in Minsk (more than 90%). The IT industry of Belarus is
special in that most of its IT companies work on the grounds of the High
Technology Park (HTP), with its preferential tax regime. For those Belaru-
sian companies that are not residents and not eligible to switch to the sim-
plified taxation system, the profit tax rate is 18%. The HTP was established
in Belarus in 2005 by a Presidential Decree, and is considered one of the
largest IT clusters in Central and Eastern Europe. The cluster’s legal regime
includes a broad range of preferences and exemptions in the tax, foreign
economic, and migration areas. To become a participant, a company must
have resident status and follow a simple registration procedure.

The companies working in HTP employ 24,000 programmers who im-
plement high technology projects for clients from 61 countries. Its residents
account for more than 80% of the industry. For five consecutive years, Be-
larus has been one of the world’s top economies showing the most dynamic
growth of IT indices, which reflects not only its modern and advanced in-
formation and communication infrastructure, but also shows how it is used
by its society, business, and state."” Over the past ten years (since 2013),
export of IT services from Belarus has grown more than 50-fold. The soft-
ware developed by the HTP is supplied to 67 countries, with half of the
exports going to West Europe, and a little less, to the United States. Besides,
HTP residents have entered the markets of the Philippines, Vietnam, Turk-
menistan, and Mexico for the first time [Turban G.V., 2018]. In the meet-
ing between the Presidents of Russia and Belarus on 18 February 2023,
President Aleksandr Lukashenko confirmed that Belarusian IT companies
had received orders from Russia worth more than USD 300 million."® That
attests to efficient co-operation with Russia as well.

All those data testify to a dynamic growth of the Belarusian IT market,
which is only possible if considerable tax preferences are in place. Since
2005, an HTP with a preferential tax regime for companies has functioned
in Belarus. HTP residents do not pay: VAT (20% rate), profit tax (18%),
land tax on plots within the HTP, real estate tax on fixed assets located in
the HTP, VAT on goods import into the custom territory, or customs duty
(the rate for these taxes is zero). The Presidential Decree ‘On the Develop-
ment of Digital Economy’ of 21 December 2017 established an even more

17 Support to IT Countries in the EAEU. Available at: URL: https://grataned.com>lar-
avel>filemanager>files (accessed: 15.02. 2023)

18 RF Companies Order Products Worth USD 300 Million from Belarusian IT Sector.
Available at: URL: https://www.9111.ru (accessed: 19.02. 2023)
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preferential tax regime for IT activities in the Republic of Belarus and ex-
tended the pre-existing favourable tax regime till 2049. The positive experi-
ence of Belarus in taxing the IT industry consists, firstly, in its simple reg-
istration procedure for HTP residents that enables most of the Belarusian
IT industry to work in a preferential zone and know its long-term pros-
pects. And, secondly, it means complete exemption from the main taxes,
which comprehensively encourages the industry’s development.

3.2. IT Industry in Kazakhstan

The Kazakh IT industry has been actively developing and now includes
big, medium and small business segments. The major companies in Ka-
zakhstan are Yandex, Aviata, Tickets.kz, Documentolog, Glovo, inDirver,
Wolt, Ticketon, Logicom, Asia-Soft, and EPAM. One well-known IT start-
up project is the Chocofamily group of companies that offers e-commerce
and other IT services in various areas. The state encourages the develop-
ment of the IT industry by adopting various programmes that include tax
support measures, in particular. The Government of the Republic of Ka-
zakhstan developed a Digital Kazakhstan State Programme, under which
an Astana Hub International Technopark for IT start-ups was founded
in 2018. The Technopark performs a broad range of functions, including
those related to IT activities.

The IT companies in the Technopark are fully exempt from the corpo-
rate tax, individual income tax, VAT and social tax on non-residents, land
tax and property tax. Unlike in Russia and Belarus, foreign IT companies
are also allowed to work in the Astana Hub, subject to a simple registration
procedure. Since early 2021, 70 foreign companies have been registered in
Astana Hub and have become part of its system to develop start-ups in
Kazakhstan. They represent countries such as Russia, Kyrgyzstan, Belarus,
Israel, UAE, South Korea, China, Japan, Singapore, the UK and the US."”
Astana Hub co-operates with foreign IT companies and attracts them as
members of the technopark with tax resident status that entitles them to
the same tax benefits as those granted to domestic IT companies. That be-
came possible after the Government established a procedure for registering
foreign legal entities on an extra-territorial basis, i.e. the IT company is no
longer required to be located in the national territory, while the procedure

1 Astana Hub Advises 468 Foreign Companies on Relocation to the Republic of Ka-
zakhstan. Available at: URL: https://kapital.kz (accessed: 17.02.2023)
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itself may be passed on the eGOV.kz portal, which takes one to two days.*
A foreign company may also work in Kazakh territory in the tax non-resi-
dent status and then pay its taxes on a non-preferential basis.

Kazakhstan has thus established a fairly streamlined regime of registra-
tion and working in the Technopark for its domestic IT sector as well as
foreign IT companies, both attracted by preferential taxation. It should say
that the IT industry follows the rule that greater openness is better for the
country, for the entry of a foreign component into the domestic IT market
will only strengthen the country’s position in the sphere.

In this connection we see the situation in the Russian Federation is dif-
ferent. Firstly, there is nothing of this kind in Russia. Under the national tax
law, a foreign company is recognised to be a tax non-resident from the out-
set and already has no access to a preferential tax regime. Secondly, amid
the international sanctions many well-known foreign IT companies have
decided to cease their activities in Russia: Microsoft suspended its sales of
goods and services; Oracle — a developer of database management and
analytics software; Cisco —a network solutions provider that held some 50%
of the market of network infrastructure; Nokia, a leading global manufac-
turer of telecommunication equipment; Apple-services; Adobe-developer
and seller of Photoshop, Premiere, and Lightroom software. Acronis, Ar-
bor, Citrix, Docker, ESET, Unity, Miro, Pearson VUE, Zabbix, Matlab and
some other companies have also announced that they leave the Russian
IT market or suspend their activities.» Russian-made analogues of those
companies can certainly be developed (which is being done), but that will
take time. So it would be appropriate to use Kazakhstan’s experience in
this area. A streamlined extra-territorial procedure should be adopted for
foreign IT companies from friendly countries to register in resident status,
which will give them access to preferential taxation in the SEZ.

3.3. IT Industry in Kyrgyzstan

It is export-oriented. 84% of its IT services are export products that go
to countries like the USA, Kazakhstan, Russia, Australia, Singapore, Kuwait,
Ireland, the UK, etc. In 2013, a High Technology Park was established in
Kyrgyzstan. Its main purpose is to support the software development sector

20 Tbid.

2 They Quit for Good: which IT Companies Left Russia. Available at: URL: https://
hightech.fm>it-companies-went-away (accessed: 17.02. 2023)
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of the IT industry. The HTP now includes 100 resident companies, most of
them foreign IT businesses.? It is a zone with a special tax law regime that
for its residents. This special tax regime exempts the residents from taxes and
provides insurance contribution benefits for 15 years since the HTP was cre-
ated (i.e. till 2028). HTP residents pay 0% profit and sales taxes, a 5% income
tax and make deductions of 1% of revenue to maintain the HTP ecosystem.

Access to those tax preferences is provided by HTP resident status. Reg-
istered as resident may be a national or foreign legal entity or individual
who/that derives at least 90% of their income from IT activities listed in the
HTP Rules. Yet, the Kyrgyz law provides for a lengthier procedure of getting
one than in Kazakhstan. It starts with primary registration for six months, with
a certificate issued to this effect. After six months, the IT company is expected
to submit a report on tis activities and confirm the grounds for getting a per-
manent HTP resident status. If the HTP’s management body, the Directorate,
finds the company’s activities conducted during the (six-month) primary reg-
istration period to have been proper, the entity will be finally registered as an
HTP and a report to this effect will be entered in the register of HTP residents.
Final registration is of unlimited duration and is confirmed by certificate. For-
eign individuals and legal entities may be registered as residents irrespective
of their location. Such a favourable tax policy boosts both national companies’
and foreign IT businesses interest in the HTP in Kyrgyzstan. The number of
residents grows from year to year. In our opinion, a broad list of IT activities
that permit entry into the HTP is another tax incentive for the Kyrgyz IT in-
dustry. Here the legislator does not distinguish between Software Companies
(specialising in high technology) and other IT activities. In other words, the
state provides full and uniform support in the field.

So, it will be appropriate to take into account both the Kyrgyz and Ka-
zakh experience in designing tax benefits for the Russian IT industry. This
includes a simpler registration procedure for both domestic and interna-
tional IT businesses as zone residents; allowing individual professionals to
register in the SEZ (in Russia, only IT companies have access to the SEZ).
And, no less importantly for the Russia — also along the lines of Kyrgyz
law, this means a wider list of IT activities (works/services) that permit
state accreditation and granting SEZ resident status. In Kyrgyzstan their list
is broader, which naturally facilitates IT businesses’ access to a favourable
taxation regime, encourages the development of the national IT industry
and makes it more competitive in the international IT industry market.

2 Support for IT Companies in EAEU...
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Conclusion

In taxing IT industry, Russia and EAEU countries use a set of tax ben-
efit mechanisms such as tax incentives, a simplified taxation system, spe-
cial economic zones, and HTPs. The Russian Federation uses a selective
and differentiated approach to tax benefits for its IT industry that sepa-
rates most companies from the preferential taxation regime. In the future,
that may lead to weak and slow development of the Russian IT industry.
It should ensure uniform use of tax incentives in taxing IT industry in the
whole territory of the Russian Federation.

Positive experience of taxing the sector in Belarus consists, firstly, in a
simple registration procedure for HTP residents that enables most of the
Belarusian industry to operate in the preferential zone in the long run, and,
secondly, in complete exemption from the main taxes combine to stimulate
the Belarusian industry. In Russia, the procedure for entering the SEZ is
rather complicated and requires accreditation of an IT company,that in-
cludes a set of strict and imperative conditions and actually weakens overall
development of the IT industry.

It will be proper for the Russian Federation to take into account the
Kazakh experience of streamlining the procedure for the registration of
foreign IT companies from friendly countries in resident status, on an ex-
tra-territorial basis, that will provide access to preferential taxation in the
SEZ. Foreign companies’ resident access to SEZ in Russia promotes imple-
mentation of new information technology and exchange of experience with
Russian IT companies.

The positive experience of Kyrgyzstan in tax benefits for its IT industry
consists in a simplified procedure for registration and access to its HTP
established for national and international IT companies and individual
IT professionals and in a broad list of I'T activities that does not distinguish
between Software Companies (specialising in high technology) and those
not specialising in such technology. In Kyrgyzstan, their list is broader,
which improves IT businesses’ access to a favourable tax regime, encour-
ages the development of the industry and makes it more competitive inter-
nationally. Such rules should be used to stimulate the domestic IT industry.

The experience of tax benefits for the IT industry in the EAEU coun-
tries shows that the approach used helps bring most of the national IT com-
panies and individual IT professionals together in a special economic zone
or HTP, which is beneficial both for those companies and individuals, due
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to preferential taxation, and for the Government that takes stock of them
and the products and discoveries they make. In the Russian Federation,

IT

companies are fragmented and more difficult to monitor in this respect,

unless they work in the SEZ.
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Abstract

Inrecentyears companies are paying more and more attention to the promisingideas and
researchers within their fields. In various pharmaceutical sectors, most part of the firms
is buying talent but not a customer base and products. When a company is acquiring a
controlling stake in a smaller research and development-focused firm, the vendor is often
the leading researcher and she are retained by non-compete clauses, confidentiality
clauses and other forms of obligations that will keep the person working exclusively for
the target. Acquisitions and strategic collaborations with far-reaching lock-in effects
have suffered from underenforcement of competition law, and that neither United States
antitrust agencies nor the European Union Commission, nor the competition authorities
of the BRICS countries have sufficiently addressed the innovation concerns raised in
these regards. Our proposal, which we admit requires further analysis and development,
is to view researchers and key individuals as innovation assets — and to recognise these
assets on the input markets or R&D markets that they de facto are active on. This would
enable analysis of whether large corporations are essentially vacuuming the relevant
research and development markets and creating dead zones devoid of any new ideas.
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Introduction

It seems that there is a general consensus that the benefits of unfettered
innovation far exceed the potential gains of making markets more compet-
itive by driving prices closer to marginal costs. In light of this, one obvious
issue should be, whether competition authorities should take innovation
and the disbursement of research and development (R&D) capabilities into
consideration, perhaps even as the ultimate goal when screening concen-
trations under merger law or collaborations as regards anti-competition
agreements.

Globally there is a booming start-up trend, where entrepreneurs are en-
couraged to pursue their ideas and nascent business strategies and where
large incumbent firms are paying close attention to the promising ideas
and researchers within their fields of business. In various industries, such
as Big Tech, biotech and pharma, incumbent firms are purchasing ideas
and talents in the form of start-ups, rather than a customer base and prod-
ucts. Cases where companies make merger and acquisition (M&A) deals
to acquire specific R&D projects are currently common within the digi-
tal economy and all industries with a strong innovative component. In re-
search-driven organisations, the employees controlling and developing the
research or business strategies are considered highly valuable assets. When
incumbent firms buy R&D or tech start-ups, they usually want to acquire
the ideas, knowledge and research methodology held by the key employees
[Zingales L., 2000: 29].

Generally, the incentive for an incumbent firm to purchase a start-up is
matched by an equal incentive for the entrepreneur to be purchased. Many
entrepreneurs today seek not to ‘innovate to compete’ with incumbent
firms, but rather to ‘innovate for sale’ They seek not to enter the market as
a competitor of the incumbents, often larger firms — instead providing a
nascent business potential or even threat to the incumbent firms. The ulti-
mate goal is to be purchased. Indeed, in several industries, it seems that in-
cumbent firms purchase research or management teams’ ideas and talents.
They have as a strategy to accumulate the valuable assets constituted by the
key employees’ goals, research, tacit knowledge and experience. This can
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strengthen an incumbent firm’s competitive advantage in the market. In-
novation, in a broad sense, is acquired and competitive threats are neutral-
ised. However, the competitive threat is mainly contained in the entrepre-
neurship of the key employees, and to neutralise this threat, key employees
often need to stay on in the firm for some time after the purchase. The en-
trepreneurs may agree to this because they have launched the start-up with
the aim to sell it to an incumbent for remuneration, rather than to compete
with the incumbent.

Restrictions on entrepreneurs and key employees may negatively affect
the economy in general and the development of innovations, especially in
the digital, pharmaceutical or biotech sectors. When unique entrepreneur-
ial and research assets are locked in, they are not sufficiently used in society,
causing welfare losses.

The article presented deals with the issue identified above, and authors in-
tention is to consider whether large firms’ strategy of ‘talent acquisitions’ may
lead to antitrust concerns. The authors start with addressing how incumbent
firms may purchase, retain and lock in talent through acquiring firms and
start-ups. They will also address the conduct of incumbent firms to neutralise
nascent ideas and talents through various lock-in efforts. How are such restric-
tions addressed as ancillary agreements to mergers, and how can the parties
to a merger circumvent restrictions found to violate merger or competition
law? The article also address the neighbouring and equally important issues of
whether firms can lock in and neutralise competitive threats and talent through
strategic alliances, R&D collaborations and license agreements'.

It is of interest show that the conduct of incumbent firms to lock in
and neutralise nascent ideas and talent is not addressed under competition
law. These set-ups are very rarely scrutinised, even though large incumbent
firms are capable — through transactions and collaborations — exclusively
obtain relevant research results and unique business ideas, while locking
in researchers and inventors. Lastly, it is proposed in the article how the
analysis under competition and merger law may be adapted so it addresses

! In a recently published FTC report focusing on mergers in the digital sector, several
forms of relevant transaction were identified: Voting Security (Control); Voting Security
(Minority); Asset transactions; Patent Acquisition; Hiring Event; Non-Corporate Interest
(Control); Non-Corporate Interest (Minority); License agreements and transaction in
reference to Economic Interest. Cf. Non-HSR Reported Acquisitions by Select Technology
Platforms, 2010-2019: An FTC Study’ 2021. Available at: https://www.ftc.gov/system/files/
documents/reports/non-hsr-reported-acquisitions-select-technology-platforms-2010-
2019-ftc-study/p201201technologyplatformstudy2021.pdf (accessed: 01.11.2022)
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these concerns, to more adequately encourage innovation and competi-
tion. Author’s proposal (that authors freely admit requires further analysis
and development), is to view researchers and key individuals as innovation
assets — and to recognise these assets on the R&D markets that they de
facto are active on. This would enable analysis of if incumbent firms are
essentially vacuuming the relevant R&D markets and creating dead zones
devoid of any new ideas.

1. Talent Acquisition

In recent years companies are paying more attention to the promising
ideas and researchers within their fields. In various technology and phar-
maceutical environments, firms are buying talent — rather than a customer
base and products. Cases where companies make M&A deals to get a man-
agement or R&D team are common on digital markets and markets with
a strong innovative component. For example, Google and Apple have the
tendency to acquire both talent and technology at a share that exceeds 70%.
Microsoft acquired technology in approximately 99% of its acquisitions,
but it acquired talent in approximately 50% of its M&A deals. On the other
hand, Facebook, tended to acquire talent through its acquisitions, at a rate
of more than 92%, while technology transfer only occurred about half the
time [Parker G., Petropoulos G., Van Alstyne M., 2021: 1316].

The Merriam-Webster Dictionary defines an asset as a valuable person
or thing’. Talent employees are the key intangible asset. In 1999 the man-
agement guru Peter Drucker drew conclusion that the most valuable asset
of a 21st-century institution (whether business or nonbusiness) will be its
knowledge employees [Drucker P, 1999: 91]. Those talents refer to more
than just investment but also the ability to manage and grow an asset man-
agement business [Haitao L. et al., 2011: 60]. The main argument of this
article is that talent acquisition leads to significant assets concentration and
may harm innovations and competition.

It seems that when a company purchases research or management team
talent, it accumulates one of the most valuable assets in the digital econ-
omy era — the key employees’ research, tacit knowledge and experience.
This can strengthen a company’s competitive advantage in the market. The
company often gains new knowledge and takes a step up the knowledge
ladder, getting closer to marketing for example new drugs or tech services

? Available at: https://www.merriam-webster.com/dictionary/asset (accessed: 14.11.2022)
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to their customer base. When such practices are common, it may negatively
affect the economy and development of innovations, especially in the digital,
pharmaceutical or biotech sector. Big companies can acquire the talent from
their competitors or potential competitors (with highly substitutable tech-
nologies) in order to protect their market position and eliminate the market
competition threat®. This section describes how talent acquisition may lead
to antitrust concerns, killer acquisitions or even dead zones in the markets.

Axel Gautier and Joe Lamesch in considering the large companies’ strate-
gies found that most acquisitions were undertaken to strengthen innovation
efforts by purchasing R&D talent. The empirical study showed that 60% of
start-up acquisitions led to a discontinuation of the purchased brand’s service.
These results clearly indicated that companies were buying talent, rather than
a customer base [Gautier A., Lamesch J., 2020: 4]. Moreover, they showed that
many purchasers created benefits and welfare for both the parties involved and
society at large. Researchers, focusing on corporate and start-up collaborations,
outlined that the practice of acquiring a company specifically to access its talent
has become a crucial acquisition strategy in digital businesses, more so than
acquisition of technology or other assets. Sometimes they identified hiring tal-
ents one of the factors motivating start-up acquisitions. Castanias and Helfat
emphasised top management as a key resource for sustained competitive ad-
vantages for a firm [Castanias R., Helfat C., 1991: 155].

Still, considerable evidence suggests that large companies use acquisi-
tions to consolidate their position on the market, gaining competitive ad-
vantages®. The acquiring firms, purchasing management teams and key
researchers, increase their market power. Jaclyn Selby and Kyle Mayer,
showing distinct benefits of talent acquisitions, relied on the hypothesis
that firms were increasingly engaging in acquisitions of start-ups with the
intention to acquire talented employees to help solve problems needing in-
novative solutions [Selby J., Mayer K., 2013: 5]. Acquisitions within core
and adjacent markets, to complement internal innovations, can provide
access to cutting-edge technology®, while neutralising potential competi-
tive threats. Since a start-up firm’s most valuable asset is its human capital,

* Ibid.

* Why do Companies Merge with or Acquire other Companies? February 7, 2022.
Available at: https://www.investopedia.com/ask/answers/why-do-companies-merge-or-
acquire-other-companies/ (accessed: 22.10.2022)

> ‘How to Innovate the Silicon Valley Way’ 2016. Available at: https://www?2.deloitte.
com/content/dam/insights/us/articles/tapping-into-silicon-valley-culture-of-innovation/
DUP_3274_Silicon-Valley_ MASTER.pdf (accessed: 22.10.2022)

50



A.Yu. Ivanov, O.A. Nikolaenko. Talent Acquisitions and Lock-in Agreements... P. 46-77

acquiring a start-up company serves as an alternative way to capture new
talent. It seems that talent acquirers obtain the following significant com-
petitive advantages:

First, hiring by acquisition may save money and time, particularly when
hiring or training is costly or slow, when a firm is seeking employees with
unique or valuable skills, or when bringing in teams has advantages over
hiring employees individually on the labour market. Some companies sys-
tematically engage in acquisition to obtain a larger skilled workforce [Oui-
met P, Zarutskie R., 2011: 2].

Second, acquiring companies gain employees with particular skills to
create a product that interests consumers. This includes not only specific
mental and social abilities, but also tacit knowledge. Coff suggests that gen-
eral human assets can be a valuable source of business advantages if they
are rare, have no strategic substitutes, and the firm can retain them over
time [Coff R., 1997: 378]. Talent acquisition enables the buyer to leverage
the skills of its new, experienced employees to enter a new space quickly,
even if the buyer is inexperienced in that market.

Third, start-up acquisitions allow the purchaser to strategically select a
team of employees who have proven theirs ability to work together produc-
tively. According to several studies, having a well-matched team may in-
crease employee retention. Companies prefer purchasing teams over pur-
chasing individuals due to the manifold benefits of established and highly
skilled teams. Growing evidence on peer effects and ‘co-mobility’ suggests
that co-workers often prefer to continue working together [Marx M., Tim-
mermans B., 2017: 1120]. Thus, acquisition of an entire team can lead to
higher retention of employees [Selby J., Mayer K., 2013: 7, 18]. Firm-spe-
cific skills often include tacit knowledge of interpersonal relationships or
corporate culture. These are elements of social complexity. Talent teams
contribute to competitive advantages thanks to their inimitability, which
is based on their intangible, firm-specific and socially complex nature
[Hatch N., Dyer J., 2004: 1155]. Coyle and Polsky point out that talent ac-
quisition allows a company to obtain many talents at once. It also allows the
buyer to obtain well-functioning team of individuals who will often con-
tinue to work as a team, with expertise in a particular field — as opposed to
assembling such a team from scratch [Coyle J., Polsky G., 2013: 294, 302].

Indeed, there is a large volume of academic research that points to the
fact that talent acquisitions are beneficial for the, often larger, purchaser,
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which efficiently acquires entrepreneurial and research skills and simul-
taneously defuses potential competitive threats. However, can we match
these research to practice? Do we see talent acquisitions in, for example, the
digital economy and the pharmaceutical industry?

For two decades, a significant number of top technology talent acquisi-
tions in the digital economy have been observed. Facebook, Amazon, Ap-
ple, Microsoft, and Alphabet have performed multimillion-dollar acquisi-
tions, most recently to acquire Al-powered businesses with great technical
minds employed®.

Looking only at the first half of 2020, in the biotechnology and pharma
sectors, there are many revealing transactions, such as the purchasing by
the American multinational pharmaceutical company Merck (also known
as MSD) of the privately-held company Themis, focused on vaccines and
immune-modulation therapies for infectious diseases and cancer’; the ac-
quisition of Stratos Genomics, an early-stage sequencing technology com-
pany by Swiss cancer giant Roche?; the purchasing of the USA-based medi-
cal technology firm Valeritas Holdings by Danish biotech Zealand Pharma’;
and the acquisition of the specialty pharmaceutical company Correvio
Pharma Corp by global pharmaceutical company Advanz Pharma'®. Many
or all of these transactions had the clear aim to acquire promising research
and researchers.

¢ How Big Tech Got so Big: Hundreds of Acquisitions. Available at: https://www.wash-
ingtonpost.com/technology/interactive/2021/amazon-apple-facebook-google-acquisi-
tions/ (accessed: 22.11. 2022)

7 Merck to Acquire Themis. Available at: https://investors.merck.com/news/press-re-
lease-details/2020/Merck-to-Acquire-Themis/default.aspx (accessed: 25.11.2022)

8 Roche Acquires Stratos Genomics to Further Develop DNA Based Sequencing for
Diagnostic Use. Available at: https://www.roche.com/media/releases/med-cor-2020-05-
22b.html (accessed: 25.10.2022)

° Available at: https://www.globenewswire.com/news-release/2020/05/22/2037818/0/
en/Zealand-Pharma-announces-FDA-acceptance-of-New-Drug-Application-for-the-
dasiglucagon-HypoPal-rescue-pen-for-treatment-of-severe-hypoglycemia.html (accessed:
25.11.2022)

10 Limited to Acquire Specialty Pharmaceutical Company Correvio Pharma Corp. Avail-
able at: https://www.advanzpharma.com/news/2020/advanz-pharma-corp-limited-to-ac-
quire-specialty-pharmaceutical-company-correvio-pharma-corp# (accessed: 25.11.2022).
Mark Corrigan, Correivo Chief Executive Officer, noted ‘talented employees from the two
organizations together will deliver increased scale, depth of commercial capability, breadth
of geographical reach and complementary business models to bring important medicines to
patients across the globe’
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2. Antitrust Harm

As addressed by Eric Posner and Cristina Volpin several years ago, NCAs
enable employers to cartelise labour markets''. There are growing concerns
about the potential for concentrated market power on labour markets'>
especially in niche segments where entrepreneurs and researchers cater to
a certain business or technology. As has been shown by this article, concen-
tration and lock-ins in reference to such individuals can moreover harm
innovation and the development of a specific industry. If an incumbent
firm uses ‘carrot and stick’ packages that include lock-in covenants such as
de jure or de facto NCAs when purchasing or collaborating with new R&D-
driven firms, that will deter other firms and investors from entering the
relevant labour and innovation market because they will have trouble hir-
ing the individuals who could produce innovations for the future. Further-
more, the individual researchers will be locked in and cannot pose a rel-
evant competitive threat to the incumbents. The incumbent firms will, with
this strategy, control the development of the innovations in the business
segment, especially if they continuously purchase or enter into new col-
laborations with promising new R&D start-ups. Thus, NCAs may be used
to consolidate or expand power in the labour market [Naidu S., Posner E.,
Weyl E., 2018: 596], and may, together with other lock-in mechanisms such
as delayed milestone remunerations, hamper and stall the relevant input
market for innovations and R&D by locking in the key R&D assets, i.e., in-
novators and researchers.

It should be underlined that the differences between the US and EU are
shrinking as regards the matter of identifying antitrust harm in competi-
tion in innovation. Both the US agencies and the European Commission
have actively considered innovation in a series of recent merger cases. In the
EU, these have involved, for example, exploring the possibilities that hori-
zontal mergers would lead to a loss of innovation by eliminating a strong
innovator already present on the market or that would likely have entered
existing markets or that would have created entirely new value chains,
thus preventing consumers from gaining increased choice and variety".

I Available at: https://www.concurrences.com/en/review/issues/no-4-2020/droit-et-econ-
omie/eric-a-posner (accessed: 27.11.2022)

12 Available at: https://rooseveltinstitute.org/2018/03/05/a-new-study-of-labour-mar-
ket-concentration/ (accessed 27.11.2022)

13 US cases: Complaint, Amgen Inc., 134 FTC. P.333, 337-339 (identifying a research
and development market for inhibitors of cytokines that promote the inflammation of hu-
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It could be argued that the same development may be detected in US case
law™. In a recent paper written by the current and former chief economists

man tissue); Wright Med. Tech., Inc., Proposed Consent Agreement with Analysis to Aid
Public Comment, 60 Fed. Reg. 460, 463. Jan. 4, 1995 (identifying a research and development
market for orthopaedic implants for use in human hands); American Home Prods. Corp.,
Proposed Consent Agreement with Analysis to Aid Public Comment, 59 Fed. Reg. 60,807,
60,815. Nov. 28, 1994 (identifying a research and development market for, among other
things, rotavirus vaccines). See also Statement of the FTC in the Matter of Nielsen Holdings
N.V. and Arbitron Inc., File No. 131-0058, September 20, 2013; and FTC Press Release, ‘FTC
Puts Conditions on Nielsen’s Proposed $1.26 Billion Acquisition of Abritron, September
20, 2013; DOJ press release April 27, 2015. Available at: http://www.justice.gov/opa/pr/ap-
plied-materials-inc-and-tokyoelectron-1td-abandon-merger-plans-after-justice-department;
DOJ Complaint, USA vs Bayer AG and Monsanto Company, May 29, 2018, para 61.

EU cases: COMP/M. 5675 — Syngenta/Monsanto’s Sunflower Seed Business, Commis-
sion decision of 17 November 2010, para 248, 200, 207 (finding that farmers would have suf-
fered from reduced choice); COMP/ M.6166 — Deutsche Borse/NYSE Euronext, Commis-
sion decision of 1 February 2012, section 11.2.1.3.4, confirmed by Case T-175/12, Deutsche
Borse AG v. Commission, ECLI: EU: T: 2015: 148; Case No COMP/ M.7326, Medtronic/
Covidien, Commission decision of 28 November 2014; Case No COMP/M.7275, Novartis/
GlaxoSmithKline’s oncology business, Commission decision of 28 January 2015; Case No
COMP/ M.7559, Pfizer/Hospira, Commission decision of 4 August 2015 Case No COMP/
M.7278, General Electric/Alstom (Thermal Power- Renewable Power & Grid Business),
Commission decision of 8 September 2015. CASE M.7932 — Dow/DuPont, Commission
decision of 27 March 2017.

4 See: Statement of the FTC in the Matter of Nielsen Holdings N.V. and Arbitron Inc.,
File No. 131-0058, September 20, 2013; and FTC Press Release, ‘FTC Puts Conditions on
Nielsen’s Proposed $1.26 Billion Acquisition of Abritron’ September 20, 2013. See DOJ
press release of April 27, 2015, available at <http://www.justice.gov/opa/pr/applied-materi-
als-inc-and-tokyoelectron-ltd-abandon-merger-plans-after-justice-department>. See DOJ
Complaint ... May 29, 2018, para 61. The DOJ was specifically concerned about loss of
innovation competition in the ‘bundle’ of traits and herbicides, recognising the impor-
tance of complementarities across these two areas (‘Bayer is motivated to pursue trait
research in part because successful commercialisation of a trait will generate additional
returns through the sale of the associated herbicide, and vice versa’ (DOJ Competitive Im-
pact Statement, para 22). See also DOJ complaint, para 36 (‘Going forward, competition
between Bayer and Monsanto to develop next-generation weed-management systems is
likely to increase’). According to a Bayer strategy document, the company’s number one
‘Must Win Battle’ is to ‘[e]stablish Liberty Link as a foundation trait for broadacre [row]
crops and position Liberty herbicide as the superior weed management tool. (Liberty is
the commercial name of Bayer’s herbicide, and Liberty Link is the name of its genetically
modified seeds.) In expressing these concerns, the DOJ specifically emphasised the role of
contestability absent the merger, and of greater cannibalisation after the merger: Absent
the merger, Bayer and Monsanto would have each incentive to pursue these competing
pipeline projects [in next-generation weed management systems] because any new inno-
vation developed would help win market share from the other. In contrast, the merged
firm will have different incentives due to heightened concerns that new innovation would
simply cannibalize sales]DOJ Competitive Impact Statement, para 10.

54



A.Yu. Ivanov, O.A. Nikolaenko. Talent Acquisitions and Lock-in Agreements... P. 46-77

of the US and EU competition authorities, Giulio Federico, Fiona Morton
and Carl Shapiro seem to endorse that there is a general test for establish-
ing whether innovation in the industry as a whole would decrease due to
a merger. This could be done, for example, by dividing horizontal pharma
merger cases into different groups: product-to-pipeline overlaps; pipeline-
to-pipeline overlaps, and, more generally; competition in innovation (e.g.,
overlap in innovation capabilities). The last group of cases is a result of a
general approach where the lessening of innovation in the industry as a
whole has been scrutinised [Federico G., Morton E, Shapiro C., 2019: 12].

We propose that the above test can be used when analysing whether
lock-in clauses for key researchers, representing R&D assets and innova-
tion capabilities, concentrate competition in innovation or on innovation
markets, when used in mergers, strategic alliances, R&D collaborations or
license agreements. Long-term lock-in covenants where researchers and
other key employees risk losing substantial investments in the project
should be regarded as potentially restricting competition in innovation,
while making the innovation market and the labour market of researchers
and key employees less dynamic and flexible.

Talent acquisitions are a reality seems clear — but what effects do such
acquisitions have on the vendor, management and key employees?

3. Non-Compete Provisions and Deferred
or Conditional Compensation for the Acquired Firms’
Founders and Key Employees

There are concerns in academic community that systematic talent acquisi-
tion in a particular market sector and retention of workers using covenants,
such as non-compete and confidentiality clauses, can lead to market concen-
trations [Marinescu L., Hovenkamp H., 2019: 1056]. Further, when the buyer
integrates prominent start-ups and their market developments, this affects the
input market of new ideas where it has its core business.

These concerns seem not to be purely academic. According to a recent-
ly published report entitled ‘Nearly a Decade of Unreported Acquisitions
by the Biggest Technology Companies, authored by the FTC, where more
than 600 transactions in the digital economy were screened, most target
firms were found to have been established less than five years before their
purchase. The report set out to scrutinise whether non-compete provisions
and deferred or conditional compensation to the acquired firms’ founders
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and key employees could be identified. More than 75 percent of the anal-
ysed transactions included non-compete clauses for the founders and key
employees of the acquired entities. Higher value transactions were more
likely to involve non-compete clauses®. This positive correlation was main-
ly driven by transactions of $25 million or less. When smaller firms were
acquired, the likelihood that employees were transferred to the acquirer
was also significantly higher than in other mergers'e. Based on the report,
it seems feasible to draw the conclusion that start-up firms were often ac-
quired by large tech firms that demanded non-compete covenants, with
key employees often agreeing to be transferred.

It is clear that entrepreneurs are increasingly aiming to be acquired, in-
stead of running their own competing businesses. Selling a nascent com-
pany to for example Google or Facebook could be more attractive than
running a business in competition with these firms. However, it should be
noted that in order for the entrepreneur/innovator to receive an attractive
price, and for there to be strong long-term driving forces to develop new
innovations, there must be sufficient competition over each business and
its innovations. However, if large incumbent firms gain a reputation of ei-
ther purchasing all start-ups in a specific field of innovation at a low price
or otherwise trying to exclude them from the market, that can make other
investors shun start-ups in that field. This would create a so-called killing
or dead zone [Rizzo A., 2021: 4]. A dead zone represents a concentration of
the purchasing market of start-ups in a specific field of business, but also a
concentration of a research field, if the start-ups represent a R&D pole or
R&D avenue. This is common in the pharma or biotech sectors, but con-
centration in input markets can be seen in other areas too.

Labour market concentration, when a small number of companies domi-
nate hiring on the market, is becoming increasingly common in some areas
and frequently escapes the attention of antitrust authorities. Concentration
resulting from acquisitions of promising firms and start-ups with talented
researchers and their retention by large companies may have adverse effects
in the economy. Lack of competition on the labour market for research-
ers or on the R&D market has the same negative effect on production as a

> Non-HSR Reported Acquisitions by Select Technology Platforms, 2010-2019: An
FTC Study. Available at: https://www.ftc.gov/system/files/documents/reports/non-hsr-re-
ported-acquisitions-select-technology-platforms-2010-2019-ftc-study/p201201technolo-
gyplatformstudy2021.pdf (accessed: 09.11.2022)

1o Ibid.

56



A.Yu. Ivanov, O.A. Nikolaenko. Talent Acquisitions and Lock-in Agreements... P. 46-77

lack of competition on the commodity market. The antitrust mechanisms
of market definition, concentration measurement and primary case man-
agement based on concentration effects and consumer welfare assessments
can be adapted to mergers affecting labour markets [Marinescu I., Hoven-
kamp H., 2019: 1063].

In turn, a company’s dominant position in the labour market allows it
to accumulate research teams. Predatory takeovers of R&D teams on one
product market will allow the company to concentrate this market’s leading
research. Such a high competitive advantage, which may not be expressed
in money, can lead to dominance on the input market. It can also lead to
dead zones". An example of both killer acquisitions and talent acquisition
is the case in 2010 when Facebook bought the file-sharing service Drop.
io, or more precisely, most of Drop.ios technology and assets. Sam Lessin
from Drop.io was also moved to Facebook. Drop.io supported saving of all
kinds of document types (pictures, video, audio, documents, and more)
on a server, for transfer to other users. The company soon shut down all
accounts. Also in 2010, there was another case of a killer acquisition of
start-up talent. Facebook acquired the social activity and ‘check-in’ ser-
vice provider Hot Potato. The start-up shut down all operations in about
a month and deleted all data. The deal was made with the aim to bring in
more talent, rather than to expand a product line'.

A purchasing company may nudge an acquired research team to con-
tinue working on a start-up project within the company or may complete
all the developments of the purchased start-up. Project closure does not
always accompany talent acquisition. Sometimes, a team is bought with the
intention to acquire a project and continue it. This notwithstanding, there
is a group of mergers where incumbent companies buy target start-ups and
talents of innovative start-ups to kill theirs research projects and retain the
researchers. In recent years, there has been a significant amount of merger
activity involving large firms buying highly valued start-ups, especially in
the technology, pharmaceutical and biotechnology sectors. Research has
shown that these purchasers have aimed to terminate the research projects
and prevent the researchers from continuing to conduct the competing re-

17 See for detail: 13 Acquisitions Highlight Big Tech’s AI Talent Grab. Available at:
https://venturebeat.com/2020/12/25/13-acquisitions-highlight-big-techs-ai-talent-grab-
in-2020/ (accessed: 9.09. 2022)

'8 Confirmed Hot Potato: Yup, Facebook Bought ‘Em, Will Soon Shut Them Down. Avail-
able at: https://techcrunch.com/2010/08/20/facebook-buys-hot-potato/?_ga=2.236007427.
367507840.1635507570-1920559926.1633516617 (accessed: 9.09. 2022)
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search'®. One or more large companies on a market can accumulate the
talents of innovative start-ups and discontinue their innovation projects,
thus pre-empting future competition®. As shown above, recent economic
research of M&A activities led to the conclusion that the concept of ‘killer
acquisition’ should perhaps be viewed even more broadly than the defini-
tion suggested by Cunningham et al. [Cunningham C. et al., 2020: 31].

Below, the contractual tools available for incumbent firms to purchase start-
ups and neutralise competitive threats through killer acquisitions and by creat-
ing dead zones are discussed. Thereafter, authors of the article explore, how Big
Pharma and Big Tech engage not only in share deals for the acquisition of start-
ups, but also in asset deals and in long-term strategic alliances that can include
license agreements and R&D collaborations. The research teams of small com-
panies are being poached by pharmaceutical and tech giants and involved in
their R&D projects, which may simply be another way to neutralise potentially
disruptive technology. Covenants that lock in acquired talents, which will be
discussed below, are not only an exacerbating factor in reducing competition,
but might also open for killer acquisitions and dead zones.

4. Ancillary Agreements to Mergers Whereby \
Key Employees Are Locked in

An argument that could be put forward in reference to why mergers in
R&D-driven industries do not represent a potential antitrust harm is that
researchers holding the competition-relevant knowledge can always leave.
If they disapprove of a merger, key employees can use their feet and start
working for a competitor. However, is that a feasible line of argumentation,
or are researchers locked in and retained by Big Pharma firms? Does this
occur to such a degree that lock-ins could restrain research or prevent new
innovations in a field of R&D?

A rarely researched issue in reference to the regulation of mergers is
the lock-in efforts imposed on the vendor and the target’s management,
including leading researchers®'. When a larger pharma or Big Tech firm

¥ OECD. Competition Committee. Start-Ups, Killer Acquisitions, and Merger Con-
trol. Available at: https://one.oecd.org/document/DAF/COMP/WD(2020)17/en/pdf (ac-
cessed: 01.11.2022)

2 Ibid.

*! It should be clear that the vendor and the leading researcher and management can be
the same person. The Commission has accepted longer non-compete provisions if a ven-
dor retains a stake in the business being sold, or when a vendor stays on and becomes part
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is acquiring a controlling stake in what is often a smaller R&D-focused
firm, the vendors are usually represented in the management and are often
key employees in the start-up. They can be retained by covenants in the
agreements with the purchaser, requiring them to stay with the company
for a certain time after the control of the firm or the relevant research has
been transferred to the purchaser. Often, the management is encouraged
to invest in or will hold a minority share of the target after the purchaser
has obtained control. Having the management act as investors has many
advantages. It make them co-investors and co-owners of the success or fail-
ure of the company, while also making it possible — through covenants in
shareholder agreements — to encompass them with non-compete clauses,
confidentiality clauses and other forms of obligations that keep them work-
ing exclusively for the target. Indeed, notwithstanding the findings of Cun-
ningham et al., it seems common when a big firm has identified some key
employees in a target (often including the inventor) that such individuals
are pursued with both carrot and stick to keep working for the target af-
ter the merger. Often, the purchaser wants the key individuals not only to
hold some shares in the firm, but also to enter into option programmes
or purchase options in the firm. Such investments should be perceived as
‘substantial’ by the key individuals, but without them gaining any form of
control over the firm. The key employees should thus be presented with a
carrot, in the form of an option programme, as well as a stick, in the form of
a large personal investment. This will keep them in the firm, while ensuring
that the R&D avenues are determined by the purchaser.

When entering such agreements, the individuals can be encompassed,
either personally or through holding companies, by non-compete and con-
fidentiality covenants in shareholder agreements or similar collaboration
contracts for the joint ownership of the target [Domeij B., 2016: 249]. They
will usually commit to staying on in the firm for a period of time, or risk
the loss of milestone payments or the personal investments made in share
and option programmes. The idea is that the individual should be offered
a lucrative programme that will be paid out after a certain period of time
(or in milestones) when the firm, the molecule or drug is proven success-
ful, but that the individual also makes a substantial personal investment in
this result.

of the new management (for example has a position on the board of the target). See M.1298
Kodak/Imation 23 October 1998. M.57 Digital/Kienzle (27 February 1991) or M.105 ICL/
Nokia Data 17 July 1991. See also XXI Report on Competition Policy 1991; also C-42/84
Remia, pp. 18-20.
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The two ingredients — non-compete clauses and having the key employ-
ee investing their own money through a holding company in the project —
can work very effectively to keep or lock in key individuals when a target is
purchased by a larger firm. The individuals will through their investments
be subjected to shareholder agreements that may include non-compete and
confidentiality clauses that often go beyond what is in accordance with na-
tional labour laws and principles. At the same time, they can be viewed as
owners rather than employees of the target under national corporate rules
and merger and competition law [Hansen J., Lundgren Ch., 2014: 537].

5. Non-Compete Covenants in M&A Transactions

Given the above, it has a sense to take a closer look at the legal instru-
ments to retain highly skilled talents and prevent researchers from devel-
oping their research elsewhere. In accomplishing an acquisition deal, it
is common practice to conclude several agreements, including restrictive
covenants designed to reinforce retention. Often, this will be done in con-
fidentiality and non-competition agreements (NCAs), but such covenants
can also be embedded in attractive retention programmes. NCAs are con-
tractual provisions that normally prohibit vendors, shareholders and em-
ployees from working for a competing company or forming a new firm
as a competitor in specific industries, with a certain geographical scope
for a specified period. Further, not only the employment agreement, but
also the shareholder agreement may include non-compete obligations and
confidentiality clauses. Non-compete clauses in shareholder agreements
impose restrictions on the purchased entity’s owners’ conduct, to prevent a
decrease of the acquired business value [Domeij B., 2016: 249].

This raises a question: does this practice promote or reduce competition
in the market? In the development of niche or highly advanced technolo-
gies and the formation of a crucial role for R&D teams, the retention of re-
searchers may become a significant concern for competition in innovation.
Jonathan Pollard (2020) underlined that NCAs must be assessed primarily
in terms of antitrust law. If it is unreasonable and unnecessary to protect
legitimate business interests, it is illegal and raises an antitrust concern. In
some cases, such restraints have a clear goal: to eliminate competition®.

*> Employee Non-Compete Agreements as Section 1 Antitrust Violations. 2020. Pollard
PLLC. Available at: https://www.pollardllc.com/non-compete-agreements-section-1-anti-
trust-violations/ (accessed: 21.11.2022)
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The cited above research of Eric Posner and Cristina Volpin indicates that
NCAs enable employers to cartelise labour markets. There are growing con-
cerns about the potential for concentrated market power to harm innova-
tion and the economy®. Also, if a company uses NCAs, new firms will be
deterred from entering the labour market because they will have trouble hir-
ing. Thus, NCAs can be used to consolidate or expand power on the labour
market [Naidu S., Posner E., Weyl E., 2018: 596]. The lock-in effects of NCAs
thus affect not only individual entrepreneurs, being coerced into not starting
competing companies, but also the relevant input market for key employees
for the industry as a whole. It is necessary to consider, in more detail, what
approaches antitrust authorities in different jurisdictions are developing to
regulate non-compete covenants and assess their impact on competition.

In the USA non-compete covenants in employment contracts, from an
employment law perspective, are regulated at the state level. A very inter-
esting development in that regard is that in California, where non-compete
covenants in employment agreements have been declared illegal per se. The
prohibition was enacted specifically to encourage more interaction, inno-
vation and competition, and has a profound impact in the high-tech sec-
tors present for example in Silicon Valley*.

However, there are US antitrust cases concerning non-compete cove-
nants. Several cases and arguments appear to be in favour of non-compete
covenants being regarded as potential violations of Section 1 of the Sherman
Act, which prohibits agreements between two or more individuals or inde-
pendent entities that ‘unreasonably restrain trade’”. Thus, the United States

# Available at: https://rooseveltinstitute.org/2018/03/05/a-new-study-of-labor-mar-
ket-concentration (accessed: 9.09. 2022)

# California offers by far the most restrictive reading of NCAs in the US due to public
policy concerns. California Business and Professions Code in the section 16600 states: ‘Ex-
cept as provided in this chapter, every contract by which anyone is restrained from engag-
ing in a lawful profession, trade or business of any kind is to that extent void. The Supreme
Court of California stated that the inclusion of a non-compete agreement creates a signif-
icant public policy harm insofar as: ‘Every individual possesses as a form of property, the
right to pursue any calling, business, or profession he may choose. A former employee has
the right to engage in a competitive business for himself and to enter into competition with
his former employer, even for the business of those who had formerly been the customers
of his former employer, provided that such competition is fairly and legally conducted’
Cont’] Car-Na-Var Corp. v. Moseley, 148 P.2d 9, 12-13 (Cal. 1944).

» Section 1 of the Sherman Act. Glossary. Available at: https://uk.practicallaw.thomson-
reuters.com/9-502-0833?transitionType=Default&contextData=(sc.Default) &firstPage=true
(accessed: 01.12.2022)
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Court of Appeals, Second Circuit, in the case Newburger, 563 F.2d 1057
(2d Cir. 1977), considering an antitrust counterclaim, stated that if Section
1 of the Sherman Act were to be applied, two lines of inquiry seemed rel-
evant. First, would a restrictive agreement operate in circumstances where
the former employer’s actual business interests were not at stake? Post-em-
ployment competition restrictions that do not serve a legitimate purpose
when adopted are null and void*. Second, even if the provision was not
overbroad per se, it might still be subject to a rigorous check for unreason-
ableness. Are the restrictions so burdensome that their anti-competitive
purposes and consequences outweigh their justification”’? Restraints that
fail this balancing test might be removed under a rule of reason. One of the
most revealing cases was a high-tech employee antitrust litigation®. When
restrictive covenants in employment agreements raise antitrust concerns,
they can also be assessed under Section 5 of the Federal Trade Commission
(FTC) Act®, which prohibits ‘unfair competition methods’ That provision
empowers the FTC to initiate complaints and investigate and enter orders
to prevent unfair competition methods’’. Especially in cases where the
market is dominated by the employer requiring non-competition, antitrust
claims involving NCAs are more likely to succeed where the employee is
highly specialised, in high demand and short supply. It is considered likely
that the non-compete restriction harms a public interest in such cases®.
Here, the FTC’s decision of September 13, 2019 (Nexus Gas Transmission/
DTE Energy) is pivotal. Although a transaction did not in itself raise anti-

* See Northern Pacific Ry. Co. v. United States, 356 U.S. 1, 5,78 S.Ct. 514, 2 L.Ed.2d 545
(1958).

27 See Golden v. Kentile Floors, Inc., 512 F2d 838, 844 (5th Cir. 1975); United States
v. Addyston Pipe Steel Co., 85 F. 271, 281 (6th Cir. 1898), modified affd, 175 U.S. 211, 20
S.Ct. 96, 44 L.Ed. 136 (1899); Lektro-Vend Corp. v. Vendo Co., 403 ESupp. 527, 532-33
(N.D.IIL. 1975), affd, 545 E2d 1050 (7th Cir.), cert. granted, 429 U.S. 815, 97 S.Ct. 55, 50
L.Ed.2d 74 (1976).

# Newburger, 563 E2d 1057 (2d Cir. 1977). Available at: https://casetext.com/case/
newburger-loeb-co-inc-v-gross (accessed: 16.11.2022)

¥ DOJ ‘Complaint, US v. Adobe Systems Inc. et al. December 2013. Available at:
https://www.justice.gov/atr/case-document/file/483451/download (accessed: 9.10. 2022)

% Section 5 of the Federal Trade Commission Act. Available at: https://uk.practicallaw.
thomsonreuters.com/w-007-7584 (accessed: 16.11.2022)

°! Antitrust Considerations in Employment Agreement Non-Compete Clauses. Availa-
ble at: https://uk.practicallaw.thomsonreuters.com/w-002-2106?transitionType=Default&-
contextData=(sc.Default) &firstPage=true#co_anchor_a000012 (accessed: 16.11.2022)

32 Ibid.
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trust issues®, the FTC required the parties to renegotiate their agreement
to sell the pipeline and remove the non-competition clause, which was not
reasonably narrow in scope. The FTC barred the parties from entering into
a deal before the sales agreement was amended. In its decision, the FTC
emphasised that antitrust scrutiny of non-competes in M&A transactions
is becoming more important®. Another crucial case started on January 3,
2020, when the FTC issued an administrative complaint challenging Axon
Enterprise, Inc’s finalised acquisition of its body-worn camera systems
competitor VieVu, LLC, as well as specific non-compete clauses contained
within the parties’ transaction documents®. The clauses included provi-
sions that prohibited VieVu’s owner, Safariland, LLC, from competing (i)
in regards to various products and services that Axon supplied, some of
which the FTC alleged had no relation to the business being sold, and (ii)
for Axon’s customers. These covenants extended ten or more years, which
was ‘longer than reasonably necessary’ and, in some cases, were world-
wide in scope®. According to the complaint, Axon’s May 2018 acquisition
reduced competition on an already concentrated market”. On 9 January
2020, during a workshop dedicated to examining antitrust and consumer
protection issues, the FTC emphasised that ‘a non-compete covenant is
unreasonably in restraint of trade if (1) the restraint is more significant
than is needed to protect the business and goodwill of the employer; or
(2) the promise’s need is outweighed by the hardship to the promisor and
the likely injury to the public*®. Also, the FTC noted that non-competes

# Gillis D., Tierney J. Merger Non-Compete Clauses — Be Lawful or Be Gone. Orrick
Blogs. Antitrust Watch. Available at: https://blogs.orrick.com/antitrust/2019/09/18/merg-
er-non-compete-clauses-be-lawful-or-be-gone/ (accessed: 16.11.2022)

** FTC Approves Final Order Imposing Conditions on NEXUS Gas Transmission,
LLC’s Acquisition of Generation Pipeline LLC. Available at: https://www.ftc.gov/news-
events/press-releases/2019/09/ftc-puts-conditions-nexus-gas-transmission-llcs-acquisi-
tion (accessed: 17.11.2022)

* The Complaint, In the Matter of Axon Enterprise, Inc. and Safariland, LLC, FTC
File No. 181-0162. 2020. Available at: https://www.ftc.gov/system/files/documents/cases/
d09389_administrative_part_iii_-_public_redacted.pdf (accessed: 19.11.2022)

% FTC Targets M&A Agreements in Continued Campaign Against Non-compete and
No-Poach Clauses. Available at: https://www.sidley.com/en/insights/newsupdates/2020/02/
ftc-targets-merger-agreements-in-continued-campaign-against-noncompete-and-no-
poach-clauses (accessed: 9.10. 2022)

¥ Axon Enterprise and Safariland, Matter of 2020. Available at: https://www.ftc.gov/
enforcement/cases-proceedings/1810162/axonvievu-matter (accessed: 19.11.2022)

3% FTC Workshop 2020. Available at: https://www.ftc.gov/system/files/documents/
public_events/1556256/non-compete-workshop-slides.pdf (accessed: 19.11.2022)
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fall under Section 2 of the Sherman Act, according to which it is illegal to
‘monopolize, or attempt to monopolize, ... any part of the trade ...”. The
latest state enforcement in the USA is moving towards a more proactive
position on this issue and increasingly considers NCAs to disrupt competi-
tion in markets®. Currently, regulators in the United States exercise close
supervision of M&A transactions that significantly reduce competition and
create conditions for monopolies. This trend is seen at both state and lo-
cal levels in the USA. On 19 July 2019, an antitrust complaint was filed to
the US District Court for the District of Colorado. It asserted violations
under Section 2 of the Sherman Act. The complaint argued that Vail Health
had monopolised the market for physical therapy services in Vail Valley,
Colorado, which led to increased prices and obstructed competition*. In
particular, considering the barriers to entry faced by potential competitors,
it was noted that Vail Health had linked about 70% of the Vail Valley labour
market for physical therapists, who are saddled with restrictive non-solici-
tation or non-compete covenants in their employment contracts with Vail
Health**. The adverse impact of Vail Health’s anticompetitive behaviour on
competition and consumers was illustrated by the fact that over the preced-
ing three years, three of Vail Health’s competitors have closed their offices
in Vail (see below).

In January 2023 the FTC has proposed banning non-compete provi-
sions that prevent employees from working for their employer’s competi-
tors for a certain amount of time after termination. Specifically, the FTC’s
new rule would make it illegal for an employer to:

¥ Ibid.

4 See ‘WeWork Co. (2018): Settlement with New York AG required WeWork to re-
lease 1400 employees nationwide from non-compete agreements and narrow the scope
of hundreds more. Check Into Cash (2019): Settlement with Illinois AG prohibits Check
Into Cash from requiring non-competes for store-level employees. Law360 (2016): Set-
tlement with New York AG requires Law360 to release all but their top executives from
non-competes’. Source: ‘Antitrust Update on No-Poach and Non-Compete Agreement
Enforcement’. Available at: https://www.gibsondunn.com/wp-content/uploads/2020/02/
WebcastSlides-Antitrust-Update-on-No-Poach-and-Non-Compete-Agreement-Enforce-
ment-27-FEB-2020.pdf (accessed: 21.09.2022)

1 Vail Health Hit with Monopoly Suit over Physical Therapy Services. PaRR Global
(2019). Available at: https://app.parr-global.com/intelligence/view/prime-2874175 (ac-
cessed: 22.11.2022)

# Case 1:19-cv-02075. Complaint in the US District Court for the District of Colora-
do. Available at: <https://app.parr-global.com/files/cases/1858116/Complaint%20July%20
2019%20-%20Sports%20Rehab%20Consulting%20L1c%20et%20al%20v.%20Vail %20
Clinic%20Inc%20Dba%20Vail%20Health.pdf (accessed: 22.11.2022)
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enter into or attempt to enter into a noncompete with a worker;

maintain a noncompete with a worker; or

represent to a worker, under certain circumstances, that the worker is
subject to a noncompete®.

The non-compete provisions are “exploitative” and unfairly restrict the
ability of 30 million Americans*. According to a study by economists, nearly
20% of workers in the US. have non-compete clauses in their contracts®. Ac-
cording to experts, in the case of highly skilled employees and workers from
high-tech sectors of the economy, this number could reach 50%. The FTC is
seeking public comment on the proposed rule, which is based on a prelimi-
nary finding that non-competes constitute an unfair method of competition
and therefore violate Section 5 of the Federal Trade Commission Act*.

The approach of antitrust authorities of European Union member states
to non-competition agreements cannot be tailored to each particular case.
Thus, under for example Decision n°18/01931 of the Paris Court of Appeal
on 19 May 2020, an employer should prove that the company can suffer
practical harm if an employee carries out professional activities in a com-
peting company®’.

Under EU competition law, the addressees of the prohibition of anti-
competitive agreements and abuse of dominance are most commonly un-
dertakings (firms). However, there are cases where a vendor and/or man-
agement has retained a stake in the business being sold and where NCAs
have been addressed by the authorities.* It can also be considered individ-
uals as undertakings when autonomously offer their services on the labour

# FTC Proposes Rule to Ban Non-compete Clauses, Which Hurt Workers and Harm
Competition. January 5, 2023. Available at: https://www.ftc.gov/news-events/news/press-
releases/2023/01/ftc-proposes-rule-ban-noncompete-clauses-which-hurt-workers-harm-
competition (accessed: 23.11.2022)

# Available at: URL: https://www.vox.com/recode/2023/1/5/23540951/ftc-lina-khan-
non-compete-ban (accessed: 21.09. 2022)

> Available at SSRN: https://ssrn.com/abstract=2625714 (accessed: 23.11.2022)

# FTC Proposes Rule to Ban Non-compete Clauses, Which Hurt Workers and Harm
Competition. Available at: https://www.ftc.gov/news-events/news/press-releases/2023/01/
ftc-proposes-rule-ban-noncompete-clauses-which-hurt-workers-harm-competition
(accessed: 23.11.2022)

¥ Available at: https://www.dechert.com/content/dam/dechert%20files/knowledge/
publication/practical-law--french-q-as-regarding-restrictive-covenants-clauses/2020/
RestrictiveCovenantClausesQAndAFrancePracticalLaw.pdf (accessed: 26.11.2022)

# See generally the EU Jurisdictional Notice 2004.
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market. An article 101 TFEU could be applied to non-compete clauses that
restrict (potential) self-employed activities as an employee will be affected
in her capacity as a potential undertaking®.

According to EU competition law, NCAs have been cleared as being
ancillary to a merger, during the period that the vendor/management retains a
stake in the target and for two or three years thereafter. Similar covenants have
been accepted for vendors when they have been retained a right to pick a board
member™®. The NCAs need to encompass firms, while non-compete covenants
for individuals are normally addressed only under labour law. However, non-
compete covenants can be included in shareholder agreements and extend to
individuals, who can sometimes be viewed as undertakings.

According to the Hungarian Competition Authority’s decision regard-
ing the restrictions related to the acquisition of the start-up Code Cool
Kft, it was permissible to include restrictive covenants in the sales con-
tract of a start-up enterprise that prevented the inventors and developers
of the innovation from competing in the future based on the same idea,
even though they did not retain a stake in the start-up. This permission was
given to make it more attractive to invest in undertakings of a start-up type
and maintain the incentive to innovate. The market value of an undertak-
ing does not necessarily decrease after its sale*’. On the other hand, in July
2020, the Portuguese Competition Authority issued a statement of objec-
tions to six companies and six board members of the waste management
groups Blueotter and EGEO concerning an NCA™. In yet another example,
on 29 November 2017, the Swedish Patent and Market Court ruled that
five-year non-compete clauses included in share purchase agreements did
not constitute an infringement of competition rules>.

¥ See Judgment of the Court (Sixth Chamber) of 16 September 1999. Case C-22/98.
Available at: https://curia.europa.eu/juris/liste.jsf?language=en&num=C-22/98 (accessed:
26.11.2022)

0 See M.57 Digital/Kienzle (27 February 1991) and M.105 ICL/Nokia Data (17 July
1991); also XXI Report on Competition Policy 1991.

! Case V]/19/2019. The GVH Facilitates Investment in Startups with a Guideline
Decision (2020). Available at: https://www.gvh.hu/en/press_room/press_releases/press-
releases-2020/the-gvh-facilitates-investment-in-startups-with-a-guideline-decision
(accessed: 26.11.2022)

2 AdC Issues Statement of Objections to Six Waste Management Companies for Non-
Competition Agreement. Available at: http://www.concorrencia.pt/VEN/News_Events/
Comunicados/Pages/PressRelease_202012.aspx (accessed: 29.11.2022)

>3 European Competition Network Brief. “The Swedish Patent, and Market Court
uphold Stockholm District Court’s decision that Excessively Long Non-Compete Clauses
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Currently, as presented brief comparative study shows, NCAs are lawful
and enforceable in various jurisdictions as long as they fulfil the applicable
conditions. There does not seem to be any criteria that precisely prevents
competition from being influenced by talent buying. It seems possible to
list the minimum conditions in the NCAs. In this case the antimonopoly
authority in each specific case should analyze these conditions and con-
clude if it harms competition and innovations. Traditionally, provisions re-
garding non-compete agreements for individuals are enshrined in labour
law and not regulated in merger or antitrust legislation. Thus, in India, the
antitrust authority’s approach is rather one of deregulation and non-assess-
ment of if NCAs are reasonable. On 26 November 2020, the Competition
Commission of India (CCI) amended its regulations, removing the NCA
disclosure requirement from merger filings*. Earlier, on 15 May 2020, the
CCl invited the public to comment on its proposal to remove non-compet-
itive valuation as part of a merger review. The CCI clarified that this was
due to such assessments not being practical given the dynamic business
environment and the short time frame for considering a merger®. For com-
parison, it is necessary to analyse the CCI’s decision in 2012, regarding the
proposed sale by Orchid Chemicals and Pharmaceuticals Ltd (OCPL) of
its betaculum API (active pharmaceutical ingredient) business, its manu-
facturing facilities, another manufacturing facility in Aurangabad and an
R&D facility in Chennai, to Hospira Healthcare®. There was a significant
roadblock to obtaining the CCI’s requisite approval: the non-compete
clause in the business transfer agreement. It stipulated that OCPL and one
of its promoters could not conduct certain commercial activities concern-
ing the ‘transferred business’ for eight and five years, respectively. The cov-

in Share Purchase Agreements do not Infringe Competition Rules by the Object’ (Alfa
Quality Moving) e-Competitions Art. N° 86359. Available at: https://www.concurrences.
com/en/bulletin/news-issues/november-2017/the-swedish-patent-and-market-court-
upholds-decision-by-stockholm-district (accessed: 29.11.2022)

* The Competition Commission of India (Procedure regarding business transaction
relating to combinations) Amendment Regulations. Available at: https://www.cci.gov.in/
sites/default/files/regulation_pdf/CCINonCompRegl261120.pdf (accessed: 29.11.2022)

*> Chand A.et al. India: Non-Compete Covenants out of the CCI's Merger Control
Net. Khaitan & Co. Available at: https://www.mondaq.com/india/antitrust-eu-compe-
tition-/1012828/non-compete-covenants-out-of-the-cci39s-merger-control-net (accessed:
29.11.2022)

% QOrchid Chemicals gets CCI not for Hospira deal. Available at: https://economictimes.
indiatimes.com/industry/indl-goods/svs/petrochem/orchid-chemicals-gets-cci-nod-
for-hospiradeal/articleshow/17747201.cms?utm_source=contentofinterest&utm_
medium=text&utm_campaign=cppst (accessed: 29.11.2022)
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enant also stipulated a restriction on the R&D of specific APIs for injectable
formulations. The CCI requested that the duration of non-compete com-
mitments be limited to four years for the domestic market in India and that
OCPL should be allowed to conduct research, development, and testing
of new molecules that could result in the development of new penem and
penicillin APIs for injectable formulations, which were non-existent. Thus,
in 2012, the CCI expressed a clear position on non-competitive provisions,
demanding changes in order to approve a transaction®’.

However, this does not mean that NCAs for vendors, board members
and shareholders cannot be subject to consideration in the antitrust field.
Individuals autonomously offer their services in the labor market. They
may be subject to antitrust law that follows from the fact that the purpose
of regulating competition is the basic prohibition against monopolization
of the market as a method of combating abuse of right. A company’s em-
ployees can influence the company’s position in the competitive market
by their decisions. Therefore, the manipulation of NCAs in order to retain
these individuals in the company can be considered from the perspective of
competition law. Several antitrust concerns and adverse effects of NCAs on
competition have been discussed above, as well as some indicative antitrust
cases. It seems clear that a Big Pharma or Big Tech firm can neutralise a
specific start-up as a competitive threat with smart M&A tactics and non-
compete and confidentiality covenants. The purchaser could require the
vendor to retain a minority share and have the leading inventor subject to
a shareholder agreement or put on the board of the post-merger entity. In
such cases, NCAs are considered benign by many, if not all, competition
authorities, even if they are of long duration and lock in the inventor for an
extended period of time®. Perhaps this does not pose a problem, and if an
individual researcher or inventor agrees to be locked in, he or she should
be free to do so. But, as will be discussed below, if this means that an in-
dispensable or necessary R&D asset or inventor is taken out of the relevant
research field or R&D market — such covenants should be considered an-
ticompetitive and causing antitrust harm. Thus, there may be a deficit in

7 CCI. Order under Section 31 (1) of the Competition Act, 2002. Available at: https://
www.cci.gov.in/sites/default/files/C-2012-09-79_0.pdf (accessed: 12.12.2022).

% For example, in South Africa, the antitrust authority has requested companies to
consider altering restrictive covenants affecting individuals by shortening the duration
of restrictions at the subnational level to no more than three years. Available at: https://
uk.practicallaw.thomsonreuters.com/2-504-5969%transitionType=Default&contextData=(
sc.Default) &firstPage=true (accessed: 12.12.2022).
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competition and merger law concerning regulation of non-compete cov-
enants in these circumstances. On the other hand, antitrust authorities can,
should they choose to do so, judge NCAs as not being ancillary to merger
deals, within the adequate framework. Also, it is important to note that
even when a transaction does not raise antitrust issues, antitrust agencies
can still consider transaction agreements not to be ancillary to the trans-
action®. The antitrust authorities should be developing requirements that
non-compete covenants should be reasonably 1) protective of the legiti-
mate business interest and 2) limited in time, geographical scope and the
market or types of economic activities/services encompassed. We can ob-
serve this approach to regulation in Brazil. In 2019, a Note was submitted
for Item 4 of the 131 OECD Competition committee meeting on 5-7 June,
according to which companies should ensure that non-competition provi-
sions in transaction documents are business-fit and reasonable in duration
and scope. According to this Brazilian Note, non-competition clauses can
constitute labour market antitrust violations®.

It appears that with the increase of the nascent practice of innovator
acquisitions and its negative impact on competition, antitrust authorities
may need to outstrip legislators and develop approaches for assessing the
impact of NCAs on competition.

Based on the above, anti-competitive effects which arise as a result of
NCAs might significantly hinder the economy’s innovative development
and outweigh any potential benefits (for instance, protection of trade se-
crets) [Lovells H., 2020: 25]. With digitalisation penetrating all spheres of
society and the high value of advanced technologies, the supervision of
M&A transactions has become somewhat strengthened. In several juris-
dictions, antitrust authorities have begun to realise the significant impact
on competition of buying and retaining talent. It is becoming essential to
develop a new evaluation approach in competition law, based on practice,
and pursue more thorough analysis of one of the leading talent retention
instruments in M&A deals — non-compete covenants.

However, tying down of individuals or specialised R&D-driven firms
through up-front or de facto non-compete covenants does not need to be

** Gillis D., Tierney J. Merger Non-Compete Clauses...

% Competition Issues in Labour Markets. Note by Brazil. This document reproduces
a written contribution from Brazil submitted for Item 4 of the 131st OECD Competition
committee meeting on 5-7 June 2019. Available at: http://www.oecd.org/daf/competition/
competition-concerns-in-labour-markets.htm (accessed: 14.12.2022)
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done through mergers. Big Pharma or biotech firms often do not need to
resort to purchasing promising research results by merging with the often
smaller R&D-driven firms. Indeed, there are several other forms of col-
laboration that the parties can enter where the larger pharma firm is still
granted control of the promising research result, while neutralising the
competitive threat represented by the start-up. While mergers are some-
times used to exclude certain parts of management (as shown by Cunning-
ham et al.), they — like other forms of collaborations — may be built on the
active inclusion of the inventor and the R&D start-up management. Then,
the R&D start-up is controlled through covenants regarding inter alia R&D
agreements, exclusive licenses, scholar boards and option programmes. In
some jurisdictions, such control would trigger an obligation to notify the
collaboration under the merger regime®, while in others, this would scruti-
nised ad hoc under the prohibition on anticompetitive agreements®. Non-
compete covenants are the most clear-cut way to control potential competi-
tion, but confidentiality agreements and acknowledgement of trade secrets
may also be implemented to the same or similar effect.

6. Strategic Alliances, R&D Collaborations
and License Agreements

As stated above, one of the results of the trend for specialisation by firms
in the pharma and biotech sector is the great increase in the amount of
technology transfer, licenses and collaborations entered into by indepen-
dent parties [Robinson D., Stuart T., 2007: 559]. Today, not even the larg-
est pharmaceutical firms conduct research, develop and market drugs and
treatments in-house. Instead, we are seeing an increase in collaborations
in the form of license agreements, R&D ventures and co-marketing agree-
ments to develop and market new research result into drugs. Generally,
pharma and biotech firms are collaborating more and more and thus are

¢t See for example the recently published FTC report focusing mergers in the digital
sector, several forms of relevant transaction were identified: Voting Security (Control);
Voting Security (Minority); Asset transactions; Patent Acquisition; Hiring Event; Non-
Corporate Interest (Control); Non-Corporate Interest (Minority); License agreements
and transaction in reference to Economic Interest. Cf. Non-HSR Reported Acquisitions
by Select Technology Platforms, 2010-2019: An FTC Study 2021. Available at: https://
www.ftc.gov/system/files/documents/reports/non-hsr-reported-acquisitions-select-
technology-platforms-2010-2019-ftc-study/p201201technologyplatformstudy2021.
pdf (accessed: 16.12.2022)

62 For instance, under EU merger law.
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entering into more and more agreements on the creation, facilitation and
transfer of patents, molecules, knowledge and technologies. Such exchange
or transfer of information and ideas, coupled with both complex agree-
ments with terms, obligations and covenants that may exclude and restrict
the parties and the market transparency due to the patent and market ap-
proval procedures, creates a rather distinctive setting for this industry [Ar-
nold K. et al., 2002: 1085]

Often before any intellectual property rights have been established,
agreements between parties needs to be adjoined with confidentiality ob-
ligations. Even after the intellectual property rights (often patents) have
been established, confidentiality agreements are important for the protec-
tion of the ‘know-how’ that accompanies the patents and are usually in-
cluded in technology transfer agreements when a substance or molecule
is transferred between firms. However, know-how is often retained by key
employees.

In the early to middle stages of the development of a molecule, the firms
may enter into collaborations regarding R&D. The R&D agreements may
be concluded for several reasons. There is a genuine need for a meeting
of the minds of researchers to create something. Different firms may hold
core knowledge in different parts of the innovation chain, with one firm
having developed the research tools that a second firm needs to understand
and use. Perhaps there are no intellectual property rights established yet,
so any transfer and joint creation of knowledge needs to be boxed in by
confidentiality covenants. Moreover, joint R&D agreements often focus on
the mechanism for dividing the intellectual property rights once the col-
laboration has ended.

From the parties’ perspectives, the basis for any form of collaboration
in the pharma or biotech sector relies heavily on the ‘license agreement.
In fact, there are numerous sorts of agreements that pharma and biotech
firms may enter, but at the heart of them all, irrespective of what they are
called, is often a right or license to use a patent covering a molecule or an-
tidote, to develop and sell a drug or treatment, or an assignment to develop
a research result and then license or assign the developed product further.
Even share or asset transfer agreements of R&D firms often include ele-
ments of assignment of patent rights or licenses, since innovations are the
main assets that a purchaser wants to acquire and control, often in con-
junction with the transfer of the necessary know-how held by researchers.
Indeed, remuneration for shares or assets is often exclusively connected to
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milestones for the development of the research into a drug, e.g., clinical
testing, successful phase I, phase II, etc.

This notwithstanding, it seems that license agreements with connected
collaboration features, inter alia setting up a board of academic experts
from both the Big Pharma firm (licensee) and the R&D start-up (licen-
sor), are generally more popular than mergers for transferring promising
research results®. In both license agreements and alliances, success hinges
upon the setting up of a scientific board of experts, including the inventors
and other researchers connected to the start-up. They are often retained
and must commit to spending a certain number of hours in the strategic al-
liance and actively pursuing the R&D of the molecule and the project. They
will also be encompassed by NCAs.

A licensing agreement in the pharma sector, though not implying a
change of control over the firm, may thus often stipulate a transfer of the
main assets (molecule and connected know-how) and an in-depth and
lengthy collaboration between the parties, including specific covenants that
the licensor make specific researchers available to spur the development of
the drug. The smaller firm acts as a licensor, while the scientific board is
granted the right to decide on the further development of the molecule into
a drug. The larger firm is thereby de facto granted an exclusive license to
develop the substance or molecule further, since they control the majority
of the scholar board®.

Still, the smaller firm needs to provide know-how and guidance by
granting access to experts to serve on the research board/committee and
oversee the development under the license agreement. The collaboration
may last for a long period of time, possibly until the end of commercialisa-
tion of the drug in every relevant jurisdiction, while the licensee (the Big

% For example, a Deloitte report from 2015 showed that of all alliances reported
between January 2011 to May 2012, 751 consisted of licensing, while 498 were M&A.
Cf. R. Marcello and others. Executing an Open Innovation Model: Cooperation is Key to
Competition for Biopharmaceutical Companies. 2015. It also showed that Open Innovation
is more successful than Closed Innovation. See also A. Pavlou and M. Belsey, ‘BioPharma
Licensing and M&A Trends 2005 4 Nature Reviews Drug Discovery, pp. 273-274. See
also for example McKinsey. Available at: https://www.mckinsey.com/business-functions/
strategy-and-corporate-finance/our-insights/whats-behind-the-pharmaceutical-sectors-
m-and-a-push# (accessed: 16.12.2022)

¢ The licensee, the larger pharma or biotech firm, is generally not bound by a non-
compete obligation. On the contrary, the agreements often explicitly state that the licensee
is not bound by a non-compete.
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Pharma firm) often holds the exclusive prerogative to determine whether,
and at what speed, the research result is to be developed®.

Interestingly, a license and collaboration agreement as presented above
is generally more lucrative and less risky for Big Pharma to enter into than
being forced to purchase and merge with smaller R&D-intensive firms to
gain access to the interesting R&D results. With the use of the de facto ex-
clusive license and a collaboration agreement including non-compete cov-
enants, the larger firm will control the start-up, the molecule or substance.
The lock-in effects for the R&D-focused firm are also substantial. Often,
the Big Pharma firm does not need to transfer an up-front purchase sum
when entering into a license agreement. It takes no risk. Instead, remu-
neration under the license agreement is transferred to the R&D start-up
in dispersed milestone payments, connected to the various stages in the
development of the drug. This creates incentives (both carrots and sticks)
for the inventors and vendors in the start-up to keep working for the devel-
opment of the molecule or drug, even when the molecule and patents have
been exclusively licensed to the Big Pharma firm. Further, it gives the larger
firm control over when remuneration has to be paid.

The collaborations falling short of being mergers may not need to be
notified under the merger rules in certain jurisdictions, since it is not cer-
tain that they represent change of control and the exclusive license does
not imply the transfer of a turnover source, as the research result is not yet
generating any turnover®. They might under certain jurisdictions be re-
quired to be notified as joint ventures, if they are considered fully function-
ing or are concentrations (mergers). However, the requirements for ‘fully

% The licensor should be made aware that it needs to enclose in the agreement hard
milestones connected to future dates, so as to push forward the development of the
research result. It should be noted that the licensee often has an obligation to return the
exclusivity to the licensor should it decide not to pursue the development further. This
notwithstanding, there are licensing agreement where there is no one-time up-front
payment, with all remuneration to the licensor being triggered by milestones, which the
licensee de facto decides when to meet.

% Only exclusive licenses can, in certain cases, trigger an obligation to notify under the
EU Jurisdictional Notice 2008, see para 24. A transaction confined to intangible assets such
as brands, patents or copyrights may be considered to be a concentration if those assets
constitute a ‘business with a market turnover’. In any case, the transfer of licences for brands,
patents or copyrights, without additional assets, can only fulfil these criteria if the licences
are exclusive, at least in a certain territory, and the transfer of such licences will transfer
the turnover-generating activity. As regards non-exclusive licences, it can be excluded that
they, per se, constitute a business with a market turnover. For an interesting decision in
reference to this issue, cf. M.5727 Microsoft/Yahoo! Search business (18 February 2010).
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functioning’ joint ventures are high and hard to meet®. Moreover, even if
they are notified, the great majority of the collaborations in the pharma
sector — reflecting the above scenario — are generally ex ante viewed as
beneficial for the parties, the industry and society at large. From a competi-
tion law perspective, analysing the agreements ex ante, such collaborations
must often be deemed pro-competitive. Usually, they cannot be regarded
anticompetitive — for several reasons. The research conducted by the R&D
start-up may be in early stages and there can be great uncertainties regard-
ing whether the research will actually result in an effective drug. The Big
Pharma firm is needed to conduct the necessary testing and development
of the drug, and the potential killing aspects of the collaboration cannot be
detected based on the wording of the collaboration. However, a competi-
tion authority’s conclusions in such a case may be based on using the wrong
tests and not taking innovation into consideration to the degree needed,
because the collaborations can hide efforts by Big Pharma to kill or shelve
the promising research result and lock in the researchers. An analysis may
reveal that the Big Pharma firm is in fact monopolising the input R&D
market, creating a dead zone where no research is conducted. Indeed, such
collaboration can be as detrimental to competition and innovation as killer
mergers. This will be discussed below.

This notwithstanding, it should be pointed out that the terms and con-
ditions of such collaborations reflect poor business acumen on behalf of the
management and owners of the smaller R&D-driven firms, who are often
innovators themselves or closely connected to the innovators. In the bio-
tech and pharma industries, researchers often have their main employment
at a university. The mergers or license agreements sometime reflects a clash
between idealistic researchers and shrewd businessmen. What these col-
laborations will often de facto come to represent is an agreement of trans-
ferring know-how and research results with a guarantee from the small
R&D-driven firm to exit the research area when the transfer has been com-
pleted and the researchers have proven if the molecule is successful or not.
Indeed, what they represent from an ex post perspective is an agreement
not to compete in the future, while the inventors are given remuneration
during the period of time that the non-compete obligation is in effect. Of
course, innovation for sale must be honoured, and competition authorities
need to tread lightly so as not to discourage innovation — but collabo-
rations of this type do not efficiently utilise innovations and researchers.

¢ See: EU Jurisdictional Notice 2008, para 91 et seq.
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Moreover, especially in the pharmaceutical sector, researchers may hold
highly unique knowledge and retaining such researchers under non-com-
pete covenants may cause enormous welfare losses, especially if the aim of
the R&D collaboration, from the perspective of the larger license, is to stall
and eventually kill a potential competing drug.

Conclusion

From the above, it seems clear that acquisitions, licensing agreements
and R&D collaborations with far-reaching NCAs have been under-regu-
lated in competition law, and that neither US antitrust agencies nor the EU
Commission have sufficiently addressed the innovation concerns raised in
these regards. The research of Cunningham and his co-authors showed that
killer acquisitions do occur, and as licensing and R&D collaborations are
more common than mergers, one can presume that killer R&D collabora-
tions and killer license agreements are commonplace. Moreover, the accep-
tance of large firms’ M&A strategies causes dead zones to emerge, where
very little or no entrepreneurial efforts are invested.

Ultimately, we would like to propose how the analysis under competi-
tion and merger law could be shifted to address the concerns raised, so as to
pursue innovation and competition more adequately. Our proposal, which
we freely admit requires further analysis and development, is to view re-
searchers and key individuals as innovation assets — and to recognise these
assets on the input markets or R&D markets that they de facto are active on.
This would enable analysis of if incumbent firms are essentially vacuum-
ing the relevant R&D markets and creating dead zones devoid of any new
ideas. Since innovations, R&D and nascent tech service developments are
often deployed in narrow R&D avenues, finding the key individuals who
are able to pursue similar entrepreneurial efforts can be important. By ana-
lysing the labour or R&D asset markets in these narrow avenues, monopo-
lisation or cartelisation of the same can be identified.
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1. Introduction

In the contemporary world with the exponential growth of digital tech-
nologies, the need to maintain cyber-security and protect sensitive infor-
mation is more crucial than ever. However, this must be balanced against
the right to privacy, which is also a fundamental human right. The issue of
balancing cyber-security and privacy is a complex one that requires care-
ful consideration of legal and ethical implications. [Singer P., Tushman M.,
2021]. The article explores the topic in detail, examining challenges of
implementing effective cyber-security measures while respecting privacy
rights, current legal framework for cyber-security and privacy in various
jurisdictions, and ethical implications of balancing these two values. The
aim of article is to raise awareness of the need for ethical and legal consid-
erations in the development of digital technologies and their regulation.
The introduction provides an overview of the article and highlights its sig-
nificance in context of digital age.

1.1. Background

The advancement of digital technologies has revolutionized the way we
live, work, and communicates. The widespread use of the Internet and dig-
ital devices has made our lives easier, but it has also created new challenges,
particularly in the area of cyber-security and privacy. With the increasing
amount of personal and sensitive information being stored online, protect-
ing this information from cyber-attacks has become a critical concern for
individuals, businesses, and governments. At the same time, the right to
privacy is also a fundamental human right recognized by international law.
Protecting individuals’ privacy rights in the digital age has become a chal-
lenging task, as the collection and processing of personal data have become
more widespread.

Balancing the need for reasonable cyber-security measures and privacy
rights has become a critical challenge for policymakers, businesses, and
individuals alike. This background highlights the importance of examining
the legal and ethical considerations involved in balancing cyber-security
and privacy in the digital age. Understanding the challenges and implica-
tions of this balance can provide insights into the development of effective
cyber-security policies that respect privacy rights [Kshetri N., 2021].
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1.2. Research Problem

The issue of balancing cyber-security and privacy in the digital age pres-
ents a significant challenge for policymakers, businesses, and individuals.
While cyber-security is critical in protecting sensitive information from cy-
ber-attacks, the collection and processing of personal data raises concerns
about the violation of privacy rights. The challenge is to find a balance be-
tween cyber-security and privacy that allows for the protection of sensitive
information without compromising individual privacy rights. This article
seeks to address the research problem of how to balance cyber-security
and privacy in the digital age. The article examines the legal and ethical
considerations involved in this balance, explores the challenges of imple-
menting effective cyber-security measures while respecting privacy rights,
and discusses the current legal framework for cyber-security and privacy in
various jurisdictions. By doing so, the article aims to provide insights into
how to reconcile cyber-security and privacy concerns in a general context.

1.3. Objective of Research

The objectives of the author are to provide an overview of legal and
ethical considerations involved in balancing cyber-security and privacy
in the digital age, and to explore the challenges of implementing effective
cyber-security measures while respecting privacy rights. The article aims
to discuss the current legal framework for cyber-security and privacy in
various jurisdictions and to consider the ethical implications of balancing
these two important values. The article suggests ways in which cyber-se-
curity and privacy concerns can be reconciled in a general context, high-
lighting the importance of a balance between cyber-security and privacy.
Ultimately, the objective of the article is to raise awareness of the need for
ethical and legal considerations in the development of digital technologies
and their regulation.

1.4. Literature

In recent years a growing number of scholars have explored the ethi-
cal and legal implications of balancing cyber-security and privacy in the
digital age. For instance, the traditional dichotomy between security and
privacy is a false one, and that the two are mutually reinforcing concepts
that should be balanced together. Privacy is not just an individual right, but
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also serves important social and democratic functions, such as protecting
free speech and limiting government overreach [Pavlou P, Lewis K., 2020].

Similarly, scholars like Greenwald have highlighted the dangers of gov-
ernment surveillance and data collection, arguing that these practices can
undermine individual privacy rights and erode trust in democratic insti-
tutions. Greenwald, for instance, exposed the extent of U.S. government
surveillance activities through his reporting on the Edward Snowden leaks,
revealing how the government collected vast amounts of data on private
citizens without their knowledge or consent [Greenwald G., 2021: 78-86].
Other scholars have focused on the challenges of implementing effective
cyber-security measures while respecting privacy rights. For example, Yoo
[Yoo C., 2015: 129-137] argues that privacy protections can actually en-
hance cyber-security by reducing the risks of data breaches and identity
theft. However, he also notes that overly strict privacy laws can inhibit law
enforcement and national security agencies from accessing important data
and preventing terrorist attacks. In addition to these legal and ethical con-
siderations, scholars have also explored the economic implications of cy-
ber-security and privacy. Among others,some people [Acquisti A., Grossk-
lags, 2013: 1-32] argue that privacy as a valuable commodity can be traded
in the marketplace, and that individuals should be able to control how their
personal information is used and monetized by businesses. Meanwhile, Ca-
voukian has developed the concept of “privacy by design,” that emphasizes
the need for businesses and technology developers to incorporate privacy
considerations into their products and services from the outset.'

Despite these contributions, however, there is still much debate over how
to balance cyber-security and privacy in the digital age. For instance, some
scholars argue that the focus on individual privacy rights can undermine
the collective good, while others contend that government surveillance and
data collection can actually harm national security by eroding public trust
and limiting cooperation between citizens and law enforcement agencies
[O’ Harrow R., 2017: 95-113].

1.5. Methodology

The research methodology employed in the article is a qualitative anal-
ysis of literature and legal frameworks. The purpose of the study is to pro-

! Cavoukian A. 2017. Privacy by design: The 7 foundational principles. Toronto, 2017.
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vide an overview of the legal and ethical considerations involved in bal-
ancing cyber-security and privacy in the digital age. The study will explore
the challenges of implementing cyber-security measures while respecting
privacy rights and discuss the current legal framework for cyber-security
and privacy in various states. In addition, the author considers the ethical
implications of balancing these two important values and suggests ways in
which cyber-security and privacy concerns can be reconciled in a general
context. That methodology is appropriate because the topic of balancing
cyber-security and privacy is complex and multi-faceted. Qualitative anal-
ysis of literature and legal frameworks is a way to examine and synthe-
size the current state of knowledge in this area. The methodology enables
the researcher to examine multiple sources of data, identify patterns and
trends, and draw conclusions based on a comprehensive analysis of the
available evidence.

The approach taken in this study is based on a systematic review of the
relevant literature and legal frameworks. The systematic review method
involves a comprehensive and structured search of literature to identify
all relevant studies. The studies are then screened and evaluated based on
pre-determined inclusion and exclusion criteria. The selected studies are
then analyzed and synthesized to identify key themes and patterns. The
article aims to establish a methodological connection between the research
objectives and the data collection and analysis methods. Methods used are
designed to ensure that the research is rigorous, transparent, and replica-
ble, and that the findings are grounded in reliable evidence. The literature
review will be conducted through a systematic search of databases such
as JSTOR, PubMed, and Google Scholar. The search terms used will be
“cyber-security;” “privacy, “legal,” “ethical,” and “digital age” The inclusion
criteria for the literature review will be based on relevance to the research
questions, quality of research, and date of publication.

1.6. Data Collection, Analysis, Limitations

The data collection is primarily based on a comprehensive review of lit-
erature, including books, journal articles, and other relevant publications.
The literature review serves as the primary method for collecting data to
support the arguments and analysis presented in the article. Author con-
ducted a systematic search of various academic databases to identify rele-
vant literature on the topic of balancing cyber-security and privacy in the
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digital age. He used a combination of keywords and search terms related
to cyber-security, privacy, digital technologies, legal and ethical consid-
erations, and related topics to identify relevant publications. It also relied
on secondary sources, including government reports, policy documents,
and other relevant publications to supplement the literature review. These
sources were used to provide additional insights into the current legal and
regulatory frameworks for cyber-security and privacy in different coun-
tries.-

The information is reviewed and analyzed to identify the legal and
ethical considerations related to cyber-security and privacy in the digital
age. The analysis is conducted in a qualitative manner, where the data is
grouped and categorized based on the themes and sub-themes that emerge
from the literature review. The information is analyzed to identify the chal-
lenges of balancing cyber-security and privacy, the current legal framework
for cyber-security and privacy in various jurisdictions, and the ethical im-
plications of balancing these two values. The analysis is also used to iden-
tify potential ways to reconcile cyber-security and privacy concerns in a
general context. The synthesis of the literature review is then presented in
the article, with key findings and conclusions drawn from the analysis. The
findings are presented in a logical and coherent manner with arguments
and evidence to support the conclusions.

There are limitations to the study that must be acknowledged. Firstly,
the study relies solely on secondary data sources, such as books, journal
articles, government reports, and policy documents, and did not involve
primary data collection methods, like surveys or interviews. While second-
ary sources provide a comprehensive overview of the topic, they may not
be as nuanced as primary data sources in providing insights into specific
perspectives or experiences of individuals or groups. The study focuses on
legal and ethical considerations of balancing cyber-security and privacy
and does not delve into technical aspects of cyber-security measures.

Future studies could explore the technical challenges of implementing
strict cyber-security measures while respecting privacy rights.

Furthermore, the study focuses mainly on the Western legal framework,
and more research is needed to explore the legal and ethical considerations
in other parts of the world, especially in developing countries where digital
technologies are rapidly growing. However, the article does not provide
recommendations or solutions to the challenges identified in the study.
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2. Cyber-security and Privacy:
Definitions and Importance

2.1. Define Cyber-security and Privacy

Cyber-security refers to the practice of protecting computer systems,
networks, and sensitive digital information from unauthorized access,
theft, damage, or other malicious acts.” In the context of this article, cy-
ber-security is especially important due to the proliferation of digital tech-
nologies and the increasing amount of sensitive data being collected and
transmitted over the internet. The risks associated with cyber-attacks, data
breaches, and other forms of digital crime are significant, and the conse-
quences can be severe for individuals, organizations, and even entire coun-
tries. Cyber-security measures are essential for protecting privacy rights
and maintaining the integrity of digital systems, but they must also be bal-
anced against the need to respect fundamental human rights such as priva-
cy and freedom of expression [Fisher D., 2021: 2129-2149].

The term “privacy” in the article refers to the right of individuals to con-
trol their personal information and to be free from unwanted or unwar-
ranted surveillance or intrusion.’ In the digital age, privacy concerns have
become increasingly complex due to the vast amount of personal data that
is collected, stored, and shared by individuals and bodies. This data may
include sensitive information like financial records, medical histories, and
personal communications, making it critical to ensure that privacy is pro-
tected. The article explores the legal and ethical considerations involved in
balancing the need for privacy with the need for cyber-security measures,
highlighting the importance of striking a careful balance between these
two values [Stevens A., 2022: 45-77].

2.2. The Importance of Cyber-security and Privacy
in the Digital Age

Cyber-security and privacy now are two fundamental values that are
essential for individuals, businesses, and governments. Cyber-security is

> Rouse M. What is cyber-security? Definition, best practices & job titles. 2018. Available
at: https://searchsecurity.techtarget.com/definition/cybersecurity (assessed: 18.04.2023)

* Universal Declaration of Human Rights, specifically Article 12: “No one shall be
subjected to arbitrary interference with his privacy, family, home or correspondence, nor
to attacks upon his honour and reputation.”
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important because it involves protecting sensitive information, such as
personal data, financial records, and intellectual property, from unauthorized
access, theft, or damage [Luiijf E., Douma A., 2019: 3-14]. Without proper cy-
ber-security measures in place, individuals and organizations are vulnerable to
cyber-attacks, which can result in financial loss, reputational damage, or legal
liability. Privacy, on the other hand, is equally important because it involves
protecting an individual’s right to control their personal information and how
it is used. In today’s digital age, individuals generate and share vast amounts
of personal information online, through social media, e-commerce platforms,
and other digital channels. This information can be used by companies and
governments for various purposes, such as targeted advertising, market re-
search, or national security. However, it can also be misused, leading to identity
theft, stalking, or other forms of harassment. * Balancing cyber-security and
privacy is crucial because these two values often conflict with each other. For
instance, implementing strong cyber-security measures may require collect-
ing and analyzing large amounts of personal data, which could infringe on an
individuals privacy rights. Conversely, protecting an individual’s privacy may
require limiting the collection and use of personal data, which could compro-
mise cyber-security [Rosenzweig P., 2015: 318-329].

Therefore, finding right balance between cyber-security and privacy is
essential to ensure that individuals and organizations can benefit from the
opportunities offered by digital technologies, while also protecting their
rights and interests. This requires a careful consideration of legal, ethical,
and technical issues, as well as the development of policies and regulations
to guide the use of digital technologies in a responsible and ethical manner.

2.3. Potential Conflicts between Cyber-security and Privacy

The challenge in balancing cyber-security and privacy is to find the right
strategy between maintaining a high level of security while also respect-
ing individuals’ privacy rights. This requires a multi-faceted approach that
involves implementing security measures, educating users on cyber-secu-
rity risks, and developing a legal and regulatory framework that protects
both cyber-security and privacy. Potential conflicts can arise between cy-
ber-security and privacy because both concepts have distinct goals that can
sometimes clash. Cyber-security focuses on protecting computer systems

* Singer N., Helft M. Your data is crucial to a $200 billion industry. Available at: https://
www.nytimes.com/2019/03/30/opinion/sunday/data-privacy.html (assessed: 18.04.2023)
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and networks from unauthorized access, theft, or damage. This involves
implementing various measures such as firewalls, encryption, and access
controls to prevent cyber-attacks. On the other hand, privacy is concerned
with protecting personal information, such as individual identities, finan-
cial details, and online activities, from unauthorized disclosure, surveil-
lance, or exploitation.’

However, cyber-security measures can potentially compromise privacy
by collecting or disclosing sensitive information without the user’s knowl-
edge or consent. For example, a company might use tracking cookies to
monitor a user’s online behavior in order to improve their cyber-security,
but this could also violate the user’s privacy rights. Similarly, governments
might use surveillance techniques such as wiretapping or data interception
to detect potential cyber-threats, but this could also infringe on individu-
als’ privacy rights [Villeneuve E., 2022: 495-511].

Another potential conflict is the trade-off between security and conve-
nience. Often, cyber-security measures such as multi-factor authentication
or password complexity requirements can be seen as cumbersome and
time-consuming for users. This can lead to frustration and may result in us-
ers bypassing security measure altogether, which in turn compromises secu-
rity. Alternatively, reducing security measures to enhance convenience can
make systems vulnerable to attacks and increase the risk of data breaches.

2.4. Legal Framework for Cyber-security and Privacy

The legal framework varies across different jurisdictions, but there are
some common principles and regulations that are widely recognized. In
the United States, for example, the main legislation governing cyber-se-
curity and privacy is the Cyber-security Information Sharing Act (CISA)®
and the Electronic Communications Privacy Act (ECPA).” The European
Union has implemented the General Data Protection Regulation (GDPR),
which provides a comprehensive framework for data protection and pri-

> Igbal M. Cyber-security vs. privacy: Protecting both in the digital age. Available at:
https://www.forbes.com/sites/forbestechcouncil/2019/09/24/cybersecurity-vs-privacy-
protecting-both-in-the-digital-age/?sh=3d01f7af5e11 (assessed: 18.04.2023)

¢ Cyber-security Information Sharing Act of 2015. Pub. L. No. 114-113, 129 Stat. 2242. Avail-
able at: https://www.congress.gov/bill/114th-congress/senate-bill/754 (assessed: 18.04.2023)

7 Electronic Communications Privacy Act. Pub. L. No. 99-508, 100 Stat. 1848.1986.
Available at: https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/STATUTE-
100-Pg1848.pdf (assessed: 18.04.2023)
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vacy.® Other countries have also enacted laws and regulations to protect
personal data and secure digital infrastructure, such as the Personal Infor-
mation Protection and Electronic Documents Act (PIPEDA) in Canada
and the Cyber Security Law in China.’ °

2.5. Current Legal Framework for Cyber-security
and Privacy in Various Jurisdictions

In the US there are several laws and regulations that govern cyber-se-
curity and privacy. The most significant legislation is the Cyber-security
Information Sharing Act (CISA) enacted in 2015 to encourage informa-
tion sharing between the government and private entities regarding cyber
threats. Other important laws include the Electronic Communications
Privacy Act (ECPA), which regulates the interception of electronic com-
munications, and the Health Insurance Portability and Accountability Act
(HIPAA), establishing privacy standards for health information.!" The Fed-
eral Trade Commission (FTC) has been active in enforcing privacy and
data security regulations, particularly with regard to consumer protection.'?
The legal framework for cyber-security and privacy in the United States is
complex and evolving, with a mix of federal and state laws, regulations, and
guidelines that apply to different industries and sectors.

The current legal framework for cyber-security and privacy in Europe
is primarily governed by the General Data Protection Regulation (GDPR),

8 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation). Official Journal of the European Union. Available at: https://
eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN (as-
sessed: 18.04.2023)

° Government of Canada. 2018. Personal Information Protection and Electronic
Documents Act (PIPEDA). Available at: https://laws-lois.justice.gc.ca/eng/acts/P-8.6/ (as-
sessed: 18.04.2023)

1 National People’s Congress. 2016. Cyber Security Law. Available at: http://www.npc.
gov.cn/englishnpc/c23934/201706/a9a818170f9247d2b7294fe4cd20fadd.shtml  (assessed:
18.04.2023)

11 USA. Department of Health and Human Services (n.d.). Health Insurance Portabil-
ity and Accountability Act (HIPAA). Available at: https://www.hhs.gov/hipaa/index.html
(assessed: 18.04.2023)

1> Federal Trade Commission. (n.d.). Privacy & Security. Available at: https://www.ftc.
gov/tips-advice/business-center/privacy-and-security (assessed: 18.04.2023)
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in effect in May 2018. The GDPR applies to all businesses operating within
the European Union (EU) and regulates the processing of personal data of
individuals within the EU. The regulation outlines strict requirements for
obtaining consent, data breach notifications, and the right to be forgotten,
among other provisions. The Network and Information Systems Directive
(NIS Directive) requires EU member states to implement cyber-security
measures for critical infrastructure and digital service providers, and to
report major security incidents to national authorities.”” The EU Cyber-se-
curity Act also establishes a framework for the certification of information
and communication technology products and services. The legal frame-
work in Europe prioritizes the protection of personal data and cyber-se-
curity while balancing these interests with the needs of businesses and na-
tional security concerns.'

In the United Kingdom main legislation governing cyber-security and
privacy is the Data Protection Act of 2018", incorporating the General
Data Protection Regulation (GDPR) into UK law. The GDPR provides a
comprehensive framework for protecting individuals’ personal data and
sets out strict rules for the collection, storage, and processing of such data
by organizations. The act also establishes the Information Commissioner’s
Office (ICO) as the regulator for data protection in the UK, with the power
to enforce compliance and issue fines for non-compliance.'® The UK has
the Computer Misuse Act 1990 v/, that criminalizes unauthorized access to
computer systems, hacking, and other cyber-related offences. The UK gov-
ernment has also recently introduced the National Cyber Security Strate-
gy, which sets out a comprehensive approach to enhancing the country’s

3 European Commission. Directive (EU) 2016/1148 of the European Parliament and
of the Council of 6 July 2016 concerning measures for a high common level of security
of network and information systems across the Union. Official Journal of the European
Union, L 194/1. Available at: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=
CELEX:32016L1148&from=EN (assessed: 18.04.2023)

" European Union. Cyber-security Act. Available at: https://eur-lex.europa.eu/eli/
reg/2019/881/0j (assessed: 18.04.2023)

!> Data Protection Act 2018. Available at: https://www.legislation.gov.uk/ukpga/2018/12/
contents/enacted (assessed: 18.04.2023)

16 ICO. 2018 Guide to the General Data Protection Regulation. Available at: https://ico.
org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/ (assessed: 18.04.2023)

7 UK Computer Misuse Act 1990. Available at: http://www.legislation.gov.uk/ukp-

a/l 18/contents (assessed: 18.04.
ga/1990/18/ ( d: 18.04.2023)
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cyber-security capabilities and protecting against cyber-attacks.’®* The UK
has a robust legal framework for cyber-security and privacy that seeks to
balance the need for strong security measures with the protection of indi-
viduals’ privacy rights.

In Canada the Personal Information Protection and Electronic Docu-
ments Act (PIPEDA) ¥ is the primary legislation governing the collection,
use, and disclosure of personal information by private sector organizations.
It requires organizations to obtain an individual’s consent before collect-
ing, using, or disclosing their personal information, and to take reasonable
measures to safeguard that information from unauthorized access, use, or
disclosure. Canada’s Anti-Spam Legislation (CASL) ** regulates the sending
commercial electronic messages, and the Digital Privacy Act * introduced
several amendments to PIPEDA, including mandatory breach notification
requirements for organizations. Office of the Privacy Commissioner is re-
sponsible for enforcing PIPEDA and promoting privacy rights. >

The United Arab Emirates (UAE) has implemented several legal mea-
sures to regulate cyber-security and privacy. One of the key instruments in
this regard is the UAE Cybercrime Law criminalizing various cyber offens-
es, such as hacking, phishing, and spreading false information online.” The
law also outlines punishments for violating the cyber-security of individ-
uals or organizations, including fines and imprisonment. In addition, the
UAE has established the National Electronic Security Authority (NESA),
which is responsible for securing the country’s critical information infra-

8 HM Government. National Cyber Security Strategy 2016-2021. Available at: https://
www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021 (as-
sessed: 18.04.2023)

1 Personal Information Protection and Electronic Documents Act. 2000. Available at:
https://laws-lois.justice.gc.ca/eng/acts/p-8.6/index.html (assessed: 18.04.2023)

2 Government of Canada. CASL of 2021. Available at: https://www.canada.ca/en/
industry-canada/topics/information-communication-technology/protect-your-privacy/
anti-spam-law.html (assessed: 18.04.2023)

21 Digital Privacy Act, S.C. 2015. Available at: https://laws-lois.justice.gc.ca/eng/An-
nualStatutes/2015_32/page-1.html (assessed: 18.04.2023)

2 Canada. Office of the Privacy Commissioner. Available at: https://www.priv.gc.ca/
en/about-the-opc/ (assessed: 18.04.2023)

# Federal Decree Law No. 5 of 2012 on Combating Cybercrimes. Available at: https://
www.adjd.gov.ae/EN/MediaCenter/Publications/Pages/FederalDecreeLawNo50f20120n-
CombatingCyberCrimes.aspx (assessed: 18.04.2023)
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structure and developing national cyber-security policies. ** The UAE also
recently enacted a data protection law, which regulates the processing of
personal data and requires organizations to implement adequate measures
to protect the privacy of individuals.” Despite these legal frameworks, con-
cerns have been raised about the lack of transparency and due process in
some cases related to cyber-security and privacy in the UAE.

In Singapore cyber-security and privacy are governed by a range of laws
and regulations. The Personal Data Protection Act (PDPA)* is the main
piece of legislation that regulates the collection, use, and disclosure of per-
sonal data in Singapore. The PDPA requires organizations to obtain indi-
viduals’ consent before collecting, using, or disclosing their personal data
and to take reasonable steps to protect that data.”” The Cyber-security Act,”
introduced in 2018, establishes a framework for the regulation of critical in-
formation infrastructure (CII) and provides for the sharing of information
between CII owners and the government in the event of a cyber-attack.”
The Computer Misuse Act® criminalizes various types of cyber-crime, in-
cluding unauthorized access and hacking. The Monetary Authority of Sin-
gapore also issued a set of guidelines on technology risk management, that
sets out best practices for financial institutions to manage cyber-risk. *!

** National Electronic Security Authority. Available at: https://nesa.gov.ae/about-us/
(assessed: 18.04.2023)

» Federal Authority for Government Human Resources. 2020. UAE Federal Law
No. (2) of 2019 on the Use of Information and Communications Technology in Health
Fields. Available at: https://www.fahr.gov.ae/portal/en/about_fahr/news/28/3/2020/%
D9%82%D8%A7%D9%86%D9%88%D9%86-%D8%A7%D9%84%D8%AD%D9%85%
D8%A7%D9%8A%D8%A9-%D8%A7%D9%84%D8%BI%D8%A7%D9%85%D8%A9-
%D9%84%D9%84%D8%A8%D9%8A%D8%A7%D9%86%D8%A7%DE%AA-%D8%A7%
D9%84%D8%B5%D8%AD%D9%8A%D8%A9.aspx (assessed: 18.04.2023)

* Personal Data Protection Commission. Singapore. 2021. Personal Data Protection
Act. Available at: https://www.pdpc.gov.sg/Legislation-and-Guidelines/Personal-Data-
Protection-Act-Overview (assessed: 18.04.2023)

7 Personal Data Protection Commission. Singapore. (n.d.). Personal Data Protection
Act. Available at: https://www.pdpc.gov.sg/Legislation-and-Guidelines/Personal-Data-Pro-
tection-Act (assessed: 18.04.2023)

* Cybersecurity Act. Singapore Statutes Online. Available at: https://sso.agc.gov.sg/
Act/CSA2018 (assessed: 18.04.2023)

# Ministry of Communications and Information. Singapore. Cybersecurity Act. Avail-
able at: https://sso.agc.gov.sg/Act/CSA2018 (assessed: 18.04.2023)

¥ Computer Misuse Act (Chapter 50A). (n.d.). Singapore Statutes Online. Available at:
https://sso.agc.gov.sg/ Act/ COMPA1993 (assessed: 18.04.2023)

3! Singapore’s Cybersecurity Laws and Regulations. RHT Law Asia. Available at: https://
www.rhtlawasia.com/singapores-cybersecurity-laws-and-regulations/ (assessed: 18.04.2023)
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China has a complex legal framework for cyber-security and privacy,
which is heavily influenced by the country’s political and social context.
The Cyber-security Law of the People’s Republic of China,* in force since
2016, provides a comprehensive regulatory framework for cyber-security.
The law requires network operators to take measures to protect the secu-
rity of personal information and to report cyber-security incidents to the
authorities. It also empowers the Chinese government to conduct cyber-se-
curity inspections and investigations, and to take measures to prevent and
respond to cyber-security threats [Liu X., 2017: 1- 20].

However, concerns have been raised about the potential impact of the law
on privacy and free speech, as well as the lack of transparency and account-
ability in its implementation. Also, China has a range of other laws and regu-
lations related to cyber-security and privacy, such as the Criminal Law®, the
State Secrets Law;** and the Internet Information Services Regulation.”

In Japan legal framework for cyber-security and privacy is primarily gov-
erned by the Act on the Protection of Personal Information (APPI)* revised
in 2020 to strengthen privacy protections for individuals. The APPI applies
to both private and public sector organizations and sets out requirements
for the collection, use, and disclosure of personal information, as well as
the establishment of security measures to protect against unauthorized ac-
cess, loss, destruction, alteration, or disclosure of personal information. In
addition to the APPI, Japan has also implemented the Cyber-security Basic
Act¥; its aims are to ensure security of information and communications

> National People’s Congress. Cyber-security Law of the People’s Republic of China.
Available at: http://www.npc.gov.cn/englishnpc/Law/2017-11/07/content_2039783.htm
(assessed: 18.04.2023)

* Criminal Law of the People’s Republic of China (1997, amended 2018). Available
at: http://www.npc.gov.cn/npc/c30834/201807/d53b2ae7c2474f0faa8c6a312bftb3dd.shtml
(assessed: 18.04.2023)

* National People’s Congress. Law on Guarding State Secrets. Available at: http://www.
npc.gov.cn/englishnpc/Law/2007-12/12/content_1383868.htm (assessed: 18.04.2023)

> National People’s Congress. Decision of the Standing Committee of the National
People’s Congress on Maintaining Internet Security. Available at: http://www.npc.gov.cn/
wxzl/gongbao/2000-12/15/content_5004607.htm (assessed: 18.04.2023)

* Ministry of Internal Affairs and Communications of Japan. (n.d.). Act on the
Protection of Personal Information. Available at: http://www.soumu.go.jp/main_con-
tent/000327861.pdf (assessed: 18.04.2023)

*7 National Diet of Japan. 2014 Act on the Establishment of the Cybersecurity Basic Act.
Available at: https://www.japaneselawtranslation.go.jp/law/detail/?id=3156&vm=04&re=
(assessed: 18.04.2023)
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networks, and the Act on the Protection of Specially Designated Secrets®
regulating the handling of confidential information related to national se-
curity. The Japanese government has also established the Cyber-security
Strategy Headquarters to promote cyber-security measures and coordinate
efforts among relevant agencies and organizations.”

In South Korea the Personal Information Protection Act (PIPA) serves as
the primary legislation governing data privacy and cyber-security.* The PIPA
aims to protect personal information by regulating its collection, storage, use,
and provision to third parties. It also mandates the implementation of appro-
priate security measures to prevent data breaches and requires prompt notifi-
cation of affected individuals in case of any security incidents. In addition, the
Network Act requires Internet service providers to retain user data for a certain
period and grants law enforcement agencies access to this data under circum-
stances indicated in the Act.*' It also prohibits cyber-bullying and the spreading
of false information online. The South Korean government has also established
the Ministry of Science and ICT and the Korea Internet & Security Agency to
oversee and regulate cyber-security measures in the country.* ** Despite these
regulations, there have been concerns over government surveillance and cen-
sorship in South Korea, particularly in the context of national security.

Australia has a comprehensive legal framework for cyber-security and
privacy. The Privacy Act of 1988 sets out the Australian Privacy Principles
(APPs), which regulate the collection, use, and disclosure of personal in-
formation by government agencies and private organizations.* The Privacy

* National Diet of Japan. 2013 Act on the Protection of Specially Designated Secrets.
Available at: https://www.japaneselawtranslation.go.jp/law/detail/?id=3157&vm=04&re=
(assessed: 18.04.2023)

¥ Government of Japan. Cabinet Secretariat. 2013. Cybersecurity Basic Plan. Available
at: https://www.nisc.go.jp/eng/pdf/CybersecurityBasicPlan_ver2.0.pdf (assessed: 18.04.2023)

% National Law Information Center. 2011 Personal Information Protection Act. Avail-
able at: https://elaw.klri.re.kr/eng_service/lawView.do?hseq=28399&lang=ENG (assessed:
18.04.2023)

#1 National Law Information Center. 2011 Act on Promotion of Information and Com-
munications Network Utilization and Information Protection, etc. Available at: https://
elaw.klri.re.kr/eng_service/lawView.do?hseq=29566&lang=ENG (assessed: 18.04.2023)

42 Ministry of Science and ICT. (n.d.). About MSIT. Available at: https://english.msit.
go.kr/english/main/main.do (assessed: 18.04.2023)

# Korea Internet & Security Agency. (n.d.). KISA Overview. Available at: https://www.
kisa.or.kr/eng/main.jsp (assessed: 18.04.2023)

“ Federal Register of Legislation. Privacy Act 1988. Available at: https://www.legisla-
tion.gov.au/Details/C2018C00243 (assessed: 18.04.2023)
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Act also establishes Office of the Australian Information Commissioner re-
sponsible for enforcing the APPs and promoting privacy rights.*In addition,
the Cyber Security Strategy 2020 outlines Australia’s approach to cyber-secu-
rity; it includes enhancing the resilience of critical infrastructure, promoting
cyber-awareness, and strengthening law enforcement capabilities.* The Aus-
tralian Signals Directorate (ASD) also provides guidance on cyber-security
best practices for government agencies and critical infrastructure operators.”
Australia’s legal framework aims to balance the need for effective cyber-secu-
rity measures with the protection of individuals’ privacy rights.

The legal framework for cyber-security and privacy in South America
states varies from one country to another. Brazil has implemented the Gener-
al Data Protection Law to regulate the processing of personal data and protect
privacy rights, which came into effect in September 2020.* The law applies
to all businesses that process personal data, regardless of where the business
is located. Mexico has the Federal Law on Protection of Personal Data Held
by Private Parties, which also regulates the processing of personal data and
gives individuals the right to access, correct, cancel, and object to the use of
their data.* However, despite having legal frameworks in place, both coun-
tries still face challenges in effectively enforcing these laws and protecting the
privacy of their citizens. Other South American countries such as Argentina
and Chile also have legal frameworks for cyber-security and privacy, but the
level of implementation and enforcement varies by country.

2.6. The Weaknesses of Legal Frameworks

One weakness of the legal framework for cyber-security and privacy in
the USA is the lack of a comprehensive federal privacy law. While some
laws and regulations (HIPAA and the Children’s Online Privacy Protection

# Office of the Australian Information Commissioner (n.d.). Available at: https://
www.oaic.gov.au/about-us/about-the-oaic/ (assessed: 18.04.2023)

* Department of Home Affairs. Australia’s 2020 Cyber Security Strategy. Available
at: https://www.homeaffairs.gov.au/about-us/our-portfolios/cyber-security/strategy (as-
sessed: 18.04.2023)

" Australian Signals Directorate. (n.d.). Cyber security guidance. Available at: https://
www.cyber.gov.au/acsc/guidance (assessed: 18.04.2023)

8 Brazilian Presidency of the Republic. 2018 Lei Geral de Protegdo de Dados Pessoais
(LGPD). Available at: http://www.planalto.gov.br/ccivil_03/_At02015-2018/2018/Lei/
L13709.htm (assessed: 18.04.2023)

¥ Mexican Congress. 2010 Federal Law on Protection of Personal Data Held by Private Par-
ties. Available at: http://www.diputados.gob.mx/LeyesBiblio/pdf/316.pdf (assessed: 18.04.2023)
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Act-COPPA), address specific privacy issues, there is no overarching fed-
eral law that provides a uniform standard for data privacy and protection.”
>'This may lead to confusion and inconsistency for both consumers and
businesses. Another weakness is the fragmentation of laws and regulations
across different industries and sectors. For example, financial institutions
are subject to different regulations than healthcare providers or retailers.
This is able to create challenges for businesses that operate across multiple
industries or sectors, as they must comply with a patchwork of laws and
regulations [Brennan-Marquez K., Hoffman S., 2022: 9-55].

Additionally, the legal framework may not keep pace with technological
developments and new forms of cyber threats. As technology continues to
evolve at a rapid pace, it is difficult for lawmakers and regulators to keep up
with the latest trends and issues. It leads to gaps in the legal framework and
potentially leave individuals and businesses vulnerable to cyber-attacks
and privacy violations. There may be a lack of enforcement and penalties
for non-compliance with cyber-security and privacy regulations. While the
FTC has been active in enforcing privacy and data security regulations,
there have been instances where companies have suffered data breaches or
other privacy violations without facing significant consequences. It may
create a perception that there is a low risk of punishment for non-compli-
ance, which may not incentivize companies to prioritize cyber-security and
privacy [Hickman L., Martin C., 2022: 73-132].

One potential weakness of the European legal framework in the field is
that it may not be able to keep pace with rapidly evolving technologies and
cyber threats. The GDPR, for example, was drafted prior to the widespread
adoption of emerging technologies such as artificial intelligence and the
Internet of Things, which present new challenges for data protection and
cyber-security. The regulation has been criticized for being overly prescrip-
tive and burdensome for businesses, particularly small and medium-sized
enterprises. There is also concern that the GDPR may be difficult to enforce
consistently across EU states; it could result in varying levels of protection
for personal data and cyber-security in different countries. The legal frame-
work may not be sufficient to address the challenges posed by cyber threats

% US Congress. Health Insurance Portability and Accountability Act of 1996. Available
at: https://www.govinfo.gov/content/pkg/PLAW-104publ191/html/PLAW-104publ191.
htm (assessed: 18.04.2023)

*1 US Congress. 1998 Children’s Online Privacy Protection Act. Available at: https://
www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-
online-privacy-protection-rule (assessed: 18.04.2023)
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that originate from outside of the EU, highlighting the need for interna-
tional cooperation and coordination on cyber-security and privacy issues
[Purcell R., 2021: 135-148].

One weakness of the legal framework for cyber-security and privacy in
the UK is the impact of Brexit on the applicability of the GDPR. While the
Data Protection Act 2018 incorporates the GDPR into UK law, there is still
uncertainty around how the UK’s departure from the EU will affect the reg-
ulation’s enforcement and application [White L., 2021: 8-10]. Additionally,
the Computer Misuse Act 1990 has been criticized for being outdated and
not providing sufficient protections against emerging cyber threats, such
as those posed by nation-states or sophisticated criminal organizations.
There is also the potential for conflicts between the UK’s national security
interests and individuals” privacy rights, which may lead to challenges in
balancing the two priorities.”> While the UK has a relatively robust legal
framework for cyber-security and privacy, there is room for improvement
and adaptation to meet the evolving challenges of the digital age.

One weakness of Canada’s legal framework in the area is that PIPEDA
only applies to private sector bodies, leaving government entities largely
outside its scope. This means that government agencies may not be sub-
ject to the same strict requirements for data protection and privacy as pri-
vate businesses.”® While PIPEDA requires organizations to take reasonable
measures to safeguard personal information, it does not provide specific
guidance on what constitutes “reasonable measures,” leaving room for in-
terpretation and potential inconsistencies in compliance. Some critics have
argued that Canada’s privacy laws do not go far enough in protecting indi-
viduals’ privacy rights, particularly in the face of evolving technologies and
new threats to digital privacy [Rideout V., 2022: 83-85].

One weakness of the legal framework for cyber-security and privacy
in the UAE is the lack of clarity and consistency in several laws and reg-
ulations. For example, the UAE Cybercrime Law has been criticized for
its vague and broad language, which could lead to overreach and abuse of

2 Henderson E. The UK’s approach to cyber-security is weak — and now it’s an inter-
national problem. The Guardian. Available at: https://www.theguardian.com/commentis-
free/2022/jan/31/uk-cybersecurity-international-problem-britain-cyber-attacks. (assessed:
18.04.2023)

> Furuta K. Canadian privacy overhaul: what you need to know about Bill C-11. Har-
vard Business Review. 2021. Available at: https://hbr. org. 2021/02/canadas —privacy-over-
haul-what-you-need-to-know-about-bill-c-11 (assessed: 18.04.2023)
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power [Al-Fadhli N., 2021: 18-25]. In addition, while the data protection
law is a positive step towards protecting individuals’ privacy, some have
raised concerns about the lack of a comprehensive regulatory framework
and the potential for arbitrary enforcement. Another weakness is the lim-
ited transparency and due process in some cases related to cyber-security
and privacy, which could undermine trust in the legal system and discour-
age individuals and bodies from reporting incidents or seeking justice [Ab-
dul-Kareem A., 2021: 105488]. These shortcomings highlight the need for
continued strengthening and refining legal frameworks in the UAE, with a
focus on clarity, consistency, transparency, and due process.

While Singapore has implemented a comprehensive legal framework in
the field, there are still some weaknesses to be addressed. One criticism
of the PDPA is that it does not provide for a private right of action, which
means that individuals cannot sue bodies for damages resulting from vi-
olations of the act [Dhamija R., 2022: 107937]. Another issue is that the
government’s powers under the Cyber-security Act have been criticized for
being too broad and potentially infringing on individuals™ privacy rights.
Additionally, there have been concerns raised about the lack of transparen-
cy and accountability in the government’s use of surveillance technologies.

These issues highlight the need for ongoing review and reform of Sin-
gapore’s legal frameworks to ensure they strike an appropriate balance be-
tween protecting individuals’ rights and promoting national security and
economic interests.

Weakness of China’s legal frameworks is the lack of transparency and ac-
countability in their implementation. The Chinese government has broad
powers to regulate and monitor online activity, and there have been con-
cerns about the potential for these powers to be abused for political pur-
poses [Zhang Y., 2021: 519-540]. The lack of clear and consistent enforce-
ment mechanisms for cyber-security and privacy laws also raises questions
about their effectiveness in practice. The strict regulatory environment in
China can create barriers to innovation and entrepreneurship, as well as
limit free expression and access to information online. The complex and
often overlapping nature of China’s legal frameworks for cyber-security
and privacy can create confusion and uncertainty for both individuals and
organizations operating in the country [Sun R., Xu Q., 2021: 103341].

One of the weaknesses of Japan’s legal framework in the field is that the
APPTI’s enforcement mechanisms may be insufficient to deter non-compli-
ance. The APPI relies heavily on self-regulation and voluntary compliance
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by organizations, with the Personal Information Protection Commission
(PPC) responsible for enforcement. However, the PPC has limited pow-
ers to impose penalties on non-compliant organizations, and its authority
to investigate violations is also restricted. In addition, the Cyber-security
Basic Act and the Act on the Protection of Specially Designated Secrets
primarily focus on protecting national security and critical infrastructure,
which may limit their effectiveness in addressing broader cyber-security
and privacy concerns. While Japan has made efforts to strengthen its legal
framework for cyber-security and privacy, there may be room for further
improvement in terms of enforcement and scope [Izumi K., 2021: 1-23].

South Korea has implemented various laws and regulations to regulate
data privacy and cyber-security, nonetheless there are some weaknesses
in the legal framework. One concern is the too broad surveillance powers
granted to law enforcement agencies under the Network Act, which could
potentially violate individuals’ privacy rights. Another issue is the potential
for government censorship, particularly in the context of national securi-
ty, which could limit individuals’ freedom of expression. There have been
criticisms that the penalties for violating data privacy regulations under
the PIPA are not severe enough to act as a sufficient deterrent. There have
been concerns about the effectiveness of the regulatory bodies established
to oversee cyber-security measures, particularly in the face of increasingly
sophisticated cyber-threats [Kim M., Kim Y., 2021: 2675-2692].

Australia’s legal framework is comprehensive; there have been concerns
about its purpose in practice. One weakness is that the Privacy Act and
APPs only apply to government agencies and private organizations with
an annual turnover of more than AUD 3 million, meaning that smaller
organizations may not be subject to the same level of regulation [Patterson
M., 2021: 825-857]. In addition, there have been criticisms of the OAIC’s
enforcement powers and the adequacy of its resources to effectively regu-
late and enforce privacy protections. The Cyber Security Strategy 2020 has
also faced criticism for being too focused on national security and not suf-
ficiently addressing the broader cyber-security concerns of individuals and
businesses. The effectiveness of the ASD’s guidance on cyber-security best
practices has been questioned, with some experts arguing that it may not
be sufficient to address the evolving and sophisticated cyber threats facing
Australia [Chia P, Teo T., 2021: 102307].

The weakness of the legal frameworks in the field in South America is
the lack of strong enforcement mechanisms. While jurisdictions like Brazil
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and Mexico have laws to protect personal data and privacy, there are chal-
lenges in enforcing these laws. This can be due to a variety of factors: limit-
ed resources for regulatory bodies, weak penalties for non-compliance, and
lack of awareness and understanding of the laws by both individuals and
businesses. The level of implementation and enforcement vary between
different regions and sectors within a country. As a result, individuals and
businesses may not feel compelled to comply with the regulations, lead-
ing to potential breaches of privacy and cyber-security threats. To address
these weaknesses, there is a need for stronger enforcement mechanisms, as
well as increased awareness and education about the importance of pro-
tecting personal data and privacy [Schaerer E., 2022: 111-125].

2.7. Gaps or Inconsistencies in the Legal Frameworks

One significant gap in the legal framework in the United States is the
lack of comprehensive federal privacy legislation. While there are several
laws that regulate privacy in specific sectors, such as HIPAA for healthcare
and the Children’s Online Privacy Protection Act (COPPA) for children’s
data, there is no overarching federal law that provides a comprehensive
framework for privacy protection. This has led to a patchwork of state laws,
such as the California Consumer Privacy Act (CCPA) and the Virginia
Consumer Data Protection Act (CDPA), that have been enacted to fill the
gap [Hu M., 2021: 501-534]. Another inconsistency is the tension between
national security interests and privacy rights, particularly in the context of
government surveillance programs. While CISA encourages information
sharing to protect against cyber threats, it has also been criticized for po-
tentially infringing on privacy rights. The legal framework for cyber-secu-
rity and privacy in the US is fragmented and lacks a cohesive approach to
privacy protection [Wessel M., van der Sloot B., 2021: 167-183].

In the legal framework for cyber-security and privacy in Europe is the
lack of a unified approach to cyber-security and data protection across all
member states. While the GDPR provides a comprehensive framework for
data protection, the implementation and enforcement of the regulation can
vary widely between member states. There is a lack of harmonization be-
tween the GDPR and other regulations, such as the NIS Directive that is
able to lead to confusion and inconsistencies in compliance requirements
[Van Eecke P., Oberschelp de Meneses A., 2021: 293-307].

Another potential gap is the lack of clear guidance on cross-border data
transfers, particularly in light of the Schrems II decision by the European
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Court of Justice invalidating the EU-US Privacy Shield Framework. These
gaps can create challenges for businesses operating across borders and can
lead to regulatory uncertainty and legal disputes [Hirila-Rus A., Borza A,
2022: 1-6].

One potential gap in the United Kingdom legal framework is the lack
of specific regulations for the Internet of Things devices. As these devices
become more prevalent, they may pose significant cyber-security risks and
privacy concerns. Another potential gap is the limited scope of the Data
Protection Act 2018, which applies only to data processing activities that are
conducted within the UK. This may leave gaps in protection for individuals’
personal data that is processed by organizations based outside of the UK.
There have been concerns raised about the adequacy of fines imposed by
the ICO for data breaches, which some argue may not be sufficient to deter
non-compliance with data protection regulations [Thomas M., 2021: 6-9].

As for Canada, here PIPEDA applies to the private sector only, leaving
government agencies and departments without a consistent privacy pro-
tection framework. There are concerns that PIPEDA may not provide suf-
ficient protection for individuals’ privacy rights in the face of swiftly pro-
gressing technology and cyber threats. Some critics have called for stronger
enforcement powers for the Privacy Commissioner of Canada, as well as
amendments to PIPEDA to ensure that it remains relevant and in protect-
ing Canadians’ privacy in the digital age.*

Gap in the field in the UAE is the possible conflict between the UAE Cy-
bercrime Law and laws related to freedom of expression and human rights.
Critics have raised concerns that the broad language of the law could be
used to target individuals who express dissenting opinions or criticize the
government. Additionally, there have been reports of individuals being de-
tained or prosecuted for online activity that would be considered protect-
ed speech in other countries. Furthermore, the lack of transparency and
due process in some cases raises concerns about the potential for abuse
of power and infringement on individuals’ rights to privacy and fair trial
[Shafiq M., 2022: 14].

While Singapore has comprehensive legal frameworks in the field, some
gaps and inconsistencies remain. For instance, the Cyber-security Act only

> Layton J. Privacy commissioner flags potential privacy gaps in the government use
of AL 2021. Available at: https://www. itworldcanada.com/article /privacy-commissioner-
flags-potential-privacy- gaps-in government-use-of-ai (assessed: 18.04.2023)
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applies to designated CII sectors, which excludes many bodies that could
be vulnerable to cyber-attacks. This leaves gaps in the regulation of cy-
ber-security measures for non-CII organizations. The PDPA has been crit-
icized for being too lenient towards organizations that violate privacy laws,
as fines for non-compliance are relatively low. Another potential inconsis-
tency is the lack of clarity regarding the extent to which government agen-
cies may access personal data for national security purposes. This could
potentially lead to privacy violations if personal data is accessed without
due process [Leong K., 2021: 105484].

In China one of the main gaps and inconsistencies in the legislation is
the lack of transparency and accountability in its implementation. This has
raised concerns about abuse of power by government authorities and the
potential for violations of individuals’ privacy and free speech rights. The
Cyber-security Law grants broad powers to the government to regulate and
control information flow online, which has led to criticism from human
rights groups and tech companies alike. Some of the other laws and regu-
lations related to cyber-security and privacy like the State Secrets Law, also
have been criticized for their vague and broad definitions, which could be
used to justify the persecution of individuals and groups for political or
ideological reasons [Zheng Y., 2021: 102156].

While South Korea has made efforts to strengthen its legal frameworks,
there are still gaps and inconsistencies that need to be addressed. One ma-
jor concern is the potential for government surveillance and censorship,
particularly in the context of national security. The Network Act grants
law enforcement agencies access to user data under certain circumstances,
which has raised questions about the extent of government surveillance in
South Korea. Similarly, there have been cases where South Korean author-
ities have been accused of censoring online content, which raises concerns
about the potential impact on freedom of expression. Furthermore, the ef-
ficiency of the PIPA in protecting personal data has been called into ques-
tion, as data breaches continue to occur in the country. Therefore, there is
a need for further reforms and improvements in South Korea’s legal frame-
works [Joo S., 2022: 23-27].

2.8. Challenges of Implementing Effective Cyber-security
Measures While Respecting Privacy Rights

The increasing reliance on digital technologies and the internet has
made cyber-security a critical concern for individuals, businesses, and gov-

100



N. Allahrakha. Balancing Cyber-security and Privacy: Legal and Ethical... P. 78—121

ernments worldwide. However, it is equally essential to protect individuals’
privacy rights while implementing strict cyber-security measures. This re-
quires finding a balance between collecting the necessary data for cyber-se-
curity purposes and avoiding excessive data collection or misuse of person-
al information. It is crucial to determine which types of data are relevant
and necessary for cyber-security purposes and ensure that sensitive data is
protected adequately. Finding this balance is a complex task that requires
collaboration of businesses, governments, and individuals to ensure that
cyber-security and privacy are protected simultaneously [Xu H., Zhang R.,
2021:9-12].

In implementing cyber-security measures it is crucial to ensure that the
collection and use of personal data are limited to what is necessary for cy-
ber-security purposes. Excessive data collection or misuse of personal in-
formation could violate privacy rights, and it is essential to strike a balance
between collecting enough information to protect against cyber threats
while not infringing on privacy. Organizations should limit their data col-
lection practices to the minimum necessary for cyber-security and imple-
ment appropriate safeguards to prevent misuse or unauthorized access to
personal information. By doing so, they are able to protect both cyber-se-
curity and privacy rights and maintains trust with their customers or users.

Determining types of data necessary for cyber-security purposes is an-
other challenge in implementing reasonable cyber-security measures while
respecting privacy rights. While some information such as login credentials
and IP addresses are essential for detecting and preventing cyber-attacks,
other types of personal data such as browsing history or location data may
not be necessary for cyber-security purposes and could be considered a
violation of privacy rights. Bodies need to have a clear understanding of the
data that they collect, the reasons for its collection, and how it will be used
and stored. They should only collect data that is necessary for cyber-securi-
ty purposes, and any personal data that is collected should be anonymized
or encrypted to protect privacy.

Another challenge in implementing cyber-security measures while re-
specting privacy rights is finding a balance between the two, as privacy reg-
ulations and cyber-security needs often conflict with each other. For exam-
ple, regulations such as GDPR and CCPA require companies to obtain user
consent before collecting and processing personal data, while cyber-secu-
rity measures may require continuous monitoring and analysis of user data
to detect and prevent cyber-attacks. Companies must comply with these
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regulations while still ensuring the protection of their cyber-security. This
can be achieved by implementing privacy policies that outline data collec-
tion, use, and storage practices, obtaining user consent for data collection,
and using technologies such as encryption and anonymization to protect
personal data [Ghosh D., Scott M., 2022: 105666].

Implementing strict cyber-security measures while protecting sensitive
data like medical records or financial information, is a significant chal-
lenge. These types of data require a higher level of protection due to the
severe consequences that could result from a breach. However, ensuring
the security of sensitive data must also be balanced with the need to respect
privacy rights. Organizations must ensure that they are collecting only the
necessary data for cyber-security purposes, using appropriate encryption
and access controls to protect the data, and complying with relevant regu-
lations such as HIPAA or PCI DSS. They must also provide transparency to
users about how their data is being collected, stored, and used. By balanc-
ing these needs, organizations can ensure that sensitive data is protected
while still respecting privacy rights.>

Implementing cyber-security measures while respecting privacy rights
is a challenging task. It requires a thorough understanding of both cy-
ber-security and privacy regulations and a collaborative effort of business,
powers, and individuals. Organizations must collect only the necessary
data for cyber-security purposes, protect sensitive data, and comply with
relevant privacy regulations while still ensuring the protection of their cy-
ber-security. Users must also be educated on the importance of cyber-secu-
rity and privacy and provided with transparency about data collection and
use practices. By working together and finding the right balance between
cyber-security and privacy, organizations can protect against cyber threats
while respecting individuals’ privacy rights [Mangla S., 2021: 49-62].

2.9. Challenges Involved in Balancing Cyber-security
and Privacy in Practice

One of the main challenges is limited resource. Many bodies, particularly
small businesses, have a limited budget or staft to allocate to cyber-security
and privacy measures. This can make it challenging to implement robust

> Fowler K. Balancing privacy and cyber-security when securing sensitive data. 2021.
Available at: https://securityintelligence.com/articles/balancing-privacy-and-cybersecuri-
ty-when-securing-sensitive-data/ (assessed: 18.04.2023)

102



N. Allahrakha. Balancing Cyber-security and Privacy: Legal and Ethical... P. 78—121

security measures that protect against cyber threats while also respecting
privacy rights. Organizations may need to prioritize their resources based
on their most significant security risks and compliance requirements. For
example, they may choose to implement basic security measures such as
strong passwords and regular software updates and focus on complying
with relevant privacy regulations. It is crucial to allocate sufficient resourc-
es to cyber-security and privacy to ensure that both areas are adequately
protected. [Kharraz A., Robertson W. et al. 2021: 13-23].

Another significant challenge in balancing cyber-security and privacy
is navigating complex privacy regulations, such as GDPR or CCPA. These
regulations can be challenging to understand and comply with, particular-
ly for organizations with limited legal expertise. Compliance with privacy
regulations is critical to protect individuals’ privacy rights, but it can be
challenging to implement effective cyber-security measures while comply-
ing with these regulations. Organizations may need to seek legal advice to
ensure they are compliant while also implementing robust cyber-securi-
ty measures that protect against cyber threats. It is crucial to have a clear
understanding of privacy regulations to ensure that both privacy and cy-
ber-security are adequately protected.*

Lack of awareness and education is another significant challenge in bal-
ancing cyber-security and privacy. Many individuals and businesses do
not fully understand the importance of cyber-security or privacy, which
can make it challenging to implement effective measures. Users may not
be aware of the risks of cyber threats or the importance of protecting their
personal data. This can result in poor security practices, such as weak
passwords or sharing sensitive information with untrusted parties. Bodies
may need to provide training and education to their employees to ensure
they understand the importance of cyber-security and privacy and how
to implement effective measures. Users may also need to be educated on
best practices for protecting their personal data and privacy online, such
as avoiding phishing scams and using strong passwords. Increasing aware-
ness and education on these issues is critical to balancing cyber-security
and privacy effectively.”

¢ Lee Y. et al. Can Privacy Regulations Improve Cyber-security? A Preliminary Em-
pirical Study. 2021. Proceedings of the 54th Hawaii International Conference on System
Sciences, pp. 3552-3561. Available at: https://doi.org/10.24251/HICSS.2021.440. (assessed:
18.04.2023)

°7 Madden M. et al. Parents, teens, and online privacy. Available at: https://www.pewre-
search.org/internet/2013/05/21/parents-teens-and-online-privacy/ (assessed: 18.04.2023)
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Technical complexity is another challenge in balancing. Implementing
cyber-security measures may be technically complex and require special-
ized knowledge and expertise. It may be challenging for organizations to
find the necessary expertise to implement robust cyber-security measures
while also protecting privacy. Cyber-security measures may involve imple-
menting complex technical solutions, such as firewalls, intrusion detection
systems, and encryption, which require specialized knowledge and exper-
tise to set up and manage adequately. Bodies may need to hire cyber-se-
curity professionals or outsource their cyber-security needs to third-party
providers to ensure they have the necessary expertise to implement effec-
tive measures while also protecting privacy. It is crucial to have the techni-
cal knowledge and expertise necessary to implement robust cyber-security
measures that protect against cyber threats while also respecting privacy
rights [Rass S., Chiumento A., Engel T., 2021: 17].

Balancing privacy and security needs is one more challenge. There can
be a tension between privacy and security needs, as the measures needed
to protect against cyber threats may conflict with privacy requirements. For
example, collecting and analyzing user data may be necessary for detecting
and preventing cyber-attacks, but it may also raise privacy concerns. Sim-
ilarly, encryption and other security measures may be necessary to protect
sensitive data, but they may also make it challenging to access data for legit-
imate purposes [Giirses S., Troncoso C., 2022: 78-84]. Organizations need
to find the right balance between privacy and security needs, ensuring that
cyber-security measures work also respecting privacy rights. This may in-
volve implementing technical and organizational measures that minimize
the collection and use of personal data and ensuring that any data collected
is used only for legitimate cyber-security purposes. It is crucial to find the
right balance between privacy and security to ensure that bodies can ef-
fectively protect against cyber threats while also respecting privacy rights
[Mendes R., Bonneau J., 2022: 78-89].

2.10. Potential Impact of Cyber-security Measures
on Privacy Rights

That impact is a significant concern, as cyber-security measures often
involve collecting and analyzing personal data that could be considered a
violation of privacy rights. It can lead to concerns over the potential misuse
of personal information or the creation of a surveillance state. For instance,
the collection of internet activity data could reveal sensitive information

104



N. Allahrakha. Balancing Cyber-security and Privacy: Legal and Ethical... P. 78—121

about an individual’s political views, health conditions, or personal rela-
tionships, which could be exploited for nefarious purposes. Additionally,
the use of facial recognition technology or other biometric data for au-
thentication or security purposes could raise privacy concerns regarding
potential misuse of sensitive information.™®

The collection and processing of personal data for cyber-security pur-
poses can have an enormous impact on privacy rights, as individuals may
not be aware that their personal data is being collected, processed, and an-
alyzed. This lack of transparency and consent can lead to concerns over
the potential misuse of personal information. Furthermore, the storage
and processing of personal data for cyber-security purposes may also raise
concerns about data security. Cyber-security systems are not invulnerable
to cyber-attacks, and if such systems are breached, personal data may be
exposed, leading to significant harm and privacy violations. Therefore, it
is essential to implement strong data security measures to protect person-
al data and ensure that privacy rights are respected [Choo K.-K., Tan H.,
2021: 3-17].

While cyber-security measures may impact privacy rights, they can also
help protect personal data from cyber threats and breaches. Cyber-attacks
and data breaches can result in the exposure of personal data, leading to
significant harm for individuals, such as identity theft or financial loss. Rel-
evant cyber-security measures can prevent such attacks and breaches, en-
suring that personal data is protected. The implementing strong cyber-se-
curity measures can increase user confidence in organizations’ ability to
protect their data, promoting privacy rights and enhancing trust in digital
systems. Therefore, it is important to find a balance between cyber-security
measures and privacy rights to ensure that both are adequately protected
[Chakraborty R., 2021: 2727].

Balancing cyber-security and privacy is a hard task for organizations,
and it requires a comprehensive approach that involves addressing the po-
tential impact of cyber-security measures on privacy rights. By adopting a
privacy-by-design approach, organizations can ensure that privacy is con-
sidered at every stage of the cyber-security process, from the design of se-
curity measures to the implementation and monitoring of security systems.
That approach can help bodies to minimize the impact of cyber-security

> Chen B. Biometric data collection sparks privacy concerns. Wall Street Journal. 2022.
Available at: https: //www.wsj.com/articles/biometric-data-cfollection-sparks-privascy-
concerns-11647691800 (assessed: 18.04.2023)
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measures on privacy rights, while still ensuring that personal data is ade-
quately protected from cyber threats. Ultimately, balancing cyber-security
and privacy requires a collaborative effort between organizations, individ-
uals, and governments, and it is essential to find the right balance between
these two critical areas [Koops B., Newell B. et al., 2021: 1-19].

3. Ethical Concerns Related to Cyber-security
and Privacy

There are several ethical concerns related to the theme of the study. The
use of surveillance technologies for cyber-security purposes creates ethical
concerns as it raises questions about the appropriate level of monitoring
that is necessary to ensure security. While surveillance technologies can
help prevent cyber threats and ensure safety, the use of these technologies
can also raise concerns about civil liberties and individual privacy. Orga-
nizations need to carefully consider the ethical implications of using sur-
veillance technologies, ensuring that any monitoring is proportionate and
limited to what is necessary for cyber-security purposes. The transparency
and accountability measures should be in place to ensure that individuals’
privacy rights are respected [Koops B. et al., 2021: 93-109].

One more ethical concern related to cyber-security and privacy is the
potential misuse of personal data by organizations or individuals. Personal
data collected for legitimate cyber-security purposes may be misused for
other purposes, such as marketing or profiling. It raises concerns about the
unauthorized use of personal data and the potential for individuals to be
harmed or exploited as a result. The use of personal data in cyber-security
measures could lead to a lack of transparency and accountability in how
organizations handle and protect personal data, raising ethical concerns
about the responsibility of organizations to protect individuals’ privacy
rights [Taddeo M., Floridi L., 2021: 53-54].

Data breaches and cyber-attacks are ethical concerns in cyber-security
and privacy as they may result in the loss, theft, or misuse of personal data.
This could lead to identity theft, financial fraud, reputational damage, and
other harmful consequences for individuals. In addition, bodies that fail
to adequately protect personal data may be seen as negligent and unethi-
cal, as they have a responsibility to safeguard the personal information of
their customers and users. The potential harm caused by data breaches and
cyber-attacks highlights the importance of ethical cyber-security practices
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and the need for organizations to prioritize the protection of personal data
[Kshetri N., 2021: 326-334].

Accountability and responsibility are critical ethical concerns. Organi-
zations that collect and store personal data must be accountable for pro-
tecting that data from cyber threats and breaches. If a breach occurs, or-
ganizations must take responsibility for it, and individuals affected by the
breach must be notified promptly. Failure to do so can lead to a loss of
trust between the organization and its customers, and may raise ethical
concerns about the body’s commitment to protecting personal data. The
organizations should be transparent about their cyber-security and privacy
practices to maintain the trust of their customers and other stakeholders
[Gross A., Acquisti A., 2021: 102260].

3.1. Ethical Implications of Balancing Cyber-security
and Privacy

That issue highlights the need for organizations to find a balance between
protecting personal data and respecting privacy rights. This involves imple-
menting cyber-security measures that minimize the collection and use of
personal data while ensuring that any data collected is used only for legiti-
mate cyber-security purposes. Organizations must also be transparent about
their cyber-security practices and take responsibility for any breaches that
occur, promoting trust and accountability. It is essential to strike a balance
between cyber-security and privacy to ensure that individuals’ rights are re-
spected while protecting against cyber threats [Vadlamudi P, 2022: 1-18].

Furthermore, organizations must also ensure that their cyber-security
measures are not discriminatory and do not unfairly target or discrimi-
nate against certain individuals or groups. They must take steps to prevent
data breaches and protect personal data from unauthorized access, use, or
disclosure. At the same time, they must balance these considerations with
the need for cyber-security measures to protect against cyber threats. This
involves finding a balance between security and privacy that is ethical and
respects the rights and interests of all bodies and human persons involved.
The ethical implications of balancing cyber-security and privacy require
organizations to take a comprehensive and nuanced approach to cyber-se-
curity that accounts for the diverse needs and concerns of all stakeholders
involved [Bergmann M., Grohmann B., 2022: 197-207].

Addressing potential biases in cyber-security measures is necessary to
ensure fairness and avoid discrimination. Bodies must implement mea-
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sures to identify and mitigate any biases in algorithms and other tools
used for cyber-security purposes. This may involve regular monitoring and
testing to identify any patterns of bias and taking steps to correct them.
Additionally, involving diverse perspectives and input in the development
and implementation of cyber-security measures can help ensure that bi-
ases are identified and addressed. By doing so, organizations can ensure
that their cyber-security practices are fair and just for all individuals, re-
gardless of their demographic characteristics [Lopez-Pozuelo J. et al., 2022:
1146-1162].

The increasing use of digital technologies and collection of personal data
has significant ethical implications for society as a whole, as it affects indi-
vidual rights and freedoms, as well as broader issues such as social justice
and equity. There is a need to balance the benefits of technological innova-
tion and cyber-security measures with potential risks and adverse impacts
on privacy rights and other ethical considerations. It is crucial to engage in
open and transparent discussions and policymaking processes that address
these issues and ensure that cyber-security and privacy measures are fair,
just, and equitable for all members of society [Floridi L., 2021: 20200242].

Balancing cyber-security and privacy is a complex task that requires or-
ganizations to weigh the benefits of cyber-security measures against their
potential impact on privacy rights. To do so, organizations must take into
account a range of ethical principles and values, including fairness, trans-
parency, accountability, and respect for individual rights. By adopting ethi-
cal frameworks that prioritize these principles, bodies can ensure that their
cyber-security measures are both strong and respectful of privacy rights.
Ultimately, the ethical implications of balancing cyber-security and priva-
cy extend beyond individual organizations to society as a whole, and it is
important to consider these implications as we continue to rely on digital
technologies to protect our data and infrastructure.

3.2. The Ethical Implications of Balancing Cyber-security
and Privacy

The balancing raises several ethical considerations that organizations
must address to ensure that they protect personal data while respecting
individuals’ privacy rights. One of the most significant ethical implications
is the need to combine security and privacy in a fair and just manner. Orga-
nizations must consider the potential impact of their cyber-security mea-
sures on individuals’ privacy rights and take steps to minimize any adverse
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effects. They must also be transparent about their cyber-security practices
and take responsibility for any breaches that occur [Barnes D., Liang X,
2022: 103598].

The potential for bias in cyber-security measures raises important ethi-
cal concerns, as it can result in unfair treatment and discrimination against
individuals or groups. Algorithms and other tools used to identify potential
cyber threats may use biased data or rely on assumptions that reflect soci-
etal biases, leading to incorrect assessments and unequal treatment. This
can have serious consequences for individuals’ rights and opportunities,
and undermine the principles of fairness and justice. Therefore, organiza-
tions must ensure that their cyber-security measures are designed and im-
plemented in a way that minimizes bias and discrimination and promotes
equity and inclusivity. They must also be transparent and accountable for
any biases that arise and take steps to address them. **

The increasing reliance on digital technologies and the collection of
personal data in today’s society have profound ethical implications for cy-
ber-security and privacy. The widespread use of technology means that in-
dividuals’ personal data is increasingly vulnerable to cyber threats, including
data breaches and cyber-attacks. This creates a growing need for organiza-
tions to prioritize cyber-security measures to protect personal data. How-
ever, as these technologies become more prevalent, it is essential to consider
their broader ethical implications for society as a whole. For instance, the
collection and use of personal data by tech companies raise concerns about
surveillance, privacy, and control over individuals’ data. Thus, organizations
must balance their cyber-security measures with ethical principles and val-
ues that uphold the privacy rights of individuals while ensuring security of
personal data [Warren M., Brandeis L., 1890: 193-220].

Balancing cyber-security and privacy is a complex task that involves a
range of ethical considerations. On the one hand, bodies have a responsi-
bility to protect personal data from cyber threats that requires strict cy-
ber-security measures. On the other hand, individuals have a right to pri-
vacy must be respected even in the context of cyber-security. They must
carefully consider potential ethical implications of their cyber-security
measures, such as privacy invasion and discrimination, and take steps to
minimize any adverse effects [Axelsson A.-S., Soderberg J., 2022: 105639].

> Buolamwini J., Gebru T. Gender shades: Intersectional accuracy disparities in com-
mercial gender classification. 2018. Conference on Fairness, Accountability and Transpar-
ency, pp. 77-91. Available at: https://doi.org/10.1145/3178876.3186151 (assessed: 18.04.2023)
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They must be transparent about their cyber-security practices and take
responsibility for any breaches that occur. The broader ethical implications
of digital technologies and personal data collection for cyber-security and
privacy must also be considered, and steps taken to address these risks and
challenges. Ultimately, balancing cyber-security and privacy requires a
careful consideration of ethical principles and values, including fairness,
transparency, accountability, and respect for individual rights, to ensure
that personal data is protected while individuals’ privacy rights are respect-
ed [Floridi L., Taddeo M., 2016: 19].

3.3. The Potential Trade-Offs between Cyber-security
and Privacy

Some cyber-security measures: two-factor authentication, password
managers, and encryption, require the collection and storage of personal
data to be effective. This can include sensitive information like passwords,
biometric data, and location data. The collection and analysis of this data can
potentially violate individual privacy rights and raise concerns about sur-
veillance.® Cyber-security measures, such as firewalls and intrusion detec-
tion systems, may monitor network traffic and user activity, raising concerns
about the extent to which individuals’ online activities are being monitored
and tracked. Balancing the need for cyber-security with respect for privacy
rights requires careful consideration of the potential trade-offs involved in
implementing security measures [Lips M., Stupar A., 2021: 60-75].

Strict access controls and authentication protocols can enhance cy-
ber-security by preventing unauthorized access to sensitive data. However,
these measures may also require collecting and analyzing personal infor-
mation like biometric data or device identifiers; it can be seen as an inva-
sion of privacy. A monitoring network activity to detect potential cyber
threats can be useful for identifying and mitigating security risks. Still, it
may also involve collecting and analyzing data on individual users’ online
behavior, raising concerns about surveillance and infringement of privacy.
Organizations must consider the potential trade-offs between cyber-secu-
rity and privacy and strive to strike a balance that protects both individual
privacy rights and organizational security needs [Latham J., Sassenberg U.,
2021: 1-6].

% Giovanella E, Perri P. Privacy Risks of Cybersecurity Measures: An Overview. IEEE
Access, n0.9, pp. 93098-93115. Available at: https://doi.org/10.1109/ACCESS.2021.3096631
(assessed: 18.04.2023)
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Machine learning and artificial intelligence (AI) can be powerful tools
for identifying potential cyber threats and strengthening cyber-security
measures. However, these technologies may also involve analyzing large
amounts of personal data, which can raise ethical concerns about priva-
cy and discrimination. For example, if algorithms are trained on biased
datasets or if certain groups are underrepresented in the data, the result-
ing cyber-security measures may discriminate against those groups. The
use of machine learning and AI may result in the creation of new types
of personal data, such as behavioral biometrics, that individuals may not
even be aware are being collected and analyzed. This highlights the need
for transparency and accountability in cyber-security practices to ensure
that individuals’ privacy rights are respected [Eubanks V., 2021: 22-25].
When organizations prioritize security over convenience, they may require
users to follow strict protocols to access their data, such as entering long
and complex passwords or using multi-factor authentication. While these
measures can enhance security, they can also be time-consuming and frus-
trating for users, which may affect their productivity and overall experi-
ence. Balancing security and convenience requires finding a middle ground
that minimizes the impact on user experience while still ensuring adequate
security measures are in place. This can involve implementing technologies
such as biometric authentication or single sign-on to streamline access to
data while still ensuring its security [Rizvi S., Alhadreti O., 2021: 36 -39].

Balancing cyber-security and privacy involves a trade-off between pro-
tecting sensitive data from cyber threats and respecting individuals’ privacy
rights. Strict security measures may require collecting and analyzing person-
al data; it can raise ethical concerns about surveillance and discrimination.
A stringent security measures can make it difficult for individuals to access
their data easily and quickly, impacting user experience and productivity.
The right balance is necessary to ensure that individuals’ privacy rights are
respected while sensitive data is protected from cyber threats. It requires
careful consideration of ethical principles and values like fairness, transpar-
ency, and accountability, and ongoing monitoring and evaluation of security
measures to minimize potential trade-offs [Sharma R., Jindal A., 2022: 1-22].

3.4. Suggest Ways in Cyber-security and Privacy Concerns
can be Reconciled

Reconciling cyber-security and privacy concerns requires a balanced
approach that respects both individual privacy rights and the need for ro-
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bust cyber-security. Implementing data minimization is a strategy for rec-
onciling cyber-security and privacy concerns by limiting the amount of
personal data an organization collects, processes, and stores. By collecting
only the minimum amount of personal data necessary for a specific pur-
pose, organizations can reduce the risk of data breaches and cyber threats
while respecting individuals’ privacy rights [Ikram N., Burnett E., 2022:
97-108]. For example, an organization can limit the collection of biometric
data to only those employees who require access to secure areas, rather
than collecting it from all employees. Implementing data minimization can
also help organizations comply with data protection regulations like the
General Data Protection Regulation and the California Consumer Privacy
Act requiring organizations to collect and process personal data only for
specific purposes and with individuals’ consent.

Encryption is a security measure that involves transforming plaintext
data into cipher text to prevent unauthorized access. By using encryption,
organizations can protect sensitive data both in transit and at rest. Encryp-
tion can be used to protect data stored on servers, as well as data transmit-
ted over networks. In this way, encryption can help reconcile cyber-secu-
rity and privacy concerns by providing a high level of security while also
respecting individuals’ privacy rights. However, encryption is not a pana-
cea and can be circumvented by determined attackers. Therefore, it should
be used in conjunction with other security measures to provide a layered
defense [Sundararajan M., 2022: 002].

Fostering a culture of privacy is an essential way to reconcile cyber-se-
curity and privacy concerns. By promoting privacy as a core value and
training employees on privacy best practices, organizations can create a
culture that values privacy and respects individuals™ rights. Policies such
as privacy impact assessments, privacy notices, and data protection poli-
cies can also help demonstrate a commitment to privacy. The organizations
can appoint a data protection officer to oversee privacy compliance and
facilitate communication between employees, customers, and other stake-
holders. By prioritizing privacy in their operations, organizations can build
trust with customers and stakeholders and demonstrate a commitment to
protecting personal data [Rosenberg Y., 2021: 36-42].

A privacy impact assessment (PIA) is a tool that organizations can use to
assess the potential impact of new cyber-security measures on individuals’
privacy rights. The PIA process involves identifying the personal data that
will be collected, processed, and stored, as well as the potential privacy risks
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associated with these activities. Bodies can use this information to identify
ways to mitigate privacy risks and ensure that cyber-security measures are
in line with ethical principles and values. By conducting PIAs, organiza-
tions can proactively address privacy concerns and demonstrate a com-
mitment to protecting individuals’ privacy rights [Herndndez-Garcia A.,
Kudenko D., 2022: 30]. Implementing transparency and accountability
is an essential step for reconciling cyber-security and privacy concerns.
Organizations can be transparent about their cyber-security practices by
clearly communicating their data collection and processing practices to
their customers. This includes providing clear and concise privacy policies,
informing customers about data breaches, and providing mechanisms for
individuals to access, correct, or delete their personal data. The organiza-
tions can take responsibility for any breaches that occur by implement-
ing incident response plans and promptly notifying affected individuals.
This can help build trust with customers and demonstrate a commitment
to protecting personal data, which is crucial for reconciling cyber-security
and privacy concerns [Liao Q., 2022: 1072].

Balancing under study requires organizations to adopt a holistic ap-
proach that takes into account both security and privacy concerns. This
involves implementing strategies like data minimization, encryption, and
privacy impact assessments, while fostering a culture of privacy and trans-
parency. By doing so, organizations are able to protect sensitive informa-
tion from cyber threats and data breaches, while respecting individuals’
privacy rights. A comprehensive and balanced approach that incorporates
ethical principles and values, such as fairness, transparency, and account-
ability, is key to reconciling cyber-security and privacy concerns [Raji¢ M.,
Filipovi¢ S., 2021: 1-16].

Conclusion

The article highlights importance of balancing cyber-security and priva-
cy and valuable insights into the legal and ethical considerations involved.
For sure, there are still several questions that require more research to en-
hance understanding of this topic. One possible avenue for future research
is to investigate the impact of emerging technologies, such as artificial in-
telligence and block-chain, on cyber-security and privacy. Another import-
ant area of research is to explore the potential benefits and drawbacks of
data sharing and data protection mechanisms, and how they can be opti-
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mized to strike a balance between cyber-security and privacy. Hence, more
research is needed to examine the ethical considerations involved in the
use of cyber-security measures, such as the use of surveillance technologies
and their impact on individual privacy rights. These research directions
can help policymakers and industry leaders to make informed decisions
and develop appropriate regulations that balance the competing interests
of cyber-security and privacy. In the digital age maintaining cyber-securi-
ty and protecting sensitive information are crucial, but must be balanced
against the fundamental right to privacy. This challenge requires a com-
prehensive and rationale approach that respects both privacy rights and
the need for robust cyber-security. Bodies can implement various measures
like data minimization, encryption, privacy impact assessments to protect
personal data from cyber threats while respecting individual privacy rights.
Moreover, bodies must take responsibility for any breaches occur and be
transparent about their cyber-security practices to build trust with custom-
ers and demonstrate a commitment to protecting personal data.

Ethical and legal considerations must be taken into account in the de-
velopment of digital technologies and their regulation to ensure that per-
sonal data is protected while also allowing for cyber-security measures.

To achieve the balance it is necessary for policymakers, business and
individuals to collaborate and develop comprehensive solutions protecting
sensitive information without infringing on individual privacy rights. This
will require continuous education and awareness-raising initiatives to foster
a culture of privacy and cyber-security. It will also require the development
of legal frameworks that strike a balance between these two values. Prior-
itizing ethical and legal considerations in the development of digital tech-
nologies and their regulation will ensure that everyone can benefit from the
digital age while also safeguarding individual privacy rights. Achieving this
balance requires ongoing collaboration and dialogue between stakeholders
to ensure all perspectives are considered and that the solutions implement-
ed are sustainable and respectful of individual privacy rights.

On one hand, cyber-security is essential for protecting sensitive infor-
mation and ensuring the proper functioning of digital systems. On the oth-
er hand, privacy is a fundamental human right that must be respected in
any technological context.

A careful balance between these two values can be achieved through a
combination of legal and technical measures, such as encryption, access
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controls, and data minimization. It also emphasizes importance of inter-
national cooperation and coordination in addressing cyber-security and
privacy concerns, as these issues are global in nature and require a collec-
tive response.

Cyber-security and privacy are two fundamental human rights that
are often in conflict with each other. With increasing threat of cyber-at-
tacks and data breaches, the need to maintain cyber-security and protect
sensitive information has become more important than ever. However, in
the process of implementing cyber-security measures, there is a risk of in-
fringing on the right to privacy. The problem statement is that the current
legal framework for cyber-security and privacy in various jurisdictions
is inadequate in addressing the challenges of maintaining cyber-security
while respecting privacy rights. The article emphasizes the need for a care-
ful balance between cyber-security and privacy and suggests ways in which
cyber-security and privacy concerns can be reconciled in a general context.
By doing so, it aims to raise awareness of the need for ethical and legal con-
siderations in the development of digital technologies and their regulation.
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Abstract

Digital transformation of contemporary reality encompasses practically all spheres
of human life including children. In the article the author studies the risks that
digitalization creates for children, identifies the main types of cyber threats posing a
risk to children’s normal development, and looks at the legal remedies available today
to protect against such risks. The article begins with a study of the specific features
of a child’s legal personality, the landmarks in the history of recognizing the child as
a self-standing legal subject, and the child’s legal status characteristics. In particular,
the article points to the principle of ‘evolving capacities of the child’ as the key feature
of the child’s legal status that implies gradual expansion of the child’s legal capacity
commensurate with the child’s coming of age. The author notes that since this principle
has been adopted in other branches of law, it must be likewise implemented in the
information law because the Internet space has an enormous influence on children’s
development that must not remain unaddressed by the legislator or stay outside the
regulatory environment. Applying general and special research methods, including
the formal logic and the comparative analysis methods, the author gives a brief
overview of current government, non-government and private means and methods
of protecting children’s rights on the Internet, and notes that combination of all the
available methods provides the best results. To ensure functioning of the mechanism
for the protection of children’s rights in the Internet, the author suggests to take into
consideration the special aspect of the child’s legal status: the child’s legal capacity
gradually evolves, and the child receives legal capacity to independently exercise
rights in the digital environment. The author recommends to seek ways and means to
ensure a balance between the public and the private to protect children in conditions
of a rapid growth of information and communication technologies.
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Introduction

Today’s international law and, consequently, Russian law recognise the
child to be a legal subject with a full set of rights [Abramov V.I., 2007: 21]
and proceed from the principle that in all actions concerning children,
the best interests of the child must be a primary consideration [Korshu-
nova O.N. et al., 2021].

The years 2018 to 2027 have been declared the Decade for Childhood!
in the Russian Federation. The key objectives of this Decade are to protect
every child’s rights and to create an efficient system for preventing offences

against children — and those committed by children as well [Pavlova L.V.,
2022: 19-22].

On the other hand, the strategy for the development of an information
society, approved by a Decree of the President of the Russian Federation?
for 2017-2030, a period similar to the Decade for Childhood, envisages
gradual formation of a knowledge society in Russia, one that prioritises the
receipt, preservation, production and dissemination of information as key
conditions for the development of the citizens, economy, and State.

In the light of the above, it becomes an especially relevant task to pro-
tect children’s rights in information space, for the formation of any society,
including an information society,’ starts precisely with the promotion of

! Presidential Decree No. 240 ‘On the Institution of a Decade for Childhood in the
Russian Federation’ 29.05.2017. Available at: URL: //http://static.kremlin.ru/media/acts/
tiles/0001201705290022.pdf (accessed: 20.06.2022)

* Presidential Decree No. 203 ‘On Strategy for Development of Information Society in
the Russian Federation for 2017-2030" 09.05.2017 // Consolidated legislation of the Rus-
sian Federation, 2017, No. 20, P. 2901.

* An information society is henceforth understood to mean one in which information
and the levels of its use and availability have a drastic effect on individuals’ economic and
socio-cultural living conditions. This definition of an information society is suggested in
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child development, while children, their undeveloped critical thinking, are
especially vulnerable in the times when people’s living conditions change.

In response to the challenges of computerisation and digitalisation,
modern legal science is now in search for legal ways and methods to protect
the rights of children who go online. This is reflected in some legal studies
on children’s safety in the Internet [Rybakov O.Yu., Rybakova O.S., 2018:
27-31]; [Kobzeva S.V,, 2017: 33-39], and on interaction among the actors
working to protect children’s rights [Pavlova L.V, 2022: 19-22].

The review of this issue is quite relevant scientifically and high on the
legal regulation agenda, which reflects most accurately the set of practi-
cal tasks faced by the legislator. Just a month ago the Government of the
Russian Federation approved a new concept note on children’s information
security,* which stipulates that, among Russia’s current total population of
146.4 million, 30.2 million (20.6 %) are minors, and 27 million (89.4 %) of
these are active Internet users.

The article is a fruit of author’s attempts to study the threats that Internet
poses to children and to outline the legal mechanisms that could protect them.

1. Children as Legal Subjects

The legal subject category is a key concept of the theory of law, for it is
‘the principal component (subsystem) and also the centre, or the core, of a
legal system [Alexeyev S.S., 2005: 446].

And the essence of this concept may be understood in various ways.
Let us agree with S. Ye. Channov’s opinion that, conceptually, all the exist-
ing interpretations of the ‘legal subject’ can be divided into three basic ap-
proaches: a legal-formal (positivist) approach, an anthropocentric one, and
a jus naturalistic one.

The first approach is generally based on the premise that it is a person
possessing legal personality under the law that is considered a legal sub-

Para. 4 (r) of the Strategy for the Development of Information Society in the Russian Fed-
eration for 2017-2030, approved by Presidential Decree No.203 .

* Executive Order No. 1105-p of the Government of the Russian Federation of
28.04.2023 ‘On Approving the Concept of the Information Security of Children in the Rus-
sian Federation, and on Declaring the Executive Order No. 2471-p of the RF Government
of 02.12. 2015 Invalid’ // Consolidated legislation of the Russian Federation, 2023, No. 19,
P. 3481.
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ject [Mitskevich A.V., 1962: 5]. ‘Legal subjects are persons or organisations
whom the law grants a special legal property (quality) of legal personality
that enables them to enter into various legal relations with other persons
and organisations’ [A.I. Abramova A. L., Bogolyubov S.A. et al., 2003: 544].
Proponents of the positivist approach identify only two attributes of a legal
subject: legal personality and legal capacity [Ivansky V.P., 2016: 50].

The anthropocentric approach to defining the essence of the legal sub-
ject recognises a human being (natural person) to be a legal subject; in
addition, legal personality may be attributed to certain groups of peo-
ple [Channov S. Ye., 2022: 94, 109]. S.Ye. Channov cites the position of
S.I. Arkhipov, who regarded the human being as a legal phenomenon that
is a common ground for the emergence of all the existing legal subjects
and, consequently, suggested that a legal subject should be understood as a
set of human legal qualities encased in a special legal form (that of a legal
entity or natural person). Within this approach, he identified individual
and collective (legal entities, nations and peoples), intra-organisational and
complex/composite legal subjects [Arkhipov S.I., 2004: 8-9].

And, thirdly, the jus naturalistic approach consists in identifying special
attributes of a legal subject, among which the following are most frequently
mentioned: organisational unity, ability to possess rights and bear duties
and to enjoy/fulfil them on one’s own; ability to take legally significant
decisions; ability to bear legal responsibility for one’s wrongdoings; being
separate (organisationally and legally); possibility of legal individualisa-
tion; and possession of one’s own will, purposes and interests, etc. [Pono-
maryova Ye.V., 2019: 60-83]; [Dolinskaya V.V., 2012: 6-17].

Given that legal personality is not the key topic of the study, the author
shall henceforth follow the positivist approach to legal subject and under-
stand one as a natural person only, which is more relevant to the issue of the
protection of human rights, including the rights of the child.

On the other hand, though the child’s rights are an inalienable, integral
and indivisible part of universal human rights [Zhavzandolgor B., 2004: 3],
it is necessary to note children were not always recognised as self-standing
legal subjects.

As V.I. Abramov points out, international legal thought realised before
the Russian one the importance of the children’s rights issue, and interna-
tional law was also the first to provide for special protection of the most
vulnerable groups, all those deprived of equal opportunities to defend their
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own rights. In the aftermath of World War One, the League of Nations
founded an International Child Care Association, and a Geneva Declara-
tion of the Rights of the Child was approved in 1924. After World War Two
in 1945 the United Nations General Assembly established the UN Chil-
dren’s Fund (UNICEF), and on 20 November 1959 a Declaration on the
Rights of the Child (so referred to hereinafter) was proclaimed. And while
the 1924 Geneva Declaration of the Rights of the Child regarded children
as objects of protection only, in 1959 there was already a trend towards
the recognition of the child as a legal subject [Abramov V.I., 2007: 3, 4],
which was actually codified as a ‘general rule’ only in the Convention on the
Rights of the Child (hereinafter Convention) adopted by the UN General
Assembly on 20 November 1989. According to provisions of the Conven-
tion, the child is a full-fledged person with a full set of rights, an indepen-
dent legal subject, not a ‘mini adult with mini rights’ [Trigubovich N.V.
et al., 2022: 28-38].

International rule-makers thus took more than sixty years to codify,
at the first attempt, the contemporary model of treating children as equal
law subjects; in so doing, they took the lead and promoted a change in
the child’s position in the family and society at the level of each individual
State, including Russia.

On the other hand, after recognising the child as an independent legal
subject, international and then domestic legal regulation came to require
states to provide the child with the protection required for his/her well-be-
ing. Such dualism, i.e. the recognition of the child as a full-fledged person
with a full set of rights, on the one hand, and recognition of the State’s duty
to protect the child’s rights, on the other, is what determines the special
nature of children’s legal personality, that must be taken into account as we
study the legal specifics of the protection of children amid the formation of
an information society.

2. Specifics of the Child’s Legal Personality

The child’s legal personality is closely related to his/her legal status, for
legal status is actually the content of legal personality. We henceforth un-
derstand legal status to mean a set of rights and duties vested in a specific
person—though, to be more precise, we should agree that the child’s general
legal status is a system of subjective legal rights, freedoms and interests and
also the duties and responsibility of a special legal subject, namely the child,
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as expressed in the values of natural law and rules of positive law and guaran-
teed by the society and State [Protsevskyi V.A., Golikova S.V., 2020: 29-31].

As was outlined above, legal theory recognises the child to be a special
legal subject who possesses all the inalienable rights of human and citizen
but is presumed to be immature and thus unable to exercise them in full on
their own until they reach an age established by law. The Convention stipu-
lates that every child by reason of his/her physical and mental immaturity
needs special safeguards and care, including appropriate legal protection,
before as well as after birth [Kolobayeva N.Ye., Nesmeyanova S.E., 2020:
14-21]. It has a sense to see how this protection is provided in some areas
governed by various branches of law.

According to Article 60 of the Russian Federation Constitution, a citizen
may exercise his or her rights and duties in full since the age of 18. In civil
law, a child’s status is determined by his/her legal capacity that is acquired
or, more precisely, expands as the child grows up. For example, Article 28
of the Civil Code of the Russian Federation (hereinafter CCRF) defines the
scope of the rights of minors, i.e. persons below the age of 14. According to
Para 1 of that Article, deals on behalf of minors who have not reached the
age of 14 years may only be effected by their parents, adopters or guardians,
with the exception of the deals pointed out in Para 2 of that Article. The
property responsibility for minor’s deals, including those effected by them
on their own, shall be borne, as a general rule, by their parents unless they
prove that the obligation was not breached through their fault; they are also
held responsible for any damage caused by minors.’

In turn, minors aged 14 to 18 may effect deals with their parents’ writ-
ten consent (or if they subsequently approve the deals in writing), except
the deals they may effect on their own. Minors in the said age group bear
property responsibility for the deals they enter into (independently or with
their lawful representatives’ consent) on their own and are also liable for
any damage they may cause (CCRF Article 26. 1-3).

Thus it is admissible to conclude that in the field of civil law, the category
of ‘children’ comprises two main groups: young minors (younger than 14)
and minors (aged 14 to 18), either possessing its own scope of civil rights
and civil duties.

> Consolidated legislation of the Russian Federation, 1994, No. 32, P. 3301; Para 17
of Resolution No. 25 of the Russian Supreme Court Plenum of 23.06. 2015 // Rossiyskaya
Gazeta, 2015, No. 140.

127



Articles

In judicial proceedings, e.g. civil ones, children also have a special legal
status whose basic provisions are set out in Article 37 of the Civil Procedure
Code of the Russian Federation (CPC). Under the general rule in Para 1 of
that Article, the capacity to exercise procedural rights, perform procedural
duties and to entrust the conduct of legal proceedings to an attorney (civil
procedure legal capacity) belongs in full to citizens who have reached the
age of 18, and to organisations. By virtue of Para 3 and 5 of that Article, the
rights, freedoms and lawful interests of minors, either above or below the
age of 14, are protected by their lawful representatives, with the difference
that the court will bring the former group of minors (aged 14 to 18) into the
proceedings on a mandatory basis, and the latter (children under 14), at the
court’s own discretion. Pursuant to CPC Article 37.2, a minor may person-
ally exercise his/her procedural rights and perform procedural duties in
court after marrying or being recognised fully capable (emancipation); a
minor may apply to court for emancipation since the age of 16. Besides, in
cases provided for by federal law, in proceedings arising from civil, family,
labour, and other legal relations, minors aged 14 to 18 may also personally
defend their rights, freedoms, and lawful interests in court (Article 37.4).

Procedural law thus also differentiates a child’s status depending on his/
her age, taking into account some special legal institutions, such as eman-
cipation.

According to the Russian administrative law, emancipation applies to a
person who has reached the age of 16 by the time he/she commits an admin-
istrative offence (Article 2.3 of the Code of the Russian Federation on Ad-
ministrative Offences, hereinafter CoAO). Pursuant to CoAO Article 2.3.2,
taking into account the merits of the case and the available information about
an offender aged 16 to 18, a Commission for Minors and Protection of their
Rights may exempt such a person from administrative liability and prescribe
measures provided for by the legislation on the protection of minors’ rights.

We can thus observe some peculiarities of the child’s legal status (e.g.
clemency towards minors) in branches of public law as well.

Given that the above examples contain mentions of not only ‘child (ren)’
but also ‘minors, with the latter term including different age groups of chil-
dren in different branches of law, we find it necessary to draw a distinction
between those concepts at the outset.

Although today’s legal science contains some examples of no distinction
between the categories of ‘children’ and ‘minors’ [Kapitonova Ye. A., 2010:
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26], the term ‘child’ seems to be broader in content than the term ‘minor’.
The latter is a legal category that is generally branch-specific and related to
a certain age to be reached [Amirova D.K., 2022: 40-46], which fully agrees
with the positivist approach to understanding the essence of the legal sub-
ject and with the focus on natural persons’ legal personality. So it is possible
to agree with D.K. Amirova and henceforth consider the concept of ‘child
(ren)’ as a single and universal one, and use narrower concepts of ‘(young)
minor, etc., to define separate (branch-specific) forms of legal status.

Having sorted out this intricate terminology, is useful to return to the
specifics of the child’s legal status.

All the above-cited examples of the child’s participation in various legal
relations permit the conclusion that the child’s legal status is based on the
principle of ‘the older, the more, that has actually been embraced by all
the branches of law in the light of the specific social relations they govern.
In doctrine this is termed the principle of ‘evolving capacities of the child’
with reference to Article 5 of the Convention on the Rights of the Child
[Trigubovich N.V. et al., 2022: 38]. And the UN Committee on the Rights
of the Child defines evolving capacities as a ‘law-forming principle that en-
visages the process of growing up and learning, whereby children gradually
acquire professional knowledge and insights and feel increasingly able to
assume responsibilities and exercise rights’

It seems that information law is not and cannot be an exception here,
and the child’s legal status as regards information technology should also
be defined through the lens of this principle: with age, a child acquires
greater freedom of action and greater discretion in the digital field, and it
cannot be otherwise.

3. Digitalisation and Children: The Main Risks

Digitalisation, or digital society development, is the process of organis-
ing the performance of functions and activities (business processes), previ-
ously conducted by persons and organisations without using digital prod-
ucts, in a digital environment. Digitalisation implies the introduction of
information technology into each individual aspect of any activity.®

¢ Order No. 428 of the Ministry of Communications and Mass Media of 01.08.2018
‘On Approving Explanations (Methodological Recommendations) on the Development of
Regional Projects under the Federal Projects of the ‘Digital Economy of the Russian Feder-
ation’ National Programme // SPS Consultant Plus.
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Global and universal digitalisation certainly aims to create additional
benefits for society and has a positive effect on people’s lives and activi-
ties: we can now easily communicate from and to anywhere on the globe,
promptly receive a state service, buy goods and services, visit a medical
doctor, get additional education and pass our leisure time online.

On the other hand, as rightly noted by some scholars, digitalisation of
social relations at the current state of the development of state and society
cannot be presented as a new round of development that essentially re-
produces something pre-existing at some new level. Virtualisation of legal
relations is not similar to the transition from horse-drawn vehicles to mo-
tor cars or from oil lamps to electric lighting. The transformation processes
in the digital environment are so profound that we should consider serious
revision of the existing concept of protecting citizens’ rights and freedoms
and the means and ways of protecting social relations.

Indeed, the development of modern technology and its adoption in pub-
lic and social practice are not yet supported by a virtual space infrastruc-
ture that might provide legal remedies. Such infrastructure is still existent
in the real world only, and the virtual environment lacks the elements of
legal protection that we are used to. The state is not equipped to interfere in
data processing without the digital community’s voluntary consent, for the
new relations ecosystem excludes the usual agents to whom the authorities
may address their prescriptions; nor can monies be refunded or ‘restored’ if
lost due a technical error; a transaction aborted, a judgement enforced, etc.

The means of rights protection in the virtual world are embryonic now,
so an individual is essentially unable to safeguard him/herself against the
risks that come with the new technology [Kucherov LI, Sinitsyn S.A. et al,,
2022: 9, 10]. Children are certainly the most vulnerable group in this situ-
ation.

As noted by S.V. Kobzeva, Russian children start going online at an aver-
age age of six or seven. According to the Internet Development Foundation,
children’s Internet audience reached its top strength in the last six years: in
2010, 82% of adolescents would use the Net every day, and in 2016, 92%,
with some 80% spending an average of three hours a day online, and every
seventh, eight hours or more [Kobzeva S.V., 2017: 33].

Of course, children may use the Internet for their own benefit, but we
should not be naive enough to suppose that it is exclusively a benefit that
carries no inherent threat to the child’s well-being.
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4.Types of Internet Threats to Children

Today it is possible to identify the following Internet-based risks that are
full-scale threats to all users, including children:

content risks — illicit (pornographic, racist, gambling) and harmful
(aggressive, hate speech) content, including harmful advice (suicide) and
unwanted advertising;

contact risks — dangerous contacts with persons, including cyber-
grooming (drawing a child into actions of a sexual nature), online harass-
ment, cyber-bullying (humiliation or mobbing via mobile phones and other
electronic devices), and cyber-stalking (online hounding or persecution);

virtual transaction risks — making unwanted (erroneous or accidental)
transactions (purchases, remitting and receiving money, etc.), including
online fraud;

Internet privacy and security risks — leaks of children’s data and their
uncontrolled use by third parties.

The above classification follows the proposals by S.V. Kobzeva, based,
in turn, on studies by the Organisation for Economic Co-operation and
Development (OECD) [Kobzeva S.V., 2017: 39]; importantly, it is non-ex-
haustive.

It should note that the same classification, with some variations, is also
used by executive authorities as they perform their duties. For example, the
website of the Ministry of Digital Development, Digital Policy and Mass
Communications of the Chuvash Republic (Central Russia) mentions con-
tent, communications, electronic and consumer risks as the Internet risks
faced by children,” which is similar in scope to the classification that we
suggested above. So, the types of Internet risks have now been identified
and cause no controversy; however, it is necessary to remember that, since
digitalisation and virtualisation are ongoing processes, Internet threats
may emerge and disappear, which necessitates further theoretical research.
After the threats have been studied in theory, they are easier to eliminate
in practice.

Now it is necessary to consider the legal mechanisms in place to protect
Russian children’s rights and interests from the above threats, given that the

7 Available at: URL: https://digital.cap.ru/action/activity/telecom/internet-safety/
zaschita-detej-ot-negativnoj-informacii/internet-riski (accessed: 30.05.2023)
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Constitutional Court of Russia in a recent resolution pointed to the need to
create and provide guarantees of the implementation of children’s rights to
special care and assistance and to prioritise their interests and well-being
in all parts of life.?

5. Legal Protection of Children against Content Risks

As for current federal legislation, the content risks posed by some popu-
lar sources of information, including Internet, to children of all age groups
seem to have been minimised as much as possible. Perhaps this results
from the established worldwide approach to the protection of children
from negative information and unconditional recognition of the need to
provide such protection and, on the other hand, from a relatively straight-
forward approach that essentially consists in legislative restrictions on ac-
cess to certain information.

The Russian legislator is now using the concept of ‘children’s informa-
tion security’ legally rooted in Article 14 of the Law on the Rights of the
Child® and in the Law on the Protection of Children from Harmful Infor-
mation'® adopted pursuant to that Article.

According to Article 2 of that Law, information security of children
means the children’s state of being protected that eliminates the risk of any
harm that information may inflict on their health and/or physical, mental,
spiritual and/or moral development.

Children’s information security is ensured irrespective of the informa-
tion distribution channel in question, by introducing a legislatively estab-
lished classification of information products (Chapter 2 of the Law on the
Protection of Children from Harmful Information), establishing require-
ments on their circulation (Chapter 3), a procedure for expert testing of
information products in certain cases (Chapter 4), and for state and public

8 Resolution No. 7-II of the Russian Constitutional Court of 02.03.2023 ‘On the Case
Concerning the Constitutionality of Article 17, Para 2 of the Civil Code of the Russian Fed-
eration in Connection with a Complaint by Citizen M.V. Grigoryeva. Available at: http://
doc.ksrf.ru/decision/KSRFDecision667150.pdf (accessed: 30.04.2023)

° Federal Law No. 124-FZ ‘On the Main Guarantees of the Rights of the Child" of
24.07.1998 // Consolidated legislation of the Russian Federation, 1998, No. 31, P. 3802.

1 Federal Law No. 436-FZ ‘On the Protection of Children from Information that
Harms their Health and Development’ of 29.12.2010 // Consolidated legislation of the Rus-
sian Federation, 2011, No. 1, P. 48.
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control and responsibility measures (Articles 5 and 22 of the Law on the
Protection of Children from Harmful Information).

In implementing such measures the legislator proceeds from the chil-
dren’s age (under six, six, twelve, sixteen or older) to actually divide infor-
mation, according to its content, into illicit information and restricted ac-
cess information (Article 5.2 and 5.3). For comparison: the only restriction
on adult citizens’ access to open information that does not fall under the
special legal regimes of secrecy is a prohibition contained in Article 10 of
the Law on Information."

On the other hand, the information security of children in the Internet
is not very well implemented in practice: many websites containing infor-
mation that must be of limited access for children under the law, particu-
larly based on their age group, contain no special marking (the only ‘happy’
exception being online liquor shops that deny access to persons under 18
years of age). Content circulators often fail to differentiate content or to
adapt it for various categories of persons, which is the direct cause why
undesirable and even harmful information still reaches children on the In-
ternet.

Access to prohibited information is much better regulated. Pursuant to
Resolution No. 1101 of the Government of the Russian Federation," the
Federal Service for Supervision of Communications, Information Tech-
nology, and Mass Media (Roskomnadzor) now keeps a Unified Register of
Domains and Websites with Illicit Content."”” The procedure for including
information in that register is sufficiently regulated by Articles 15.1-1-15.9
of the Law on Information, and the parties to those legal relations are well
defined, as are their the rights and duties in respect of one another and
State authorities, so we can say that the mechanism for restricting access to
prohibited information is actually working.

! Federal Law No. 149-FZ ‘On Information, Information Technology and Protection
of Information’ of 27.07. 2006 // Consolidated legislation of the Russian Federation, 2006,
No. 31. P. 3448.

12 Resolution No. 1101 of the Government of 26.10.2012 (version of 29.04. 2023) ‘On
the Unified Register of Domain Names and Site Page Locators in the Internet Information
and Telecommunication Network, and of Network Addresses that Permit Site Identifica-
tion in the Internet Information and Telecommunication Network, that Contain Informa-
tion Whose Dissemination is Prohibited Unified Automated Information System’ // Con-
solidated legislation of the Russian Federation, 2012, No. 44, P. 6044.

13 Available at: URL: https://eais.rkn.gov.ru/ (accessed: 26.12.2022)
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It has a sense thus to agree with S.V. Kobzeva’s finding that the system
for protecting minors from aggressive Internet content is functioning in
Russia, but needs improvements [Kobzeva S.V., 2017: 39]. We particularly
believe that S.V. Kobzeva is quite right and well-advised as she suggests leg-
islative changes that will obligate Internet providers to: monitor and block
the dissemination of illegal Internet content at public Internet outlets; pro-
vide new subscribers with the optimal level of filtration and protection
from aggressive information, depending on the age and number of minor
users; and include the installation and set-up of content filtration software
in the list of their services.

6. Legal Protection of Children against
Contact Risks

The information security provided for by current Russian law does not
exclude or diminish other threats children may face as they go online.

A second category of risks faced by children on the Internet is contact
risks, i.e. those arising from improper (dangerous) communication.

The main types of dangerous communications identified by today’s legal
science include:

cyber-aggression, same as cyber-bullying or trolling-humiliation or
mobbing via mobile phones and other electronic devices;

cyber-grooming-drawing a child into actions of a sexual nature;
cyber-stalking—online persecution (shadowing).

Clear-cut legal mechanisms of protection against such threats are virtu-
ally non-existent now, but some of those actions on the Internet may be
classified as criminal offences.

For example, under some circumstances acts of cyber-aggression may
be found to fall under Article 110 of the Criminal Code of the Russian
Federation ‘Causing a Suicide’ (Article 110.2 (d), Article 110.1 ‘Aiding and
Abetting Suicide, or Article 110.2 ‘Organisation of Activities Aiming to In-
cite Suicide. The elements of a crime covered by Article 111 “Wilful Inflic-
tion of a Grave Injury to Health that Entailed a Mental Disorder’ are more
difficult to prove practically, but that is still possible. Notably, commission
of such crimes in respect of minors entails stricter penalties than in the
ordinary case (where the victim is an adult).
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Cyber-grooming is covered by the provisions of Article 133 ‘Compul-
sion to Commit Actions of a Sexual Nature’ and Article 135 ‘Sexual Mis-
conduct.

Cyber-stalking is not prosecuted under the current criminal legislation.

AL Bastrykin, Chairman of the Investigation Committee of the Russian
Federation, has repeatedly referred to the difficulties of investigating such
crimes involving the use of the Internet: in his opinion, the virtualisation of
society, especially its younger generation, has a number of serious negative
consequences that include the emergence and development of information
and telecommunication technology crimes [Bastrykin A.I., 2022].

We cannot but agree that protection of the information society’s secu-
rity is a most pressing issue that arises as the Russian state implements its
digital economy policy, for digital crimes become more numerous with ev-
ery passing year [Shevchenko O.A., Agadzhanyan M.A., 2021: 27-33].

On the other hand, it is important to understand and remember that the
mere existence of criminal law mechanisms for protection against crimes
committed in respect of children cannot redress the harm inflicted on the
child. Given the priority nature of children’s interests and facilitating their
development, we find it objectively necessary to develop preventive legal
measures that might contain the Internet crime.

7. Legal Protection of Children against
Virtual Transaction Risks

Virtual transactions and the risks they pose can be seen from two per-
spectives: those of the child’s property and non-property interests.

The former case is where a child makes undesirable online purchases and
transactions not approved by his/her parents, The latter case is where a child
buys harmful paid information products (fund-raising subscriptions, lec-
tures, or courses) that are often not adapted to the child’s or adolescent’s age.

The property interests of children and their parents raising minors un-
der Article 80 of the Family Code of the Russian Federation may be pro-
tected by invoking general provisions of civil law. For instance, parents may
return or refuse an unsuitable item if the online seller provides this feature,
or sue for the cancellation of the contract.

However, protection of children’s non-property interests is outside legal
regulation. The current law provides for no quick responses to, or safe-

135



Articles

guards against objectionable information products offered online, particu-
larly by online fraudsters and info gypsies.

8. Legal Protection of Children’s Privacy
and Personal Data

Children’s more vulnerable position online than adults’ results, in par-
ticular, from minors’ specific behaviour characteristics (like impulsiveness
and emotional volatility) but also from the data owners being informed of
the processing of their personal information in language that children cannot
understand due to their age, and in some cases, from the fact that children
(especially younger ones) cannot even realise that their personal data will be
processed, and the resultant threats [Krylova M.S., 2019: 194-199].

Examples of such threats include:

doxing-unauthorised collection of information, particularly in digital
file form;

deanon—public dissemination of personal data / other personal infor-
mation;

faking-dissemination of false information; manipulation of public
opinion [Bogatyryov K.M., 2022: 136-142].

No legal safeguards against the above threats have been established, for
the legal regulation of children’s and adults’ personal data is not differenti-
ated. And, while an adult person aware of his/her risks may take the neces-
sary precautions, e.g. ban the use of cookie files, a child will hardly ever do
that. The latter is what enables us to discuss, as part of legal discourse, the
peculiarities of children’s legal status that deserve due attention during the
formation of a digital society.

9. Government and Non-Government Initiatives
to Protect Children’s Rights in the Internet

According to Article 4 of the Law on Childrens Rights, the goal of gov-
ernment policy on children is to protect children from things that negatively
affect their physical, intellectual, mental, spiritual, and moral development.

Experience of the most developed countries of the world, including Rus-
sia, shows that effective measures at the level of the state (i.e., undertaken
on its initiative and with its support) are:
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Impose a legal ban and restriction on dissemination of information that
may be harmful to children;

Introduce a regulatory classification of web-sites;

Raise awareness of children, parents, and teachers on cyber threats and
ways to tackle them.

At the same time, legislation per se, without an well-functioning enforce-
ment mechanism, is insufficient; only where these elements are combined
can one speak of real rather than nominal protection of children’s rights.

In the section on content risks we described the mechanism used in the
Russian media space to restrict access to prohibited information and, as a
result, to effectively block a particular web-site with such information. Today,
this is one of the key measures to protect children’s rights on the Internet.

Introduction of ombudsperson for children’s rights in the Russian Fed-
eration, both under the President and at the level of the constituent entities,
is another strict measure. According to Article 2 of the Law on ombud-
spersons for children’s rights,'* the ombudsperson’s work complements the
existing means of protecting children’s rights and legitimate interests, does
not override the authority of government agencies to protect and restore
children’s violated rights and legitimate interests, and does not entail any
review of such authority.

Main goals and objectives of ombudsperson are to ensure protection of
children’s rights and legitimate interests; support formation and effective
functioning of a government system for implementation, compliance and
protection of children’s rights and legitimate interests by government au-
thorities, bodies of local self-government, and government officials; moni-
tor and analyse the performance of the mechanisms for implementation,
compliance and protection of children’s rights and legitimate interests etc.
The areas where the ombudsperson is to solve the aforementioned tasks
include children’s safety on the Internet.

Furthermore, various special information web-portals and web-sites
are established and operated with financial support from federal authori-
ties, e.g., the web-portal Don’t Let It Happen!'> created with support from
the Ministry of Digital Development, Communications and Mass Media
to counter cyberthreats, modern slavery and dangers to children, and the
Centre for the Safe Internet in Russia, an online news outlet on safe world-

" Consolidated legislation of the Russian Federation, 2018, No. 53 (Part I), P. 8427.
15 Available at: URL: https://nedopusti.ru/site/ (accessed: 30.05.2023)
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wide-web surfing'® operating with support from the Federal Agency for
Press and Mass Communications.

State remedies are more effective when combined with support for public
initiatives because it is society, its sentiments, interests and goals that determine
the meaning of state activity and state bodies. Hence, NGOs are now widely
encouraged to work towards protecting children’s rights on the Internet.

Cyber volunteering, a relatively new phenomenon of social online real-
ity, is a type of volunteering that is done remotely via Internet technologies.

With regard to protecting children’s rights against online threats, cyber
volunteers can act as a “quick-response protector” to assist a child or young
person in resolving a difficult case in the world-wide web.

The Ministry of Science and Higher Education has summarised the work-
ing experience of cyber volunteer movements and developed Methodological
Recommendations for Educational Institutions of Higher Education on the
Formation of Media and Cyber-volunteer Units in the field of countering il-
legal content. The Recommendations, circulated in Letter of the Ministry of
Science and Education No. MN-6/115", are intended in particular for the em-
ployees of higher education institutions that are in charge of developing vol-
unteer movements, as well as for staff members engaged in implementing the
state youth policy on countering terrorist ideology and preventing extremism;
however, the Recommendations can be used by any interested persons.

10. Digital Protection (Self-Protection)
as a Special Measure

It is common knowledge that, in theory, the right to defence can be
exercised either through specially authorised state bodies or through the
independent actions of an authorised person. Accordingly, two types of
defence are distinguished:

Non-jurisdictional, when the right to defence is implemented through
independent actions of the authorised person (self-protection, use of swift
enforcement measures, pre-trial dispute settlement, non-enforcement of
rules in the implementation of a right);

Jurisdictional, when the right to defence is implemented through gov-
ernment bodies and other bodies authorised by the state to protect rights
(arbitration courts, notaries) [Kurbatov A.Yu., 2013].

16 Available at: URL: https://www.saferunet.ru/ (accessed: 30.05.2023)
17 SPS Consultant Plus.
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The Family Code of the Russian Federation entrusts primarily the par-
ents or persons in loco parentis with the protection of children’s rights, so
the sphere of parental discretion or responsibility begins where the state
legal protection of children’ interests on the Internet ends.

Technically, Internet users get access to the world-wide-web by means
of devices of various types and through communication services provided
under a contract that minors are not entitled to enter into, so only the tele-
communications service recipient that owns the device can provide such
access to minors. Such recipients include parents, statutory representa-
tives, educational and other organisations, and it is them that the legislator
charges with the primary duty to filter content that a child can access.

At present, the main non-jurisdictional measure for protecting children’s
rights on the Internet is the so-called parental control or, in other words, con-
tent filtering on home computers and other electronic devices that children
use to access the Internet. Parents can filter content on their own, ‘in manual
mode, or can purchase special software'®. And, since this protective measure
is effected through digital technologies, we believe it would be appropriate to
talk of a new remedy, namely digital protection (self-protection). T. Sustina,
lawyer at the Moscow Region Bar Association, notes that the issue of digital
self-protection for children is now recognised by the world community as an
international policy priority [Sustina T., 2022: 8-9].

Conclusion

The current Russian law certainly responds to the challenges of digi-
talisation and informatisation of modern society by providing specific legal
measures to ensure the protection of children’s rights on the Internet. As
was found and outlined above, from a legal perspective, children’s rights in
Russia are best protected against content-related risks, much less protected
against contact-related risks, and even less against virtual transaction risks
and Internet privacy and security risks.

At the same time, the present norms and regulations are only isolated
responses intended to protect children’s rights that fail to constitute a holis-
tic system. For such a system to form, it is necessary to continue developing
legal aspects of children’s activities in the information space and virtual
interaction on the Internet. In course of this development, regulation of the

18 Available at: https://lifehacker.ru/roditelskij-kontrol-na-telefone/ (accessed: 10.05.2023)

139



Articles

information law and the need for a harmony between the public and the
private in state protection, non-governmental protection, and self-protec-
tion of children’s rights must be taken into account.
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. Trademarks
1. Opposition Based on a Trademark whose Protection has
been Terminated

IPC Presidium Resolution of 15 September 2022 in Case No. IPC-
584/2021

When assessing signs for compliance with Para 6, Art. 1483 of the
RF Civil Code, it is necessary to take into account also those trade-
marks whose term of protection has expired, but whose protection can
be reinstated in accordance with the procedure provided for by Para 2,
Art. 1491 of the Civil Code.

Rospatent refused to register a trademark in respect of part of the ser-
vices filed in the application on the basis of Para 6, Art. 1483, the Russian
Federation Civil Code because of the existence of an earlier trademark of
a third party.

The applicant filed an opposition with Rospatent, in which it referred to
the fact that the term of legal protection of the earlier trademark had expired.

Rospatent rejected this reasoning and dismissed the opposition.

Rospatent offered the following arguments: according to Para 2, Art. 1491,
the Civil Code, the term of the exclusive right to a trademark may be extend-
ed for ten years at the request of the right holder submitted during the last
year of validity of such a right. The validity term of the exclusive right to a
trademark may be extended an unlimited number of times. At the request
of the right holder, the latter may be granted six months after the expiry
of the exclusive right to the trademark to file the said application for term
extension. The right holder of the earlier trademark submitted to Rospatent
a request to benefit from the six-month period for filing an application for
extension of the validity of the trademark with additional materials (the
proceedings on these materials have not yet been completed).

The first instance court concluded that Rospatent had lawfully com-
pared the disputed sign to the earlier trademark, but cancelled Rospatent’s
decision due to the fact that the term of legal protection of the earlier trade-
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mark had expired by the time of consideration of the case without the pos-
sibility of extending such protection.

The IPC Presidium upheld the first-instance court’s ruling while stating
the following.

At the time of Rospatent’s contested decision it was possible to restore the
legal protection of the earlier trademark in accordance with the procedure in
Para 2, Art. 1491 of the Civil Code. This fact proved that Rospatent was obliged
to take into account the trademark in question when checking the compliance
of the applicant’s sign with the legal requirements under Subpara 2, Para 6 of
Art. 1483 of the Civil Code (i.e., Rospatent made a legit comparison.)

However, at the time the first instance court considered the case, this
was no longer possible, which allowed the court to adopt the appropriate
decision in connection with the loss of the possibility to restore legal pro-
tection of the earlier trademark.

2. Possibility of Misleading where there
is no Risk of Confusion

IPC Presidium Resolution of 29 August 2022 in Case No. IPC-295/2021

Subpara 1, Para 3 and Subpara 2 Para 6, Art. 1483 of the RF Civil Code
are independent grounds for refusal of state registration of a trademark
or invalidation of the legal protection granted to a registered trademark.

The provisions of Subpara 1, Para 3, Art. 1483 shall apply, among other
cases, if one person has widely used a sign for a long period of time and
it has been proven that the sign in the consumer’s mind persistently as-
sociates with the person who used it, and another person has acquired
the exclusive right to such a sign through its registration as a trademark.

Disputed trademark (unprotected elements: the shape of the package, the
words “PELMENI”, “PREMIUM QUALITY PRODUCT")
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Two companies jointly engaged in the production of “pelmeni” (meat
dumplings) filed an objection with Rospatent against the registration of
the disputed trademark, also registered in respect of “pelmeni”. Rospatent
invalidated the this trademark due to its non-compliance with the require-
ments of Subpara 1, Para 3, Art. 1483. The first instance court upheld this
administrative decision, and the IPC Presidium upheld the court’s decision.

The court agreed with Rospatent’s decision that the disputed trademark
itself does not carry any direct information that could mislead the con-
sumer as to the manufacturer of the goods.

At the same time, the invalidity applicants have succeeded in proving
that, due to their joint long and intensive production and sale of “pelmeni”
in a tied black-coloured bag, this sign has become widely known among
consumers. Due to such popularity, specific associations have risen in the
minds of consumers before the priority date of the disputed trademark;
hence, the disputed sign can be misleading for the consumer.

The first instance court rejected the rightholder’s argument that the
presence of other elements in the disputed trademark, such as the appli-
cant’s company name, which, in its opinion, occupies a dominant position,
ensures compliance with the requirements of Subpara 1 Para 3, Art. 1483.

The IPC Presidium found these conclusions justified, emphasising that
the comparison was made between the disputed trademark, on the one
hand, and a long-standing and widely used sign, on the other, that, inter
alia, had been established by a number of judicial acts that had entered into
legal force and a decision of the antimonopoly authority.

In the course of the judicial review one question was particularly dis-
cussed: the possibility of recognising the disputed trademark as misleading
in relation to a well-known sign when no likelihood of confusion under
Subpara 2, Para 6, Art. 1483 of the Civil Code was found between the dis-
puted trademark and the same well-known sign registered as a trademark.
According to the case materials, the packaging shape used by the invalidity
applicants had been registered as a trademark before the disputed trade-
marK’s priority date, and during the examination of the disputed trade
mark Rospatent did not find any likelihood of confusion of the junior’
trademark with the previously registered ‘senior’” trademark. Therefore that
registration gave rise to a presumption of validity, as the absence of the like-
lihood of confusion between the two signs compared was now presumed.

In the course of cassation appeal, the IPC Presidium used its right to
send enquiries to the scholars in accordance with the procedure provided
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for by Part 1.1, Art. 16 of the RF Commercial Procedural Code, in order
to obtain clarifications on the relationship between Subpara 1, Para 3, and
Para 6, Art. 1483 of the Civil Code, specifically on the value of the pre-
sumption validity based on the absence of likelihood of confusion.

As a result, the IPC Presidium concluded that Subpara 1, Para 3 and
Subpara 2, Para 6, Art. 1483 of the Civil Code are independent grounds for
refusing to register a trademark and independent grounds for invalidating
the granting of legal protection to an already registered trademark.

The provisions of Subpara 1, Para 3, Art. 1483 of the Civil Code shall
also apply, among other situations, if one person has been widely using a
sign for a long time and it has been proved that this sign creates in the con-
sumer’s mind a persistent associative link with the person who used it, and
another person has acquired the exclusive right to such a sign through its
registration as a trademark.

The IPC Presidium pointed out that in this particular case, the afore-
mentioned presumption of validity could simply not be overcome, since
the misleading element of the disputed trademark had been disclaimed.

In such a case, the fact that the mentioned element of the disputed
trademark misleads consumers by virtue of the provisions of Subpara 1,
Para 3, Art. 1483 of the Civil Code, allows to consider the entire trademark
as misleading, on the one hand (without analysing other elements included
in the trademark), while the disclamation of this element does not allow
challenging its registration under the rules of Subpara 2, Para 6, Art. 1483
of the Civil Code, on the other hand.

Thus, the IPC Presidium recognised that in this case it was legitimate to
apply Subpara 1, Para 3, Art. 1483 as an independent ground for invalidat-
ing the granting of legal protection to the disputed trademark.

3. Evaluation of Evidence Found on the Internet

IPC Presidium Resolution of 05 August 2022 in Case No. IPC-17/2022

It cannot be argued that consumers have developed certain associa-
tive links with a sign merely on the basis that an unknown person has
entered some information into a free content encyclopaedia, without
analysing the duration of the placement of such information on the In-
ternet, the number of its views and citations, etc.
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Rospatent rejected the application for the sign “White Hand” in respect
of a broad list of goods of ICGS Classes 5, 32, and services of ICGS Classes
35, 39, and then rejected the applicant’s objection against this decision. The
IPC recognised the last decision of Rospatent invalid due to its non-com-
pliance with the requirements of Subpara 2, Para 3 of Art. 1483. The IPC
Presidium upheld the first instance court’s ruling.

When considering the objection, Rospatent pointed out that the ex-
perts, based on information from Wikipedia and one literary source, saw
in the applied verbal sign a reference to the name of a number of terrorist
organisations that were active in foreign countries (Serbia, Guatemala) at
the beginning and in the second half of the 20th century. In doing so, Ro-
spatent noted that the applicant had not provided any documents refuting
that information and rejected the argument that there was no such banned
terrorist organisation in the Russian Federation, pointing out that such a
socio-political phenomenon as terrorism had no geographical boundaries
or time frames.

The first instance court pointed out that this decision was unlawful be-
cause Rospatent had not analysed the associative links arising in the con-
sumer’s mind upon seeing the sign. The mere fact of mentioning the sign
‘White Hand’ as the name of a terrorist organisation is not a basis for apply-
ing the provisions of Subpara 2, Para 3, Art. 1483 of the Civil Code: to do
so, the relevant associations arising in the consumer’s mind and the nature
of their perception of the sign must be assessed.

The IPC Presidium reminded that in order to assess the sign for its com-
pliance with the norms of Subpara 2, Para 3, Art. 1483 of the Civil Code, it
is necessary to take into account how consumers perceive this sign in each
specific case, based on the sign’s semantic meaning and taking into account
all relevant factors on a case-by-case basis.

The IPC Presidium then supported the position of Rospatent that pro-
paganda of terrorism and registration as a trademark of a sign reproducing
the name of a terrorist organisation and perceived as such by the Russian
consumer was unacceptable.

At the same time, the IPC Presidium noted that Rospatent’s conclusion
based only on information from an encyclopaedia such as Wikipedia, from
other Internet sources referring to it, and from a literary publication of
approximately the same year of publication as the application filing date,
does not correspond to the expected level of legal motivation, especially
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since Rospatent has broad powers to involve a wide range of sources and
information at different stages of sign evaluation to motivate its decisions.

The IPC Presidium reminded that the activities and decisions of a public
body should inspire the confidence of citizens, society and organisations.

4. Co-ownership of Trademarks under
International Registration

IPC Presidium Resolution of 27 July 2022 in Case No. IPC-281/2021

In view of the provisions of Art. 6 quinquies (B) of the Paris Con-
vention, the granting of legal protection in the Russian Federation to a
trademark registered under international registration cannot be recog-
nised invalid on the grounds of its inconsistency with the norms of Art.
1478, Civil Code (due to the fact two legal entities are the right holders
of the trademark).

An individual entrepreneur applied to Rospatent with an objection
against the granting of legal protection to a trademark under an interna-
tional registration. Initially the registration was in the name of one foreign
legal entity, but years later the international registry was amended, and two
foreign legal entities became the right holders. Rospatent refused to grant
the objection, following which the individual entrepreneur appealed to the
IPC. The first instance court dismissed the claims, and the cassation court
upheld this ruling.

In rejecting the claims, the first instance court drew attention to the ad-
missibility of co-ownership of a trademark under an international registra-
tion in the case of its registration as such in the country of origin, which is
directly evidenced by the rules of the Paris Convention.

The IPC Presidium also noted that under Art. 6.quinquies (B) of the
Paris Convention, trademarks falling under this Article of the Convention
may be refused registration or invalidated only in the following cases:

where the signs may infringe rights acquired by third parties in the
country where protection is claimed;

if the signs have no distinctive character or consist exclusively of signs or
indications which may serve, in trade, to indicate the kind, quality, quan-
tity, intended purpose, value, place of origin of the goodsm or the time of
production, or which have become customary in the current language or
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in the bona fide and established commercial practices of the trade of the
country where protection is claimed;

if the signs are contrary to morality or public policy and, in particular,
of such a nature as to deceive the public.

Article 10.bis of the Paris Convention provides for the invalidation of
the granting of legal protection to a trademark if its registration constitutes
an act of unfair competition.

Under the Paris Convention, there are no other grounds for refusal to
grant legal protection to trademarks under international registrations.

In accordance with the meaning of the above norms of international
law, the granting of legal protection to a trademark under international
registration in the Russian Federation may be refused only on the grounds
expressly mentioned in the said legal norms.

Thus, the IPC Presidium agreed with the conclusion of the first instance
court that the granting of legal protection in the Russian Federation to the
contested internationally registered trademark cannot be invalidated on
the grounds of its inconsistency with the norms of Art. 1478 of the Civil
Code (due to the fact that the right holders of the trademark are two legal
entities).

5. Methodology for Comparing a Trademark
and an Appellation of Origin

IPC Presidium Resolution of 22 July 2022 in Case No. SIP-1042/2021

For the purposes of Para 7, Art. 1483 of the Civil Code, the trade-
mark (the sign applied for registration) is to be subjected to comparison
with account of its strong and weak elements and the appellation of origin
taken as a whole,.

Rospatent refused to register the sign ‘Palazzo di Parma’ with respect to
a broad list of ICGS Class 29 goods and to satisty the applicant’s objection,
despite the voluntary reduction of the list of goods. The first instance court,
on the contrary, recognised the designation as fancy and cancelled Ro-
spatent’s decision due to the violation of the provision of Subpara 1, Para 3,
Art. 1483 of the Civil Code. The court also disagreed with Rospatent’s
conclusion that the sign does not comply with the provisions of Para 7,
Art. 1483.
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In particular, the first instance court did not agree with the conclusion
that the applied-for sign and the earlier appellation of origin ‘PROSCIUT-
TO DI PARMA' have a common strong element ‘DI PARMA' / ‘di Parma.
The Court stated that the subject of comparative analysis to establish simi-
larity on the semantic criterion should be the verbal elements ‘Palazzo’ of
the disputed designation and ‘PROSCIUTTO’ of the earlier appellation of
origin, which have no phonetic and semantic similarity. Taking this into
account, the court ordered Rospatent to register the contested sign.

The IPC Presidium, in its turn, decided to change the first instance
courts decision and passed a new court order obliging Rospatent to re-
consider the objection against the refusal to grant legal protection to the
trademark, with account of the legal positions set out in the ruling.

Firstly, the IPC Presidium rejected Rospatent’s claim that the court deci-
sion did not comply with the requirements of Subpara 1, Para 3, Art. 1483.
The decision of Rospatent was rightly recognised invalid because the cir-
cumstances regarding the probable associative links with the sign applied
for registration in relation to each product (group of products) had not
been investigated in detail.

Secondly, the IPC Presidium noted that, in general, it is a methodologi-
cal error to look for strong and weak elements in an appellation of origin,
since such a means of individualisation is granted legal protection if the
sign as a whole has become known in relation to specific goods.

Accordingly, the IPC Presidium clarified that for the purposes of Para 7,
Art. 1483 of the Civil Code, a trademark (a sign applied for registration)
is subject to comparison with account of its strong and weak elements and
the appellation of origin as a whole.

6. Termination of Trademark Protection
in case of Right Holder’s Bankruptcy

IPC Presidium Resolution of 21 July 2022 in Case No. SIP-1172/2021

If the right holder has voluntarily terminated his/her activity as an
individual entrepreneur, but at the time when a third party files an ap-
plication for early termination of the legal protection of a trademark,
bankruptcy proceedings have already been initiated against this right
holder, the interests of such third party shall be satisfied not at Rospatent
by considering the said application, but by purchasing the trademark at
auction as part of bankruptcy proceedings.
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A company filed an application with Rospatent for early termination
of the legal protection of a trademark due to the termination of the right
holder’s activities as an individual entrepreneur.

Rospatent refused to satisfy the objection because at the time the ap-
plication was filed, a debt restructuring procedure had been introduced
against the right holder. Consequently, all the assets of this person consti-
tute the bankruptcy estate, the disposal of which is carried out as part of
the bankruptcy case.

The first instance court upheld Rospatent’s decision.

The company has filed a cassation appeal. The company pointed out that
it follows from the clarifications of Para 175 of the Resolution of the Plenum
of the Supreme Court of the Russian Federation No. 10 of 23 April 2019 ‘On
the Application of Part Four of the Civil Code of the Russian Federation,
that the exclusive right to a trademark is included in the estate to be sold for
the purposes of satisfying the property claims of creditors only when an in-
dividual entrepreneur ceases to operate against his/her will, i.e. in the event
of a bankruptcy. In this case, according to the company’s opinion, the right
holder stopped their business activities at their own will; therefore, the legal
protection of the disputed trademark should be terminated.

The company pointed to important violations of the application assess-
ment procedure, arguing that it was the task of Rospatent to perform early
termination of legal protection of trademarks, and that Rospatent failed to
do so.

The IPC Presidium did not agree with the arguments for the following
reasons.

According to Part 1, Art. 45 of the Russian Federation Constitution, ev-
eryone is guaranteed the protection of his or her rights. A company is not
the only person to whom such protection is guaranteed; it is guaranteed to
everyone, including those whose interests contradict those of the company.

In the context of early termination of the legal protection of a trade-
mark, it is the not duty of Rospatent to automatically terminate such pro-
tection at the request of any person, but to consider the merits of the issue
and terminate the legal protection only if there are grounds therefore (and
there are no obstacles thereto).

Thus, the key question in this dispute is whether there were really no
grounds for early termination of the legal protection of the disputed trade-
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mark and whether Rospatent was able to establish this (which includes the
actions which, in the company’s opinion, violate the procedure).

As directly follows from the said Para 175 of Resolution No. 10, the Supreme
Court considers only three of all possible cases involving individual entrepre-
neurs: 1) voluntary cessation of business activities without any operations with
the trademark, 2) voluntary cessation of business activities with subsequent
transfer of the trademark to a legal entity or individual entrepreneur (or where
the right holder obtains a new status of an individual entrepreneur), and 3)
forced termination of business activities (including bankruptcy).

The Supreme Court does not consider the case of a voluntary cessation
of business operations followed by bankruptcy.

From this point of view, both the purpose of the legislative regulation
and the substance of the Supreme Court’s clarifications need to be clarified
so as to determine whether they can apply by analogy to the situation in
the present case.

The IPC Presidium drew attention to the legal position stated in the
Supreme Court’s ruling of 21 March 2018 No. 306-ES17-19720: in addi-
tion to the provisions of the Civil Code, which give legal grounds to strip
the right holder of the exclusive right to a trademark, one should also take
into account the special norms of the Bankruptcy Law, which are aimed at
protecting the rights and legitimate interests of creditors of the bankrupt
right holder. Therefore, to achieve a balance between the interests of the
person wishing to use the trademark and the creditors interested in the
fullest satisfaction of their claims at the expense of the debtor’s property,
the trademark must be purchased at an auction for a fair price.

The essence of the legislative regulation laid down in Subpara 4, Para 1,
Art. 1514 of the Civil Code is that in order to secure the interest of a par-
ticular person who is not the holder of a trademark, protection for a sign
that is no longer used in business operations must be discontinued (no
justification of such interest is required).

According to the logic of the Supreme Court, this interest is to be pro-
tected unless an interest that is more important for the law and order is iden-
tified (the interest of the legally compliant right holder in the second case
described by the Supreme Court or the interest of creditors in the third case).

The situation considered in this case is essentially a compilation of the
second and third situations considered by the Supreme Court. Namely,
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business operations were ceased on a voluntary basis, but at the time the
application for early termination of the legal protection of the disputed
trademark was filed, the arbitration court ruled that a procedure for re-
structuring the individual’s debts should be introduced in respect of the
right holder. The individual was later declared insolvent (bankrupt).

In that situation, both Rospatent and the first instance court focused on
the legitimate interest of the creditors, seeking to satisfy their claims at the
expense of the debtor’s property.

The company’s interest in the trademark in such a situation may be pro-
tected in different way, namely, by purchasing the trademark at an auction
for a fair price.

7. Descriptive Nature of a Sign

IPC Presidium Resolution of 20 July 2022 in Case No. SIP-1044/2021

The characteristics of a goods that prevent registration of a sign on
the basis of the provision of Subpara 3, Para 1, Art. 1483 of the Civil
Code include the intended result of the use of goods for the purpose
specified.

Disputed sign

Rospatent refused to register the disputed sign, citing, in particular,
non-compliance with the requirements of Subpara 3, Para 1, Art. 1483 of
the Civil Code, since the verbal elements ‘Mouse Death’ indicating the pur-
pose (to cause death to rodents, i.e., mice) and properties (destroying ro-
dents, i.e., mice) of the goods in question.

The first instance court overturned the decision of Rospatent, which re-
jected the applicant’s objection, and concluded that the disputed verbal ele-
ments should be protected. In the opinion of the court, this element is fancy
and not descriptive in respect of ICGS Class 5 goods, as it does not directly
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indicate the property and purpose of the goods, nor does it indicate the type
of goods, the name of raw materials or materials from which ICGS Class 5
goods are made, nor does it contain any definition of a animal poison.

In overturning the decision of the court of first instance, the IPC Presid-
ium stated that the substantive law had been applied incorrectly: the court
had unjustifiably narrowed the content of Subpara 3, Para 1, Art. 1483 of
the Civil Code.

Pursuant to this norm, signs consisting only of elements characteris-
ing goods, including those indicating their type, quality, quantity, property,
purpose, value, as well as the time, place and method of their production or
sale, cannot be registered as trademarks.

The “properties of the goods” and “purpose of the goods” mentioned in
this norm are only examples of possible characteristics of the goods. The
wording “including’, from the point of view of the Russian language, clearly
means that the list of possible characteristics of the goods is not exhaustive.

Such characteristics may also include the intended result of using the
product for the purpose specified (in the case under review, the cessation
of activity of a rodent, in particular, a mouse).

(On re-examination, the intellectual property court dismissed the claims
in its judgement of 18 October 2022).

Il. Patents

8. Extension of Patent Term for a Divisional Application

IPC Presidium Resolution of 29 August 2022 in Case No. SIP-1141/2021

In case a patent granted on the basis of a divisional application is ex-
tended, the filing date of the divisional application should be considered
to be the initial application filing date.

Rospatent issued supplementary patent at the request of the right holder
on the basis of Para 2, Art. 1363 of the Civil Code.

The company believed that Rospatent extended the term of the disputed
patent validity in violation of Para 2, Art. 1363 of the Civil Code and filed
a petition to the IPC to recognise the actions of Rospatent as unlawful. The
Company pointed out that the statutory requirement of at least five years
between the filing date of the claim for an invention and the date of the first
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authorisation for the use of its protected product had not been met in the
case at hand.

The authorisation to use the medicinal product related to the disputed
patent was received in 2014, while the divisional application that served as
the basis to grant the disputed patent was not filed until 2020.

The IPC disagreed with this argument of the company, noting the following.

Taking into account Paras 1 and 2, Art. 1363 of the Civil Code, two legal
events are relevant for establishing if the validity term of a patent for an
invention relating to a medicinal product based may be extended:

1) date of patent application filing from which the term of validity of the
patent shall be calculated;

2) date of the first authorisation to use the medicinal product (registration
certificate). A patent for an invention relating to a medicinal product shall be
renewed if more than five years have elapsed between dates (1) and (2).

For the purposes of Para 2, Art. 1363 of the Civil Code, the application
filing date shall be determined by the date from which the patent term is
calculated. Since the beginning dates of the calculation of patent validity
term for a patent granted on the basis of a divisional application and for a
patent granted on the basis of an initial application coincide and are deter-
mined by the initial application’ filing date, the filing date of the divisional
application (for the purposes of this norm) should be considered to be the
filing date of the initial application.

9. Invention Novelty and Science Fiction

IPC Presidium Resolution of 29 July 2022 in Case No. SIP-649/2021

Mere suggestions about possible future technical solutions do not
vitiate the novelty of the invention. Otherwise, when analysing novel-
ty, the prior art should have included science fiction literature, among
other things.

Rospatent received an objection and, upon considering it, invalidated
the patent for the invention ‘S1P Receptor Modulators for the Treatment of
Multiple Sclerosis’ on the grounds of the lack of novelty. The patent holder
appealed to the IPC, which granted its application and recognised the deci-
sion invalid due to its failure to comply with the requirements of Paras 1
and 2, Art. 1350 of the Civil Code, ordering Rospatent to reconsider the ob-
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jection to the granting of the patent. The IP Presidium upheld the decision
of the first instance court, dismissing the cassation appeals of Rospatent
and the invalidity applicant.

In granting the claim for invalidation of Rospatent’s decision, the IPC
examined not only the information sources presented in the case materials,
but also took into account the answers of scholars and research institutions
to the court enquiries made by the court pursuant to the procedure pro-
vided for by Part 1.1, Art. 16 of the Commercial Procedural Code, as well
as the answers by expert R. Y. Yakovlev to the questions asked by the court
and representatives of the parties.

The first instance court concluded that the technical solution was not
presented in the prior art because the opposing source only made a theo-
retical assumption, and a survey was planned to verify this assumption.

The IPC Presidium upheld the decision, noting the validity of the ap-
proach that merely announcing a trial of a drug in the required dose does
not provide a basis for recognising the known use of the drug in that dose.

10. Assessing Originality of an Industrial Design

IPC Presidium Resolution of 28 July 2022 in Case No. SIP-1251/2021

When an industrial design is assessed for its compliance with the condi-
tion of patentability ‘originality’, the disputed object must be evaluated and
its essential, dominant features have to be singled out in the first place. Such
features are determined irrespective of the analogue design chosen: they are
inherent in the industrial design and characterise it as such.

Rospatent granted a patent for the industrial design ‘Furniture module-
transformer with storage system, sofa and folding bed’ and rejected an in-
validity application against it.

The first instance court decision, upheld by the ruling of the IPC Pre-
sidium, invalidated Rospatent’s decision due to non-compliance with the re-
quirements of Para 3, Art. 1352 of the Civil Code (assessment of originality).

In rejecting the cassation appeal, the IPC Presidium reminded that
when checking the originality of an industrial design, first of all, its ap-
pearance is examined and its essential, dominant features are identified.
The Presidium recalled the definitions of such features and their differences
from mere nuancing features.
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In the next step, the appearance of the product is compared with the
appearance features of an opposing product selected from the range of ana-
logues. This comparison makes it possible to determine whether the set of
distinctive essential features of the disputed industrial design creates a dif-
ferent visual impression from the item in question.

When comparing the visual impressions of two items, information
about known solutions that determine the appearance of products of this
purpose and similar purposes (about the range of analogues) is taken into
account, and the limitations of designers’ abilities to develop a solution for
the appearance of the product of the given purpose, associated, in particu-
lar, with the functional features of the product are considered (consider-
ation of the designer’s degree of freedom).

In the present case, however, as the first instance court found, instead of
determining the essential features inherent in the disputed industrial design,
then examining the closest analogue to determine whether these essential
features are inherent in it, and identifying the essential features of the dis-
puted industrial design which are distinctive from the closest analogue, thus
determining the materiality of the contribution of such distinctive features to
the appearance of the disputed industrial design, Rospatent began by com-
paring the disputed and opposed appearances of the products, and selected
only the most material distinctive features of the disputed industrial design.

The IPC Presidium CIP emphasised that the essential, dominant fea-
tures of the disputed appearance of a product are determined irrespective
of the analogue chosen: they are inherent in the industrial design and char-
acterise it as such.
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On May 23, 2023 the Institute of Foreign Legislation and Comparative
Law hosted the research workshop “New Information Technologies and
Data Security”

In opening the session, moderator L.K. Tereschenko, Chief Researcher,
ILCL, Doctor of Juridical Sciences, Honored Lawyer of Russia, Russian
Academy of Sciences expert, pointed out that the process of digitization has
marked a new stage for data security as new issues and challenges resulting
from new technologies and new opportunities called for a review of previ-
ous decisions, and there was a change of priorities and requirements to data
security, only to solicit an adequate regulatory response.

Information technologies themselves are not something to be rebuffed.
They are neutral and they open up new opportunities which can be used
for a variety of purposes. This changes both the amount and content of data
security. Moreover, data security of one group of subjects may not exactly
coincide with that of another group in terms of meaning.

Information technologies are increasingly used to interfere in internal
affairs of other countries, undermine their sovereignty and violate territo-
rial integrity. This is destructive not only for information and public psy-
chology but also directly impacts infrastructure facilities, banking sector
and national data systems through hacker attacks, dissemination of fake
information, intentionally false statements, calls for mass riots, extremist
action, etc.

The emergence of new types of harmful information (trash streams and
fake news etc.) with a negative impact on data security drives the problem
beyond the national borders, only to give it an international, cross-border
dimension. Rather than targeting data integrity, availability and confiden-
tiality, attacks seek to destroy parts of the technological infrastructure to
make it dysfunctional. The good news is that both public and private sector
actors increasingly address the issues of data security.

A.V. Minbaleev, Head, Information Law and Digital Technologies
Chair, Kutafin Moscow State Law University, Doctor of Juridical Sciences,
pointed out to the fundamental issue of personal data security in the digital
environment.
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The speaker identified the following key vectors of data security:

1) A need to protect personal data in the digital environment. Users
leave a great number of digital footprints in terms of statistical information
useful for an analysis of actions in the Web which finally provides data on
human beings. In this regard, it would be reasonable to upgrade the per-
sonal data law to specify and broaden the concept of personal data.

2) Personal data processed in large amounts constitute Big Data. How-
ever, Big Data have no protection mechanism. There is a need to improve
both the Big Data law regulation and processing requirements in the digital
environment. Requirements to information systems for personal data are
usually stationary, only to make them inapplicable to cloud-based process-
ing of Big Data.

3) Personal data protection needs to be adjusted to the digital context.

4) Protection of biometric personal data including genetic information
in the digital environment. Formation of a biometric data monopoly. The
Federal Law “On Identification and/or Authentication of Natural Persons
Using Biometric Data, Amending Specific Regulations of the Russian Fed-
eration and Voiding Specific Legal Provisions of the Russian Federation”
(No. 572-FZ of 29 December 2022)! raises a number of issues of the mea-
sures to be taken and reveals risks of data leakage. The government is pur-
suing a set of policies to force individuals to provide their biometric per-
sonal data. There are many questions on verification of biometric personal
data by banks and other subjects supposed to feed data into the system.

5) Data protection issue in light of reliability. Right of access to reliable
information, right to sharing reliable information. Problem of fakes and
deep fakes. Artificial intelligence is now used to discredit public officers
and celebrities and to commit frauds. Apart from amending the law, the
culture of sharing reliable data needs to be promoted in society.

6) Issue of digital doubles. What is a digital avatar? What is its nature?
Multiple threats including cloning. Digital avatars could be deleted and
amended. This segment requires an assessment and further study.

7) Use of particular digital technologies. In a number of cases we have
to use information technologies or data systems that, on the contrary, may
be unavailable because of sanctions. As a result, users may be deprived of
possibility to exist in the digital environment. In this case, the rights of us-

! Collected Laws of Russia. 2023. No. 1 (part I), Article 19.
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ers are significantly restricted in violation of the principles enshrined in
Federal Law No. 149-FZ “On Information, Information Technologies and
Data Protection” of 27 July 2006

V.N. Lopatin, Head and Research Director, Republican Research Insti-
tute of Intellectual Property, Chairman, National and Multinational Tech-
nical Committees on Standardization “Intellectual Property”, Chairman,
Association of Russian Lawyers, Commission on Intellectual Property,
Doctor of Juridical Sciences, Professor, has identified priorities for systemic
improvement of data security. In his presentation, V.N. Lopatin underlined
time has come to reinvent and redefine data security priorities in the con-
text of wider use of modern information technologies.

The data security was first identified as a segment of the national se-
curity system in 1989 when it traditionally meant protection of informa-
tion, state/official secrets, specific data resources and public information
systems.

The following three main categories are normally indentified in the sys-
tem of data security assets:

information and data resources;
data systems;
society, individual and state.

To focus the resources at necessary points, priorities need to be defined
for each group of assets.

As regards information, these include above all personal data, Big Data
of an enormous autonomy, intellectual property in the context of protect-
ing proprietary interests. The use of information technologies for protect-
ing information and data resources.

Critical infrastructure protection issues.

One of the priorities of mass media and online media is to protect per-
sons, society and state from the impact of misleading, fake information
including the one created through the use of artificial intelligence.

The national legal system of information security relies on the principles
of priority of international law. Russia was among the first to propose a
convention against information warfare to be adopted by the United Na-

2 Collected Laws of Russia, 2006, No. 31 (part 1), Article 3448.
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tions. The analysis of law enforcement practices suggests that these provi-
sions are not duly followed.

There is a need to take an inventory of the country’s international trea-
ties from the perspective of national information sovereignty. Reinventing
the system of international law at the regional regulatory level. In terms
of data security, there is a need in strict regulation at the regional level
(BRIRC, EAEU, etc.) for all three categories. Speaking at the 11th Peters-
burg International Legal Forum?’, D.A. Medvedev noted, on the one hand,
the importance of international law and its institutions for Russia and, on
the other hand, inefficient application of international law.

Giving up the practice of creating traditional institutions of internation-
al law and establishing new regional law enforcement centers.

The speaker also stressed the major role of standards across all informa-
tion segments including for the law enforcement system. Russia boasts the
world’s first intellectual property standards system. A system of standards
to apply information technologies to data security at the national, regional
and international levels is critical for future national sovereignty in infor-
mation.

T.A. Polyakova, Chief Researcher, Acting Head, Information law and
international data security department, Institute of State and Law, Russian
Academy of Sciences, Doctor of Juridical Sciences, Professor, discussed the
vectors of modern legal studies in the area of data security.

As a much wider multidisciplinary concept for both research and regula-
tion, data security is regarded as an institution. With the Russian Federation
assuming the responsibility for new constitutional provisions and security of
persons, society and state as applied to the use of information technologies
and digital data sharing (amended Article 71 of the Constitution), a seri-
ous basis for further legal support of data security has emerged. While data
security ranks fourth among the strategic priorities of national security®, the
current geopolitical environment is driving it to the forefront.

® Available at: URL: https://legalforum.info/news/itogi-xi-peterburgskogo-mezhdun-
arodnogo-juridicheskogo-foruma/ (accessed: 24.01.2023)
* Constitution Amendment Law of the Russian Federation No. 1-FKZ «On Improving

Regulation of Specific Issues of the Arrangement and Functioning of Public Authorities”
14 March 2020 // Collected Laws of Russia, 2020, No. 11, Article 1416.

> Presidential Decree No. 400 “On the National Security Strategy of the Russian Fed-
eration”. 02 July 2021 // Collected Laws of Russia, 2021, No. 27 (part II), Article 5351.
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The priorities for studies in the area of data security include:
specifying the concept of “data”;

system of legal principles underlying the national data security;
analysis of current challenges and threats;

international experience of legal support of data security;

conceptual approaches to the development of a system of administrative
and legal measures including issues of multinational cooperation;

international data law.

A.V. Morozov, Chair, Computer Law and Data Security, Higher School
of Public Administration, Moscow State University, Doctor of Juridical Sci-
ences, Candidate of Technical Sciences, Professor, discussed the issues of
developing and introducing new domestic information technologies to en-
sure data security for Russia.

In his report “The development vectors of the data security institution
in the context of digitization”, A.A. Efremov, Leading Researcher, ILCL,
Doctor of Juridical Sciences, Associate Professor, discussed the general reg-
ulatory model of data security including its elements such as strategic plan-
ning, international and domestic regulation. The strategic planning chal-
lenges for data security include multiplicity of documents, development
gap between the IT, electronic engineering industry and technological de-
velopment, a need to take into account the provisions of the new foreign
policy vision of the Russian Federation®.

The international regulation of data security is fraught with issues like
protection of sovereignty, regulatory models imposed by unfriendly coun-
tries and international organizations (digital neo-colonialism), the data
localization dilemma and cyber-space fragmentation or advanced devel-
opment, export and regulation of domestic technologies, multiplicity of
platforms for regulatory development (GEG, OEWG, ITU, SCO, EAEU),
future participation of Russia and EAEU partners in the Council of Europe
Convention on the protection of personal data, and prospects of standard-
ization in the area of information technologies and data security.

Domestic regulation of data security raises the issues like impact of digital
economy on legal regimes applicable to data including development of a legal

¢ Presidential Decree No. 229 “On Approving the Foreign Policy Vision of the Russian
Federation” 31 March 2023 // Collected Laws of Russia, 2023, No. 14, Article 2406.
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regime for data, transition from papers exchange to data exchange, maintain-
ing data security in removing legal restrictions on data sharing and storage,
establishment of a universal trusted digital environment, a need in trust build-
ing mechanisms to introduce digital technologies as part of legal regulation.

N.N. Kovaleva, Head, Department of Digital Technology Law and Bio-
Law, National Research University-Higher School of Economics, Doctor
of Juridical Sciences, Professor, discussed issues of ensuring data security
in the metaverse.

The metaverse is a new development stage of the Internet and an enor-
mous market that, on the one hand, is rich with new opportunities for man-
ufacturing, services and entertainment while, on the other hand, is many
times more prone to possible attacks, with the risk of known data security
threats on the rise along with the emergence of new ones. Children are es-
pecially vulnerable among population groups. The metaverse is focused on
the use of cryptocurrencies and NFT, only to make it more dependent on
hardware. With biometric security built into augmented reality devices, the
confidentiality of users comes under a threat.

While the metaverse is primarily about overseas servers and technolo-
gies, a Russian metaverse needs to be created. Rich with new opportunities,
the metaverse technology can drive economic growth, but data security
threats — especially those affecting persons — cannot be resisted without
government action. It is necessary to reform the public regulation of these
technologies and encourage firms to develop domestic software.

N.V. Putilo, Head, Social Legislation Department, ILCL, Candidate of
Juridical Sciences, made a point that the studies of data security in the area
of public health should take into account the multiple nature (from the
perspective of underlying powers and implementation mechanisms) of the
constitutional right of persons to health and presence of data as an element
of information environment (thing at law) both in its content and imple-
mentation mechanism. At the constitutional level, this element is repre-
sented by the right to reliable data on the status of favorable environment
(Article 42 of the Constitution), prohibition to collect, store, use and share
private information without consent of the person in question (Article 24),
and the right to freely search for, receive, transmit, produce and share in-
formation by any lawful means (Article 29).

These provisions are specified at the level of sectoral legislation, primar-
ily within of three institutions: public sharing data important for health;
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sharing health data in specific information systems set up by the govern-
ment; digital profile of the patient as a complex of private data available
to a limited range of persons as a new sophisticated institution emerging
relatively recently.

According to Putilo, public health protection relationships understood
as a legal link between “individuals, entities and government in connec-
tion with the disease prevention (including the activities to prevent con-
sumption of poor quality products likely to damage public health), health
and medication assistance, as well as incidental relationships (for example,
donorship, rehabilitation)” may be divided into two segments where data
security threats are at their maximum:

organization of health care;
provision of health services.

In the health sector, the integrated public information system incor-
porating as necessary components a set of subsystems including those re-
sponsible for data security (personal data anonymization, data protection
subsystems) has become a major tool for introducing digital health services
and improving organizational relationships within Russia’s health care. The
efforts to find more ways to protect all information in the integrated health
database should become a major vector of regulation in the three areas:

data confidentiality (to avoid unauthorized access to, copying, provision
or sharing);

data integrity (to avoid unauthorized deletion or modification);

data availability (to avoid unauthorized blocking or technical availabil-
ity problems and to ensure timely access).

Issues in each of the three components will threaten public health that
may be damaged through actions (or inaction) by both patients themselves
or other parties as a result of shortcomings of information they possess.

In her report “Legal aspects of ensuring childrens data security”,
N.S. Volkova, Deputy Head, Social Legislation Department, Acting Aca-
demic Secretary in ILCL, Candidate of Juridical Sciences, discussed aspects
of protecting minors in the Internet.

As a background to her report, she has cited official statistics whereby
98 percent of Russian minors aged 15-18 will go online on a daily basis, an
evidence confirming that children are active actors of the information en-
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vironment. The web access is closely related to the ability to receive infor-
mation and exercise the right to freedom of expression as a prerequisite of
other digital rights to be exercised by children (in the digital environment).
Moreover, the ever evolving and progressing technologies bring forth new
challenges to data security in the Internet. Children’s intensive familiariza-
tion with the cyberspace, vulnerability and exposure to outside influences
and media trends as well as inadequate awareness of various risks in the
web can harm their personal development by predetermining destructive
behavior patterns in the future. Creating a safe digital environment is thus
a core objective of public policies in respect of children and teenagers.

In analyzing the underlying regulatory framework, speaker observed
that it is fairly extensive and includes, apart from regulations governing
general issues of data sharing and protection, special provisions like Fed-
eral Law No. 436-FZ “On Protecting Children from Information Harmful
for Their Health and Development” of 29 December 2010 and a number of
bylaws. The recent years have witnesses a major reform of this legislation
caused by a need to reflect new challenges in the information environment
including for protecting rights of minors. One of the legislative trends was
a focus on preservation of values typical of the Russian mentality and on
ensuring comprehensive security for children. In this regard, a special re-
sponsibility should be assumed not only by the authorities and society but
also families. It is the family that lays the brickwork of reference values and
ensures moral and ethical development of children. It is for this reason that
the Children Data Safety Concept updated in 2023 devotes so much atten-
tion to the attitudes regarding education, something that, in the speaker’s
opinion, is not quite in line with the document’s purpose and the subject
matter of the relations it covers.

Also N.S. Volkova noted that governments have been taking more steps
in recent years to protect the physical, ethical, emotional and psychological
state of children following interactions in the digital environment. Many
states have legalized the concepts of cyber-bullying and cyber-grooming,
put into effect the mechanisms to prevent these anti-social phenomena,
and introduced tougher sanctions for negative effects on life and health of
minors subject to web bullying. Russia has yet no legal definition of bullying
and cyber-bullying reported in non-regulatory official documents as anti-
social phenomena. It is clear, however, that the right pattern of behavior,
readiness and ability to resist unprovoked aggression in social media are
necessary communication skills in the cyberspace to become an integral
part of education and upbringing. She reiterated the need for close coop-
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eration between public authorities and civil society, education institutions
and parents to ensure information safety, develop uniform approaches and
effective mechanisms for protecting minors in cyberspace.

S.I. Konev, Deputy Dean, Legal Department, Oil and Gas Gubkin State
University, has presented a report “Public control/supervision of compli-
ance with the personal data law”.

One would be hard pressed to deny a premise of Murphy’s law that
progress is a substitution of one inconvenience for another. In providing
personal data to various information systems (both public and corporate)
we gain in time or service quality at the cost of our privacy. Moreover, dif-
ferent forms of threats to personal data safety are ever growing. These may
be risks of technical nature resulting from malfunctioning of information
systems (through both intentional fraudulent actions and unintentional ac-
tions by operators) or uncontrolled personal data sharing (well manifested
in respect of interpreted data) etc. The government represented by the rel-
evant regulator cannot but respond to the threats by establishing a set of
binding requirements to safe data processing addressed to all operators of
personal data regardless of their status. Moreover, the mechanisms for en-
forcement of control and supervision assume a risk-oriented approach and
preventive measures, with the latter to anticipate control. The law provides
for the following preventive measures: summarizing enforcement practic-
es, awareness raising, warning notice, consulting, preventing visit. These
measures, whatever the essence and meaning of each might be, have a dual
effect. On the one hand, the Roskomnadzor reports over the last few years
suggest that the number of violations of binding requirements is declining.
On the other hand, news portals will regularly report massive leakages of
personal data at major operators such as Yandex or Sberbank. Meanwhile,
it is noteworthy that the Roskomnadzor has disregarded two forms of pre-
ventive action, namely, self-assessment and encouraging fair behavior.

S.I. Konev believes these measures, in view of the dynamics of social re-
lationships in question, to build trust between the regulator and the control
subjects by allowing the latter to impact the possible risk category is in line
with the risk-oriented approach as a whole. Surely, the fair behavior criteria
and self-assessment methodologies will need to be developed. New forms
of prevention, streamlining of control/supervision and other measures ap-
plied by the government are hoped to minimize violations of binding re-
quirements to personal data processing in the future to guarantee privacy
in the cyberspace.
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L.V. Bashlakov-Nikolayev, Chair of State and Law, The Presidential
Academy (RANEPA), Candidate of Economic Sciences, Senior Lecturer,
has congratulated all those present with the anniversary of the ILCL and
wished further centenary of fruitful activities. In his presentation “Legal
aspects of data and technological security in the process of de-cartelization
of the Russian economy” he observed that, according to the social regula-
tor, the Russian economy is teeming with cartels and collusions, only to
constrain competition. In addition, there is an issue of de-cartelization.

The speaker noted that the economy of the digital age makes a differ-
ence in terms of faster exchange, including that of goods, between businesses,
with new contacts and partners easier to find and new transactions faster to
consummate. One example is creation in Russia of five websites under the
contract system for transactions in the digital form. Meanwhile, digitization
of this process has brought about new threats. Did they affect cartelization?

Admittedly, they did. As reported by criminologists and anti-trust bod-
ies, the cyberspace accounts for more than half of all crimes. Approximately
90 percent of cartels were revealed at e-auctions, as a rule at those under the
contractual system, with auction participants connected with customers
through various means. Here it is possible to manipulate bids and auctions
and thus affect the price to be paid by the public budget for goods to be de-
livered. Moreover, digitization created another vulnerability — character-
ized by rapid exchange and manipulation of data — related to identification
and comparison of bids, and pressures to abandon a bid. In addition, such
vulnerabilities use technologies of artificial intelligence and big data.

Meanwhile, digitization is not only about the negative side. In fact, the
early cartels which emerged outside the national borders were identifiable
only with the help of human sources. Now a “digital” cartel leaves many
traces which allow to identify it: for example, a big digital cat developed
by the Federal Anti-Monopoly Service have already identified 90 cartels
at e-auctions. The crimes of this sort are investigated by identifying digital
footprints left by “digital” cartels, location of the message sender, algorithm
in use, range of the parties involved, etc. These things, according to the
speaker, make it easier to reveal cartels. Further improvements and upgrad-
ing of artificial intelligence and big data will facilitate de-cartelization even
more. On the other hand, this creates an institutional problem of recogniz-
ing as cartels all persons regardless of their impact on competition.

As a matter of conclusion, the speaker underlined that while digitization
creates more opportunities for de-cartelization than ever before, there is an
institutional issue of how to interpret the definition of cartels.
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Yu.V. Truntsevsky, Head, ILCL Department of Anti-Corruption Meth-
odology, Doctor of Juridical Sciences, made a presentation “Information
technologies and anti-corruption standards”.

The speaker mentioned his involvement in 2000-2010 in a study target-
ing students in three states: Russia, Kazakhstan and the United States. One
question asked as part of the study was how much liberty — including the
right to privacy — they would give away for public security. It turned out
that students in Russia were almost invariably prepared to sacrifice their
rights for the sake of public security. He ventured to propose that if such
study were conducted now, it would yield similar results. In addition, the
ILCL staff conducted an empiric study of the extent of corruption in re-
spect of digitization in general and data security in particular. The study
was focused on the issues related to tax returns since this process embraces
multiple data including personal data.

While in some states of the world the institution of tax return may en-
visage a liability extending to criminal sanctions, Finland, listed among
non-corrupted states by the Transparency International, does not require
any tax return since the procedure is voluntary. In Russia, the list of those
to submit tax returns has become ever longer since 2008, only to require
enormous time — up to several days — to complete, with whole offices
employed by managers to do the job. However, it has failed to do away with
corruption. On the other hand, this process could be automated and with
good reason. Recently a software allowing public servants to use public re-
sources to complete tax returns rather than do it themselves was developed
jointly with a multifunctional center for public and municipal services. In
fact, a person who has to file a tax return receives a pre-completed docu-
ment that the speaker proposed to call a kind of “vehicle tax”. The process
is as follows: a person authenticates the document upon making sure the
“horsepower” in question is his.

To combat corruption, the society would thus want to collect data on
people. This assumes creating a digital profile to underlie tax reporting. The
argument that such profile can enable data leakage with negative implica-
tions does not hold since our personal data are already available online this
way or another. In the course of his report, the speaker gave an example
of how he had to send his data via various communication networks, each
time at the risk of being picked up and hacked.

In his presentation “Law enforcement constitutionalism as an ideological
basis of data security in the context of digitalization”, O.A. Stepanov, Chief
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Researcher, ILCLs Judicial Law Center, Doctor of Juridical Sciences, Professor,
discussed a number of aspects related to personal data and digital profiles.

O.A. Stepanov underlined that data security issues are relevant to each of
us. An obvious example is leakage of personal data, something that causes
fraudulent telephone calls, a trend exponentially on the rise. Moreover, as
Yu. Truntsevsky said, there are fears of possible data leakage from the digi-
tal profile of an individual as a whole.

Privacy protection issues are normally dealt with at the level of criminal
and administrative law. Meanwhile, penalties or sanctions envisaged by the
legislation do not avert violations, only to further undermine data security.
Once personal data get online, they remain there. One possible solution is
to establish the institution of personal digital profile at the constitutional
level. In this event, a personal digital profile will be treated as a relatively
independent category, with individuals able to apply technological protec-
tion measures such as hiding their e-mails, domicile, etc.

In her presentation “Constitutional law substance of personal data secu-
rity”, E.E. Nikitina, Senior Researcher, Department of Constitutional Law,
ILCL, Candidate of Juridical Sciences, observed that an analysis of all data
security documents applicable to an individual rather than state and soci-
ety reveal that these terms are not compatible by their nature. Overall, the
category of personal security is almost never discussed in jurisprudence
has failed to develop the relevant concept though it should be treated as
and make up a part of constitutional law. The reason is technological: the
farther we move online, the more of human rights (to health, education)
follow suit, as though to become information rights. There should be a the-
oretically different approach to personal data security. It is not solely the
right to information that makes up the substance of personal data security
but equally a number of other constitutional rights available to individuals.

In his report “Requirements to software development process and qual-
ity”, V.A. Edlin, ILCL Postgraduate Student, drew attention to legal issues
of software quality. Despite of some requirements to software quality, all of
them are related to personal data protection. Meanwhile, software is not
something that hangs up in space. These products are currently used in
accounts, integrators etc. The relevant examples can include a possibility to
register at a service via another service, reciprocal authentication through
the use of trusted systems (Yandex, Google etc.), as well as a possibility to
receive cookies in accessing a website from a third-party application sup-
posed to track and transmit data on user actions to a third party.
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Such close integration is vital for the product itself. Admittedly, the se-
curity of such a system is measured by the security of its most vulnerable
component. If an element of pass-through authentication is not adequately
protected, the whole system may be hacked. This requires to determine a
consistent set of requirements to data systems. The software development is
currently on the loose, with many applications being produced, sometimes
to last a day. With time, such applications are supposed to match the quality
of the product. Meanwhile, the practice shows that users are not concerned
with quality: they want access to the content they need as soon as possible
and without much ado.

In this context, regulation cannot be expected to be initiated by the pri-
vate sector. Therefore, specific areas and requirements to software extend-
ing beyond personal data should be identified at the legislative level. The
current trends show that there is an understanding that software is not just
an outcome of intellectual activities but also a service. Thus, regulations
applicable to service quality should presumably apply to the Law “On Pro-
tection of Consumer Rights”. There are some examples, such as car sharing,
when it happens.

In her presentation “Implementation issues of official secrecy regime
in the context of digitization”, E.V. Leoshkovich, Senior Lecturer, Saint
Petersburg State University of Aerospace Instrumentation, ILCL Postgrad-
uate Student, drew attention to the fact digitization has brought about a
situation when it is no longer possible to identify a list of jobs with an ac-
cess to information to be kept secret. In light of the discussed vocational
standards, while a physician is under obligation to keep medical secrets,
the junior staff is not. New jobs like a remote banking specialist are emerg-
ing with no obligation to keep banking secrets. He underlined the issues
of personal data security should be carefully examined to develop a law on
official secrets or impose an obligation on everyone to keep such informa-
tion confidential.

In her report, A.V. Kalmykova, Senior Researcher, Administration Law
and Process Department, ILCL, Candidate of Juridical Sciences, discussed
issues of regulating critical data infrastructure.

In her presentation “The use of information technologies for legal regu-
lation of culture and education”, E.A. Savchenko, Researcher, ILCL Social
Legislation Department, Candidate of Juridical Sciences, drew attention to
the presentation by V.N. Lopatin who said that protecting interests of state
and society is a major task of data security, with a safe digital education
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environment and protection of traditional cultural and ethical values being
among regulatory priorities. Culture as such is part and parcel of Russia’s
national security strategy’. Meanwhile, there is still a problem of public
non-awareness of this wealth that requires advertising for social cause.
Moreover, the speaker has noted that there is a need to legislatively define
the concept of digital culture and digital education environment, as well as
the criteria of quality content.

In his report “Security of personal data and their digital footprint’,
M.M. Stepanov, Senior Researcher, Department of Legal Theory and Mul-
tidisciplinary Studies, ILCL, Candidate of Juridical Sciences, observed that
the protection of the right to privacy is critical for data security. Meanwhile,
the regulation of digital footprint is sparse despite a satisfactory regulatory
scope of the personal data law. In this regard, in the speaker opinion, it is
necessary to regulate the relationships covering personal digital footprint
for protection of information on network users and their right to privacy,
and for security of such data as a whole.

In his report “Legal issues of personal data collection, processing and
protection”, D.A. Basangov, Senior Researcher, ILCL Laboratory of Legal
Monitoring and Sociology of Law, Candidate of Juridical Sciences, dis-
cussed the impact of digital technologies on regulation of personal data
sharing and details of personal data collection, processing and protection
in achieving the public objective to form a personal digital profile. The
speaker identified current issues with regard to the consent to processing
of personal data, their confidentiality and protection. The problem is that
there is no regulatory division between giving and withdrawing consent in
respect of a part of personal data. Meanwhile, operators force the user to
accept these rules in order to have access to a service. Moreover, it should
be borne in mind data processing continues when the subject in question
no longer uses the service, only to violate, in the speaker’s view, human and
civil rights and interests.

The presentation also focused on the issue of collection and processing
of publicly available personal data, as well as on the impact of new tech-
nologies on personal data processing. As a matter of conclusion, speaker
made proposals to have artificial intelligence more responsible for a harm
caused by the violation of confidentiality of personal data.

7 Presidential Decree No. 400 “On the National Security Strategy of the Russian Fed-
eration” dated 02 July 2021 // Collected Laws of Russia, 2021, No. 27 (part II), Article 5351.
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In her report “Security of personal data in the platform economy”,
T.A. Klepikova, Lecturer, NRU-HSE, Senior Manager, Yandex Taxi, point-
ed out that technological development and progress have a major impact
on relations between individuals, society and state across a variety of areas.
IT penetration and a need for data security have affected many areas rang-
ing from public administration to social protection. Moreover, new seg-
ments and institutions — like the platform economy — emerge in the digi-
tal economy to change the current social brickwork. In Russia, more than
15.5 million people are estimated to have some experience of employment
in the platform economy®. Meanwhile, even more numerous are those who
consume its products and services, only to require to take into account
their rights and obligations, with personal data security issues in this area
becoming a specific regulatory priority.

Russias current statutory regulation follows a trajectory of protecting
the integrity and sustainability of the national segment of the Internet, pro-
viding for universal identification rules, substituting for software/hardware
imports, ensuring the digital sovereignty and security of critical data infra-
structure. This is suggestive of a narrow and technology-oriented approach
to data security.

Personal data security in the context of platform relationships will re-
quire a more general and comprehensive approach to include both organi-
zational/technical security measures, guarantees of civil rights and liber-
ties in the Internet, economic and public law aspects. Meanwhile it is not
possible to describe the range of legal guarantees available to individuals
on platforms for lack of a generally acceptable definition of the platform
economy in either law or doctrine. The aspect obviously needs further ex-
amination. A complex nature of these relationships calls to apply the provi-
sions of information, civil, administrative, constitutional, tax, labor, mass
media legislation and probably some aspects of the law on protection of
children from harmful content.

In his presentation “Legal uncertainties of data security in the context
of automated binding decision-making in public administration”, N.A. Na-
zarov, Senior Specialist, Laboratory of Regulating IT and Data Protection,
ILCL, Postgraduate Student, discussed a currently urgent subject not ad-
equately covered by the national doctrine. The sector of public administra-

& The Platform Employment in Russia: Scale, Motivation and Barriers to Participation:
analytical report. O.V. Sinyavskaya, S.S. Biryukova et al. Moscow, 2022.
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tion abounds with examples of automated binding decision-making that
range from calculation of benefits, allowances and pensions to crime antic-
ipation. Moreover, at the first glance these technologies exhibit a number of
advantages for data security compared to human operator such as: artificial
intelligence can avoid social engineering problems; and new systems can be
developed to run automatic software tests for known cyber vulnerabilities.

Meanwhile, the use of these systems in their current shape is fraught
with multiple potential risks, the first being a possibility to feed mislead-
ing information to artificial intelligence through other technologies. For
example, one can clone the voice and video image of someone requesting a
benefit or subsidy to be transferred to a bank account. Moreover, mislead-
ing information can be created in real time using the so-called deep fake
technology. The second issue is possible leakage of data with serious impli-
cations for individuals, society and state. The data used in such systems is
not a chaotic dataset but an already processed data array on each specific
individual. The third issue is a possibility to manipulate input data. The
knowledge of weights allows to manipulate data, that is, provide those doc-
uments that are more important for decision-making than others. There is
also an issue of trash data input for machine learning. Finally, the fourth
problem of automated binding decision-making in public administration is
that of the impact on output data. Successful computer attacks on the sys-
tems themselves can change the whole decision-making process. Presum-
ably, the point of change cannot be identified due to the black box specifics
of artificial intelligence. As a possible option, speaker proposed to develop
requirements to the technical, organizational and legal protection.

L.K. Tereschenko thanked all speakers for interesting reports and fruit-
ful discussions.

The research workshop and discussions were also attended by lead-
ing experts in information law: I. Yu. Bogdanovskaya, Ordinary Profes-
sor, National Research University-Higher School of Economics, Editor-in
Chief, Legal Issues in the Digital Age Journal, Doctor of Juridical Sciences;
P.P. Kabytov, Head, Laboratory of legal regulation of information technolo-
gies and data security, ILCL, Candidate of Juridical Sciences; A.A. Tedeeyv,
Professor, MSU and Shenzhen University, China; E.K. Volchinskaya,
Chief Specialist, Legal Department, Federal Notary Chamber, Candidate
of Economic Sciences; M.S. Zhuravlev, Lecturer, Department of Digital
Technologies and Biolaw, Researcher, NRU-HSE Institute of Digital Envi-
ronment Law, Candidate of Juridical Sciences; V.A. Bozhenova, Lecturer,
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Department of Digital Technologies and Biolaw, NRU-HSE; A.A. Anto-
polsky, Senior Lecturer, Plekhanov Economic University, Candidate of
Juridical Sciences; M.D. Lvova, Adviser, Alexeevsky Municipal District
Administration, Moscow; R.R. Mazitov, State and Law Department, Se-
nior Researcher, Far Eastern Institute of Legal Studies under the Ministry
of Interior, Khabarovsk City; I.A. Strakhov, Head, Alexeevsky Municipal
District Administration, and Postgraduate Student, Moscow City Peda-
gogical University; A.A. Kashirkina, Leading Researcher, ILCL Center of
International Law and Comparative Legal Studies, Candidate of Juridical
Sciences; O.E. Starodubova, Research Assistant, Administrative Law and
Process Department, ILCL; V.V. Shtukin, Senior Researcher, Center for
the Study of Territorial Governance and Self-Governance, Academy of So-
cial Governance, Candidate of Juridical Sciences; A.N. Morozov, Leading
Researcher, Center of International Law and Comparative Legal Studies,
ILCL, Candidate of Juridical Sciences; D.A. Pechegin, Leading Research-
er, Center for Criminal and Criminal Procedure Law and Legal Practice,
ILCL, Candidate of Juridical Sciences.
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AHHOTauus

MHdopmauroHHoe 06LWEecTBO Hallero BPEeMEHU XapakTepusyeTcsl LUMPOKO-
MacLUTabHbIM U MHTEHCUBHBLIM MCMOJIb30BAHMEM KOMIMbIOTEPHbBIX TEXHONOIMIA
B OONbLUMHCTBE chep IKOHOMUYECKMX OTHOLIEHU. OYeHb MHOrMe npouenypsbl
B3aVIMOAENCTBUSA NIMYHOCTEN N XO3ANCTBYIOLLMX CYOBEKTOB KOMMbLIOTEPU3NPO-
BaHbl U OUN@PPOBaHbI. ANCTAHUMOHHbLIE TEXHONOMMN, NMPUMEHsieMble B VIHTep-
HeTe, MO3BONSIOT KONMJIEKTMBAM, B YACTHOCTU, NMPOM3BOAUTL MaTeMaTuyeckne
BbIYMCNIEHMS U MOJNy4aeMble OAHHbIE MCMOMb30BaTh B MHTEPECAX y4aCTHUKOB
TaKMX KOMNEKTUBHBIX BblYMCAEHUA. COBOKYMHOCTb TakMUX 9NEKTPOHHbIX AAHHbIX
B Poccuiickoin depepaumm nerutuMmmpoBaHa kak uudposas santota. tOpuam-
4yeckoe coaepxaHue U MecTo LMdPOBOI BanioTbl B MMYLLLECTBEHHOM 060poTE 1
CUCTEME ero rocyapCTBEHHOr0 PEryInpoBaHUs ABASETCS akTyalbHbIM 0Obek-
TOM Hay4HOI pa3paboTkun. B cTaTtbe Ha OCHOBE MCCNea0BaHNSA OTEHECTBEHHOIO
3aKoHOAATENIbCTBA U HAY4YHbIX NyGnkaumin 060CHOBLIBAETCS OPUANYECKOE CO-
aepxaHve uLmdposor BasIOThl Kak 3amndposaHHon nHdopMauum v Bnaa MHoro
VIMYLLECTBA; aHaNM3npyloTCa 3aKOHOAATesNbHble KOHCTPYKUUK, npeaycmartpu-
BawoLme GyHKUMOHMPOBaHME LMGPOBON BanoTbl B Ka4eCTBE CpeacTsa nnare-
Xa W MHBECTUUMIA; BbIBNSIIOTCA KAYeCTBEHHbIE MPU3Hakyu UU@PPOBON BasOThI,
npucyLime obbekTy rpaxaaHckmx npas. Lindposasa Baniota nccnemoBaHa kak
COBOKYIMHOCTb 9IEKTPOHHbIX AAHHbIX 1 MHDOPMALMS, AaHO aBTOPCKOE onpene-
neHve umdposoii BantoTsl. Lindposas BanoTa B 060p0Te packpbiBaeTCs Kak 3a-
wndpoBaHHas MHopMaLusl, pacieTHO-O0OMEHHbI 9KBUBANEHT U MHBECTULM-
OHHbI aKTUB. ApryMeHTUpOBaHa OLMOOYHOCTb 3aKOHOAATENIbHOMO MPU3HAHUSA
LUMdPOBOK BaNOTbl CPEACTBOM narexa. Kputnyeckn oueHeHbl NpaBOBble KOH-
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Cratbm

CTPYKLMM O BOSMOXHOCTU UCMOJIb30BaHNS UunMdpPOBOM BanOThbl B KAYECTBE MHBE-
ctmumii. iccnepoBaHbl 0COH6EHHOCTM 060pPOTa U Pas3BUTUE HOPMATUBHOIO pe-
rynmpoBaHns un@poBOor BaioTbl B POCCUICKOM NpaBonopsiake. OcyLlecTBieH
NPaBOBOW aHaNM3 NapIaMEHTCKOro 3akOHOMPOEKTa O «MalHUHre» Uu@poBbIX
BatoT. OBOCHOBLIBAETCS CYLLHOCTb U GOPMYNMPYETCS onpeaesieHne aeaTenb-
HOCTW, HanpaBneHHON Ha NoJslydyeHne udpPoBbIX BAMIOT NyTEM MaTeMaTUYECKNX
BbIYMCNEHNN HA YaCTHbIX KoMMbloTepax. Lindposasa Baniota paccmarpmsaeTcs
KaK pa3HOBUAHOCTb MHOMO MMYLLLECTBA, CAENaH BbIBOA, O BO3MOXHOCTU NPU3HA-
HUS «MOHETbI» LM POBOI BaNOTbl 0ObEKTOM rpaxaaHCKOro npaea. May4eHsl co-
BPEMEHHbIE AOKTPUHAsbHbIE Pa3paboTKn NPENMYLLLECTBEHHO POCCUNCKNX YYE-
HbIX, SHUMKIIONeaNYEeCKME N HOPMATUBHbIE UCTOYHUKIW. BHOCATCSA npeanoxeHus
O COBEPLLEHCTBOBAHNN NPaBOBOro PErynmpoBaHns 06LLECTBEHHbLIX OTHOLLEHUIA
B cchepe nMyLL,ecTBeHHOro o6opoTa LUmMdpPOoBOY BanioThl.

Knio4yesbie cnoBa

undposasg BanoTa; MHOOPMALMOHHbLIE TEXHONOMNU; MaTteMaTU4eCKne Bbl4ncne-
HUS; NHPOPMaLMS B 3N1EKTPOHHOM popMme; NHTEPHET; 3aKOHOL4ATENbCTBO; UMY-
LLLEECTBEHHbI 060POT; MHOE UMYLLLECTBO.

BnarogapHocTu: /lccnegoBaHuve BbINOJSIHEHO BO UCMOJIHEHME rpaHTa Poccuii-
ckoro Hay4yHoro ¢poHaa (npoekT N2 23-28-00475).

Cratbsi ony6nkoBaHa B pamMkax npoekTa no nogaepxke nyénvkaumii asTopos
POCCUINCKUX 06PasoBaTesibHbIX U HAYYHbIX OPraHn3aumnin B HaydHbIX U3OaHUAX
HWY BLUS.

Ana yntuposanuns: ToHyapos A.W., Cagkos A.H., Cagkos B.A., Jasynos [.A.
Lindposas Bantota B COBPEMEHHON Poccun: 10opnanyeckoe cogepxaHue n me-
cTo B 0bopoTe // Bonpocekl npaBsa B ungposyto anoxy. 2023. Tom4. N2 2. C. 4-25
(Ha aHrn. 913.) DOI:10.17323/2713-2749.2023.2.4.25
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Cratbun
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AHHOTauus

B cTatbe paccMoTpeHbl 0COBEHHOCTU NpuMeHeHus Poccuiickon Denepauveit n
CTpaHaMu-y4yacTHMLUaMn EBpasminckoro akoHommyeckoro cotsa (EASC) — be-
napycbto, KazaxctaHoMm, Kelprbl3CTaHOM MEXaHM3MOB HAIOroBOro CTUMYSINMPO-
BaHus IT-oTpacnu. AHanM3MpyTCH HaNOroBble NbroThl, YNPOLLEHHAA cucTemMa
HaNorooB/I0XKEHNS N PEXUM HANTOro0610XEHMS HA TEPPUTOPUSAX 0COObIX 3KOHO-
Muyeckux 3oH (033), cneumanbHbIX 9KOHOMUYECKUX 30H (CI3), napka BbICOKMX
TexHonoruii (MBT). BHMmMaHue Takxe yaeneHo nopsaaky 4OCTyna v akkpeamtauum
KoMnaHuin ans pabotsl B 033, C33 unu MNMBT ¢ NnpUMeHEHVEM NIbIFOTHOIO PEXU-
Ma HanoroobnoxeHus. [lenaetcs BbIBOL, YTO roCcy4apCTBa NPUMEHSIIOT BCE Me-
XaHM3Mbl HANIOrOBOr0 CTUMYIMPOBAHUS: HANIOrOBbIE NbrOThl, YNPOLLEHHYIO CU-
cTemy HanoroobnoxeHus, 093, C33, MNMBT, ogHako No-pas3HOMY UX NCMOb3YIOT,
YTO BNMSET HA YPOBEHb PA3BUTUS OTpacan. Poccus NpakTukyeT n3bupatesbHbli
1 ouddepeHUMPOBaHHbIN NOAX0A, U3—3a Yero 60nbLuasg 4acTb IT-koMnaHui oT-
CEeKaeTcs OT NIbrOTHOro pexuma HanoroobnoxeHusi. CtpaHsl EASC BbipaboTanu
B JAHHOM BOMNpoce 60s1ee NONOXUTENbHbIV NMOAXOA, C YNPOLLEHNEM PETUCTPALM-
OHHbIX MPOLeayp, HEOOXOANMbIX AJ151 BXOXKAEHNS OTEHECTBEHHbIX U 3apYOEXHbIX
KOMMaHWN B NbroTHbIe 30HbI 1 gonycka B MBT u C33 IT-cneuwanucTtos. MNpea-
flaraeTcsi BOCMNoJ1b30BaTbCs OnbITOM cTpaH EASC v npu perynnpoBaHnmu AOCTy-
na MHOCTPAHHbLIX KOMMaHWM U3 OPYXECTBEHHbIX rOCYAapCTB B KayecTsBe pesu-
neHToB Ha Tepputopum 033 Poccun. 310 6yaeT cnocobCcTBOBaTh BHEAPEHUIO
HOBbIX TEXHOJIOMMI 1 OOMEHY OMbLITOM C OTEYECTBEHHLIMU KOMMAHUSAMU. Takxe
00O0CHOBaH TE3M1C, 4YTO A5 LLEeNIOCTHOr0 U CUCTEMHOIO Pa3BUTUS OTEYECTBEH-
Hom IT-oTpacnun HeuenecoobpasHo anddepeHLMpoBaTb KomnaHum Ha Software
Company (cneumanmsnpyroLLMecs Ha BbICOKMX TEXHONOMMUSX) U KOMMNAHUKU, Ha
TaKMX TEXHONOrMSX He cneumanuauvpyowmecsd. O6palleHO BHUMaHME Ha He-
006XOAMMOCTb pacLUMpPEeHnst NepeyHst BUAOB IT-AedATenbHOCTN, OTKPbIBAIOLLNX
OTEYECTBEHHbIM KOMMaHUSAM [OCTYMN K JIbFOTHOMY HanoroobnoxeHuo. OTmeyva-
€TCS, 4TO OMbIT HA/IOrOBOr0 CTUMYANMPOBAaHMS JAHHOM OoTpacnan B ctpaHax EASC
NMoKasbIBAET, YTO NPUMEHSIEMbIN MU NOOXO0L NO3BONSAET 06beANHUTL OONbLLNH-
CTBO IT-kOMNaHn 1 cneunanucToB—OU3NYECKNUX NUL, HA TEPPUTOPUM OTAESb-
Ho C33 nnu MNBT, 4TO BbIFOAHO Kak CaAMUM KOMMAHUAM 1 PUINYECKUM NLLaM
13—3a JIbFOTHOIO HANIOro0BI0XEHUS, Tak U FOCYAAPCTBY, KOTOPOE BEAET YHET UM
1 MPOM3BOAMMON MMU NPOAYKUMU U OTKPbITUA. B Poccun IT-komnanun, ecnm
OHU He BxoasaT B 033, pasapobneHbl U UX TPyAHEE B 3TOM CMbICNE KOHTPOSM-
poBatb. CaoenaH BbiBOA, 4TO Poccuum uenecoobpasHo obecneuntb eAMHo06pas-
HOE MPVMEHEHNEe MEXaHM3MOB HaSIOrOBOr0 CTUMYIMPOBAHUS OTEYECTBEHHOW
IT-oTpacnu Ha Bcew TeppUTOpUN CTPaHbl, 4To ByaeT cnocobCcTBOBaTL €€ pasBu-
TUIO N POCTY KOHKYPEHTOCMOCOBHOCTN HA MEXAYHAPOAHOM PbIHKE.

Knio4yeBbie cnoBa

IT-oTpacnb; IT-komMnaHus; HaNOroo610XeHWEe; HaNOroBbIE JbIrOThl; 0COObIE 3KO-
HOMWYECKNE 30HbI; MAPK BbICOKNX TEXHOTOTNIA.
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Cratbm

BnarogapHocTu: paboTa BbiNOSHEHA B paMkax NpoeKkTa Noanep>Xxku nyonvka-
LA aBTOPOB POCCUIMCKMX 0O6pa3oBaTesibHbIX U Hay4HbIX OpraHM3auuii B Hay4HbIX
mnagaxuax HAY-BLUS.

Ana umtnpoBanusa: MNepenenuua M.A., MuponuykoBckass B.B. OcobeHHo-
CTW HaNOroBOr0 PEeryampoBaHnsa WUHAYCTPUU MHPOPMALMOHHBIX TEXHOOrNM
B Poccun un rocypapcteax EBpoasmarckoro aKOHOMWYECKOro coto3a // Bo-
npocekl npasa B ungposyto arnoxy. 2023. Tom 4. N2 2. C. 36-45 (Ha aHrn. 93.)
DOI:10.17323/2713-2749.2023.2.26.45

Nudopmauums o6 aBTopax:
M.A. Nepenenvua — [OKTOP IOPUANYECKUX HAYK.
B.B. MupoHuykoBckas —kaHgmgat GunocopCKmx Hayk.

Cratbs noctynuna B pegakuuio 11.06.2023; ogobpeHa nocne peueH3npoBaHus
23.06.2023; npuHaTa k onybnnkosaHuio 23.06.2023.

Hay4Has ctates

YAK: 347.1
DOI:10.17323/2713-2749.2023.2.46.77

NMPUOBPETEHUE TAJIAHTOB U COTMJTALLEHUA O HEKOHKYPEHLIUN:
NMPOBJIEMbl AHTUMOHOMNOJIbHOIO SAKOHOAATEJIbCTBA

Anekceii lOpbeBny UBaHoB', Onbra AHapeeeHa HukonaeHko?

2 HaumoHanbHbI UccnenoBaTeNlbCKUn YHUBEPCUTET «BbiCLuas LKoIa 3KOHO-
Mukn», Poccusa, Mockea 101000, MacHuukas yn., 20,

Taivanov@hse.ru

2pagavrilova@hse.ru

AHHOTauus

B nocnenHue rogpl KOMAaHUM yOEnsioT Bce O0bLLE BHAMAHWSA NEPCrnekTUBHbIM
naesim n nccneposarensaM. B pasnnyHbix dapmaueBTUHeECKMX oTpacnsix 60mb-
was yactb GpMPM NokynaeT TanaHTbl, HO He KJMEHTCKylo 6a3y 1 NpoayKuumio.
Korpa komnaHus npuobpeTaeT KOHTPOJIbHbIM NakeT akumii He60NbLIOK GUPMBI,
OPUEHTUPOBAHHOW HA NCCNEeA0BaHUS 1 Pa3paboTkm, NPOAABLOM YacTo ABNASET-
CS Be4yLUIN HAYYHbIN COTPYAHUK, U C HUM 3aKJI04aloTCA AOrOBOPbI O HEKOHKY-
peHuun, KoHOUAEHUMaNbHOCTU 1 apyrne GopMbl 0693aTeNbCTB, KOTOpbIE 3a-
CTaBAT ero paboTtarb UCKJIIOYNUTESIBHO Ha LIENEBYIO KOMMaHuio. MNprnobpeTteHns n
cTpaTtermyeckoe COTPYAHUYECTBO C Aaneko naywummn apdektaMmmn «610KNMpoB-
Ku» CTpafaloT OT HELOCTATOYHOrO NPUMEHEHNS aHTUMOHOMOJIbHOIO 3aKoHo4a-
TeNbCTBA, U HM aHTUMOHOMNONbHbIe opraHbl CLLUA, Hu Komunccus EBponenckoro
COl03a, HMU aHTMMOHOMOJIbHbIE OopraHbl cTpaH BPUKC He ynensooT OonkHOro
BH/UMaHUs NHHOBALMOHHBLIM NpobsiemMaM, BO3HMKAIOLLIMM B CBA3W C 3TUM. Halue
npennoxeHne, KOTOPOE, kak Mbl MpuU3HaeM, TpebyeT AanbHEeNLIero aHanmsa u
pa3paboTkn, 3aksyaeTcs B TOM, 4ToObl paccMaTpuBaTb MccriegoBartenien u
KJIIOYEBbIX CMEeUManmcToB Kak MHHOBALUWOHHbIE aKTUBbl — U MPU3HaBaTb 3TU ak-
TMBbI Ha pbiHKax cbipbs M HUOKP, Ha KoTopbix OHM ae-dakTo paboTatoT. ITO
MO3BOMUT NPOAHANIM3MPOBATb, HE 3aXBaTbIBAIOT JIM KPYIHbIE KOPNopauum cooT-
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Cratbun

BETCTBYIOLLME PbIHKN MCCIea0BaHuii U pa3paboTok, co3aaBas MepTBble 30HbI,
JIMLLEHHbIE NHHOBALMOHHbIX PEeLUEHUIA.

KnouyeBbie cnoBa
NnornoweHne; TanaHTbl; MHHOBALMOHHLIA akTUB; 3almTa KOHKYPeHUMU; aHTu-
MOHOMOJIbHOE NPaBOMNPUMEHEeHNe; NCCNeaoBaHns 1N paspaboTkn; corfalleHne
0 HEKOHKYPEHLN.

Ansa yntnposarHus: VisaHos A.1O., HukonaeHko O.A. MprnobpeTteHne TanaHToB
W COIMMallIeHNsT O HEKOHKYPEHUMN: NpobnemMbl aHTMMOHOMOJIbHOMO 3akoHOAA-
TenbcTBa // Bonpochki npasa B unpposyto anoxy. 2023. Tom 4. N2 2. C. 46-77
(Ha aHrn. 913.) DOI:10.17323/2713-2749.2023.2.46.77

UHdpopmauns 06 aBTopax:
A.10. MiBaHOB — KaHOWAAT LOPUANHECKUX HAYK, ANPEKTOP.
0O.A. HukonaeHko — KaHAMOaT IopPUANYECKUX HayK, HayYHbIi COTPYAHUK.

Cratbst noctynuna B pepakumio 22.03.2023; opobpeHa nocne peueH3npoBaHus
28.04.2023; npuHsaTa k onybnukoaHuio 18.05.2023.

Hay4Has ctates

YAK: 347.1
DOI:10.17323/2713-2749.2023.2.78.121

BAJIAHC MEXXAY KUBEPBE30IMNACHOCTbIO
N KOHOPUAEHUWAJIbHOCTbIO: MPABOBBIE U 9TUYECKUE
B3rngdabl B LUDPOBYIO 3MOXY

H. Annaxpakxa

Y36ekuncTaH, TawkeHT 100047, TallKeHTCKNIA rOCYAapPCTBEHHbBIN I0PUANYECKUN
YHUBEPCUTET,
Chaudharynaeem133@gmail.com, 0000-0003-3001-1571

AHHOTauus

B coBpemMeHHOM LMdPOBOM MUPe 0COOYI0 aKTyaslbHOCTb MPMOBPETAOT BOMPO-
Cbl Kn6ep6e30nacHOCTU 1 3alnTbl KOHGUAEHUMANBLHON UHGopMaumn. OaHako
He MeHee BaXHO cobnoaaTthb 1 Apyroe HeOTbeMJIEMOE NMPaBO YenoBeka — NpPaBo
Ha HENMPUKOCHOBEHHOCTb YaCTHOM XM3HW. BHMMaHuio ynTtarens npennaraercs
aHanmM3 NPaBOBbIX N 3TUYECKMX BOMPOCOB cobnioaeHns 6anaHca mexay kmbep-
6€30MacHOCTbIO U HEMPUKOCHOBEHHOCTbLIO YAaCTHOW XW3HU B LMGMPOBYIO 3MOXY.
B ctatbe paccmatpmBaloTcs TPYAHOCTU, BO3HUKAIOLIME B XO4E€ OpraHM3aunm cu-
CcTeMbI kKnbepbe30nacHOCTM NPy OOHOBPEMEHHOM COBNIOAEHMM NPaBa Ha TaHy
YaCTHOW XWN3HU; 06CYyXAaeTcss HOPMaTMBHO-NpaBoBas 6a3a knbepbe3onacHo-
CTW U TaliHbl Y2CTHOM XXWU3HU B Pa3HbIX IOPUCOMKLMSX. ABTOP TakxXe aHannusupy-
€T BO3MOXHble 3TUYECKME NOCNeacTBna 6anaHCUPOBaHNS MeXAy Ha3BaHHbIMU
LLEHHOCTSIMUM 1 npennaraeT Nyt K HAXOXAEHUIO KOMMPOMUCCA MeXAy HUMU B
obwmx cnyyasx. MNoavépkmBas BaXXHOCTb TLATENLHOrO cobnoaeHns 6anaHca
Mexnay knbepbe30nacHOCTLIO 1 TaliHO YaCTHOW XM3HW, aBTOP CTPEMUTCS NpPU-
BJlIe4Yb BHUMAHWE K TEME BaXKHOCTU 9TUYECKUX U IOPUANYECKNX aCNEKTOB pasBun-
TUS U NPABOBOIr0 PerynampoBaHns LPpPOBbIX TEXHONOMNIA.
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Cratbm

KnouyeBbie cnoBa
Knbepbe30nacHOCTb; TallHa YaCTHOW XM3HW; LndpoBas anoxa; NpaBoBble CO00-
paxeHus; 3TU4eckne coobpaxxeHus.

Ana untupoBauns: Annaxpakxa H. BanaHc mexny knbep6e30nacHOCTbIO U
KOHGUOEHUMANbHOCTBIO: NPABOBbIE U 3TUYECKMNE B3MMsAbl B LMMPOBYIO aMoxy //
Bonipocel npasa B ungposyro anoxy. 2023. Tom 4. N2 2. C. 78-121 (Ha aHrn. 93.)
DOI:10.17323/2713-2749.2023.2.78.121

HNuopmayms 06 aBTope:
H. Annaxpakxa — KaHOMAaT iopuanyeckux Hayk, npenogasartesib.

Cratbst noctynuna B pegakumio 21.02.2023; ogobpeHa nocne peugeH3npoBaHus
09.083.2023; npuHaTa k onybnnkosaHuio 28.04.2023.

HayyHasi ctatbs

YAK: 342
DOI:10.17323/2713-2749.2023.2.122.141

AETU B UHTEPHETE: BUAbl KWBEPYITPO3
N NMPABOBBbIE CMMOCOBbI 3ALLUTbBI OT HUX

PuHa BeHepoBHa XucamoBa

HauuvoHanbHbIl nccnenoBatensCkmin MOCKOBCKMN FOCYAAPCTBEHHbLIA CTPOU-
TenbHbIN yHMBEpcuTeT, Poccus, Mockea 129337, dpocnaBckoe wocce, 26,
rina_khisamova@ list.ru

AHHOTauus

Lndpposas TpaHchopmaumsa COBPEMEHHOW OENCTBUTENbHOCTU, 3aTparmBas
npakTn4yeckn Bce chepbl XN3HeAEATENTbHOCTU YeNI0BEKA, HE 0OXOAMNT CTOPOHOW
1 geten. B HacToqwen crtatbe aBTop Uccnenyetr pucku umdposmsaumn, Bo3-
HUKaloLWMe B OTHOLUEHUW OETEN, BblOENAS OCHOBHbIE BUAbI MHTEPHET-YrPo3,
onacHble pa3suTnio pebeHKa, 1 JOCTYMNHbIE HA CErOAHS NPaBOBble CNOCOOLI 3a-
WKTbI OT HUX. MiccnepoBaHne HauMHaeTcs co cneundukn npaBocyOGbEKTHOCTH
pebeHKa, KOTOpYo MOAYEPKMBAIOT BEXN UCTOPUHECKOrO MyTU MPU3HAHUS pe-
6eHKa caMoCTOATENbHBIM CYOBbEKTOM MpaBa 1 BbISIBIEHUS 0COBEHHOCTEN npu-
cyLlero eMy nNpaBoBOro cratyca. B 4acTHOCTM, B KayecTBe KJO4EBOM OCOOEH-
HOCTW NPaBOBOro cTatyca pebeHka BbIAENAETCS NPUHLM Er0 «Pa3BMBaAOLLMXCS
cnocobHoCTer», KOTOpbLIA NpeanosniaraeT NOCTENEHHOE, PENEeBAHTHOE B3POC-
neHnto pebeHka pacluMpeHne ero lpuamnyecknx BoamMoxHocter. OTmevaeTcs,
YTO AAHHbIN NPUHLNMN, BOCAPUHATBIN APYrMMK OTPacisiMu nNpaea, OOJXeH OblTb
VMMIEMEHTUPOBAH U B HOPMbI MHDOPMALMOHHOIO npasa, NOCKOJbKY UHTEP-
HET-NPOCTPaHCTBO OKa3blBaeT Ha Pa3BUTME AEeTEN KOSI0CCallbHOE BO3LENCTBME,
4YTO HE MOXET OCTaBaTbCs BHE CPepbl BHUMAHUSA 3aKOHOAATENS 1 32 paMKamu
NpaBOBOro perynnmpoBaHus. Vicnonbays obLume n cneupnasnbHble Hay4YHble METO-
Obl, BKJO4aa MeTon GopMasnbHOM NOMMKU M METOL, CPaBHUTESNILHOIO aHannaa,
aBTOpP NPUBOAUT KpaTKMi 0630P HbIHELLHUX FOCYAAPCTBEHHbIX, 0OLECTBEHHbIX
M 4acTblX CNOCO60B 3aluThl NpaB AeTen B IHTepHeTe, oTMeyas, 4To Hanbonee
[EeCTBEHHbIM SIBISETCS rapMOHNYHEE COYETaHME BCEX MMEIOLLIMXCS CNOCOOO0B.
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KommeHTapumn

B uensax oencreseHHOCTM MexaHma3ma 3alumTbl npaB geten B HTepHeTe npea-
naraeTcs NpuHMMaTb BO BHUMaHuWe crneumduky npaBoOBOro cratyca pebeHka,
KOTOpasi 3akJlito4aeTcs B MOCTENEHHOM pacLUMPEHUM ero NpaBoBol cBOOOAbI U
npenocTaBfeHNM NPABOMOYNIA /19 CAMOCTOSATE/IbHOrO OCYLLIECTB/IEHUS NPaB B
uMdpoBOI cpeae, N CTPEMUTLCH K BanaHcy nNyonnMyHOro 1 4YacTHOro Havasn npu
3aWwuTe geTen B yCNoBUSX Pa3BUTUS NUHGOOPMALMOHHO-KOMMYHUKALMOHHBLIX
TEXHONIOTUN.

Knio4yesbie cnoBsa
umdpoBmnlaumsa; npasa geten; HTepHeT; 3awmTa; knbepyrpo3bl; MHGOpMaLm-
OHHOe 00LEeCTBO; KOHTEHT-PUCK; KOHTAKTHbIA PUCK; LMbPOBas camo3allmTa;
06LLECTBO 3HAHUIA.

Ana untupoBaHums: Xvmcamosa P.B. letn B NHTepHeTe: BUAbl kKMbepyrpos u
npaBoBble CNocoObl 3aLUTLI OT HUX // Borpock! npaBa B umngposyo arnoxy. 2023.
Tom 4. N2 2. C. 122-141 (Ha aHrn. 93.) DOI:10.17323/2713-2749.2023.2.122.141

Unpopmayms 06 aBTope:
P.B. XucamoBa — cneuuanucr.

Cratbs noctynuna B pepakumio 03.04.2023; opobpeHa nocne peueH3npoBaHus
18.05.2023; npuHaTa k onybnmkosaHuio 18.05.2023.

KOMMEHTAPUUU

0O630p

YOK: 347
DOI:10.17323/2713-2749.2023.2.142.157

OB30P KJIIOYEBbIX NTO3ULUIA NPESUANYMA CYOA
MO UHTEJIJIEKTYAJIbHbIM MPABAM

Mapus AnekcaHgpoBHa Konb3gopg', Hatanbs UropesHa KansipuHa?

' Cyn no uHTennektyanbHbiM NpaBaM, Poccusi, Mockea 127254, OropogHblii
npoesn, 5/2

2MI'MMO (Y) MU, Poccuu, Poccusa, Mockea 119454, npocnekT BepHaackoro, 76
" mkolzdorf@hse.ru, ORCID: 0000-0003-3227-3348, Researcher ID: AAI-1625-
2019,

2 n.kapyrina@my,mgimo .ru, ORCID: 0000-0003-1276-1600, Researcher ID: AAQ-
3784-2021

AHHOTauus

B 0630pe npuBedEeHbl KIOYEBLIE MO3ULMN M3 MOCTaHOBNEHU Mpe3ngnyma
Cyna no vHTennekTyanbHbIM NpaBaMm, NMPUHATBLIX C NioNs No ceHTsopb 2022 ropa.
Mpesuanym Cypa no vHTennekTyaslbHbIM NpaBaM paccMaTpuBaeT KacCaLMOH-
Hble Xanobbl Ha peLleHns cyaa NepBO MHCTAHLMK, B YaCTHOCTU, MO Aenam, CBS-
3aHHbIM C perncTpaumein 00beKTOB MHTENEKTYasIbHbIX NMPaB U C OCNapuBaHNEM
npaBoBOM OXxpaHbl. COOTBETCTBEHHO AaHHbIN O6G30p NPEenMYLLECTBEHHO MO-
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0630p

CBSILLIEH BOMPOCaM OXPaHOCNOCOOHOCTM 0ObeKTOB MaTeHTHbLIX NPaB 1 CPeacTB
VHAMBMOYyaNN3aLummn, a Takxke OTAesbHbIM NPOoLLeCCyabHbIM acrnekTam AesTesb-
HocTu PocnarteHTta n Cyna no vHTennekTyanbHbiM npaBamMm. B HoBom O0630pe
paccMOTpPEHbI Pa3nnyHble BONPOCHI, CBSI3aHHbIE C TOBAPHbLIMW 3HAKaMu, a Tak-
K€ C NaTeHTaMn 1 passimyHble NPOoLEecCyalibHblE BOMPOCHI.

KnouyeBbie cnoBa

0aHKPOTCTBO; ToBapHble 3Haku; HMMT; Mapuxckas KOHBEHLMS; onncaTesibHoe
0003Ha4YeHne; NpoasieHne naTteHTa; HOBU3HA;, OPUIrMHANIbHOCTL; MPOMBbILLIIEH-
HbIi 00pa3seL,; conpaBoobnagaHne TOBapPHbIM 3HAKOM; NpeKpaLleHne OXpaHbl;
OuEeHKa AoKa3aTeNbCTB.

Ana untupoBanns: KansipyHa H.U., Konbapopd M.A. O630p KJt04EBbIX MO3U-
umii Mpesngnyma Cyaa no nHTennekTyanbHbIM Npasam // Bonpockl npaea B und-
posyio anoxy. 2023. Tom 4. N2 2. C. 142-157 (Ha aHrn. 513.). DOI:10.17323/2713-
2749.2023.2.142.157

Nupopmayms o6 aBropax:

M.A. Konb3gopd — 3amectuTesb HavanbHuka OTtgaena o6o6uweHus cynebHomn
MPaKkTUKM U CTaTUCTUKM, MarncTp, CTapLUMii npenoaasaresib.

H.N. KanblpyHa — kaHOUOAT lOPUANYECKNX HAYK, AOLLEHT.

Bknap aBToposB:
M.A. Konb3popd — yactu 1, 6, 8.
H.W. KanblpyHa — vactn 2, 3, 4, 5, 7, 9, 10.

Cratbs noctynuna B pegakuuio 11.06.2023; ogobpeHa nocne peueH3npoBaHus
23.06.2023; npuHaTa k nybnukaumm 23.06.2023.

0O630p

YAK: 342
DOI:10.17323/2713-2749.2023.2.158.175

COBPEMEHHbIE UH®OPMALIMOHHbIE TEXHOJIOTUA
N NHOOPMALIMOHHASI BEBOMNACHOCTDb
(OB30P HAYHHO-NMPAKTU4YECKOIO CEMUHAPA)

Jliogmuna KoHctaHTuHoBHa TepeLljeHKo',
Onecs EereHbeBHa Ctapogy6oBa?, Hukuta Anekceesny Hazapos?®

123 IHCTUTYT 3aKoHOZATeIbCTBa U CPaBHUTENLHOIO npaBoBeaeHus npu Mpa-
BuTenscTee Poccuiickon Penepauun, Poccusi, Mocksa 117218, Bonbluas Yepe-
MYLLUKMHCKasa yA., 34,

"Adm2@izak.ru

2 olesyastarodubova@gmail.com

% naznikitaal@gmail.com
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0O630p

AHHOTauus

B cTtaTbe copoepxumtcs 0630p Hay4HO—MNpakTU4eckoro ceMmnHapa «CoBpeMeHHbIe
MHPOPMALIMOHHbIE TEXHONOTMN N MHPOPMaLIMOHHAss 6€30MaCHOCTb», COCTOSIB-
werocsa 23 masa 2023 . B IHCTUTYTe 3aKOHOAATENbCTBA U CPABHUTENBLHOIO npa-
BoBeAeHus npu MNpasuTtenscTee Poccuiickort @epepauunn. MpuBeaeHsl koye-
Bbl€ TE3MCbl 4OK1aA0B YHaCTHMKOB CEMUHApa — nccnegosarenen na IHctutyta
3aKoHOOATENbCTBA U CPABHUTENBHOIO NpaBoBefeHns, MOCKOBCKOro rocygap-
CTBEHHOrO topuamnyeckoro yHnsepcuteta nm. O.E. KytaduHa, HaumoHanbHoro
MCCNenoBaTeNlbCKOro yHMBepcuTeTa «BbicLuas Wwkona akoHOMUKM», MOCKOBCKO-
ro rocygapCTBeHHOro yHmBepcuteTta um. M.B. JlomoHocoBa, Poccuimnckoro ako-
HOMMYEeCKoro yHusepcuteTa um. I.B. lNnexaHoBa, MOCKOBCKOIro ropocKkoro ne-
[arorm4yeckoro yHmeepcuteTa un ap. B 063ope ocBeLLeHbl HACYLLHbIE NPaBOBbIE
npo6sieMbl B TOM Y1CTIE: MOHATME U coaepXKaHne MHPOPMaLMOHHOM 6e3onacHo-
CTW B COBPEMEHHbIX YCNIOBUSX; BEKTOPbI Pa3BUTUS MHCTUTYTa MHDOPMALMOHHON
6e30MacHOCTN B YCNOBUSAX UMPPOBU3ALMIN; FPaAHULLBI CyBEPEHUTETA B MHPOP-
MaLMOHHOM chepe; MexayHapoLHO-NPaBoBble PerynaTopbl MHOOPMALMOHHON
6e30MacHOCTU; MEexXaHN3Mbl YCTONYMBOro obecrneyeHns 6e30nacHOCT B YCI0-
BUSAX HOBbIX BbI30BOB 1 YrP0O3; BAVUSHNE HOBENLLUNX MHHOPMALMOHHBIX TEXHOSIO-
rMIA, TaKNX Kak MCKYCCTBEHHbIN MHTENNEKT, 6onblune AaHHble, MallMHOYNTaeMoe
npaBo Ha MHPOPMaLMOHHYIO 6e30MacHOCTb; MHPOPMaLMOHHas 6e30MacHOCTb
JINYHOCTU; FTOCYAAPCTBEHHbIN KOHTPOJIb 1 OTBETCTBEHHOCTbL 32 NMPaBOHAPYLUEHUS
B MHPOPMALMOHHOM chepe.

Knioyessbie cnoBa

MHpopMaumoHHas 6e30MacHOCTb; MeTaBcesieHHas; LMdpoBoK aBatap; Nepco-
HasnbHble faHHble; BUOMETPUYECKNE NEPCOHASbHBIE AAHHbIE; CKBO3HbIE LNPPO-
Bble TEXHOJIOrMU; OOJblUME AAHHbIE; NCKYCCTBEHHbI UHTENNEKT; MHpopMaum-
OHHbI CyBEPEHUTET; TEXHONOIMYECKNIA CYBEPEHNUTET.

Ana umntuposanuns: TepeleHko J1.K., Ctaponybosa O.E., Hazapos H.A. Co-
BpeMeHHble NHPOPMAaLIMOHHbIE TEXHOMOrMM 1 WHPOPMaLMOHHas Ges3onac-
HocTb (O630p Hay4YHO-MPaKTMYEeCKOro ceMunHapa) // Bonpocskl npaBa B ung-
posyto anoxy. 2023. Tom 4. N2 2. C. 158-175 (Ha aHrn. 93.) DOI:10.17323/
2713-2749.2023.2.158.175

UHdopmauuns o coctaButensix:

J1.K. TepelleHKo — OO0KTOP IOpUANYECKUX HAYK, MaBHbIA HAY4YHbIA COTPYAHUK,
3acnyxeHHbIl topucT Poccuiickoin depepaumnu.

O.E. Ctapoayb6oBa — aCCUCTEHT.

H.A. Ha3apoB — cTtapLuuni CneunanmcT, aCnnmpaHT.

Cratbsi noctynuna B pegakuuio 30.05.2023; onobpeHa nocne peueH3npoBaHus
11.06.2023; npuHsaTa k onybnvkoaHuto 11.06.2023.



ABTOPAM

TpeboBaHusa K 0pOpPMIJIEHUIO TEKCTA cTaTen

MpeacTaBneHHble cTaTbU LOJXHbI ObITb
OpuUrMHanbHbIMK, He 0onybGMKOBaHHLIMUA
paHee B Apyrvx rnevarHbix nagaHusx. Ctarbm
[OJKHbI ObITb akTyasnbHbIMK, 06naaaTh Ho-
BU3HOI, coaepXaTb BblBOAbI WCCeaoBa-
HWS, @ TakXe COOTBETCTBOBATb YKa3aHHbIM
HWXe npasunam obopmnenus. B cnyyae He-
Haanexatlero opopmMeHns cTaTb OHa Ha-
npaBfsieTcs aBTopy Ha A0PaboTKy.

Cratba npeacrtaengaeTca B 3JIEKTPOHHOM
Buae B dopmare Microsoft Word no agpecy:
lawjournal@hse.ru

Appec pegakumm: 109028, Mocksa, b. Tpex-
CBATUTENBLCKNI Nep, 3, od. 113

Pykonucu He Bo3BpalLLaloTcs.

O6bem cTaTbu
O6bem crateir oo 1,5 ycn. n.n., peueH-
3un — 0o 0,5 ycn. n.n.

Mpun HaGope TekcTa He06X0AMMO UCMOSIb-
3o0Batb WpUPT «Times New Roman». Pas-
Mep wpudTa s OCHOBHOMO TekCTa Cra-
Tem — 14, cHocok — 11; Hymepaumsi CHOCOK
CMoWwHas, NocTpaHnyHas. TekcT neyara-
eTcsa yepes 1,5 nutepsana.

HasBaHue cTtaTbm

HaseaHue ctaTbn NPMBOANTCH HA PYCCKOM
N aHIMUINCKOM €3blke. 3arnasuve DOJIKHO
ObITb KPATKNM 1 MHDOPMATUBHbLIM.

CBepneHus 06 aBTopax
CBepfieHus 06 aBTOpax NpPUBOASATCS HA PyC-
CKOM 1 @HTIMNCKOM A3bIKax:

+ damunus, nMs, 0TYECTBO BCEX aBTOPOB
NOJIHOCTbIO

* MOJIHOE Ha3BaHWe opraHM3aumm — mMe-
cTa paboTbl Kaxaoro aBTopa B UMEHU-
TEeNbHOM Nagexe, ee rMoJHbIN NOYTOBbIN
agpec.

+ [OOJIXKHOCTb, 3BaHWe, yyeHas cTeneHb
KaX[,0ro aBTopa

* afpec aNeKTPOHHOW MoYTbl ANS Kaxao-
ro aBTopa

AHHOTauus

AHHOTaLMS NPeaoCTaBNAETCS Ha PYCCKOM
1 aHIUINCKOM A3blkax o6bemom 250-300
CIOB.

AHHOTaLMSA K cTaTbe A0JIKHA OblTb JIOrNY-
HOW (cnenoBarb JIOrMKe ONUCaHUS pPesysib-

TaToB B CTaTbe), OTpaxarb OCHOBHOE CO-
nepxaHuve (npegmerT, uesfib, MeToa0s1oruio,
BbIBOZbl UCCIEA0BaAHMSA).

CeepeHus, cogepxawuecs B 3arnaBum
cTaTbU, HE J0JIKHbI MOBTOPSATLCS B TEKCTE
aHHoTaumn. Cnepyet wmsberaTb JIMLLHUX
BBOJHbIX ¢pas (Hanpumep, «aBTop CTaTbu
paccMaTpuBaET...»).

MCTODM'-IeCKVIe CrnpaBKn, €cjin OHU He
COCTaBJISIlOT OCHOBHOE COAEPXaHME [OKY-
MeHTa, onucaHve paHee onyGMKOBaHHbIX
paboT 1 06LWEeN3BEeCTHbIe MONOXEHUs, B
aHHOTaUuMu He NpmnBoOOATCA.

KniouyeBbie cnoBa

KntouyeBble crnoBa NpuBOAATCS HA PYCCKOM
M aHrninckoM a3bikax. Heobxoammoe Ko-
JINYECTBO KJIKOYEBBLIX CJIOB (CNOBOCOYEeTa-
Huin) — 6-10. KnioueBble cnoea nnm cno-
BOCOYETaHUA OTAeNATCHa Opyr OT Apyra
TOYKOW C 3anATON.

CHoOCKM

CHOCKM NOCTPaHUYHbIE.

CHockun odopmnsiorca cornacHo FOCT P
7.0.5-2008 «Cuctema cTtaHAapToOB MO UH-
dopmauun, GUBINOTEHHOMY U U3JaTENb-
ckomy aeny. bubnuorpaduyeckas ccebinka.
O6wume TpeboBaHMa 1 NpaBuia CocTaBle-
HUs»,  yTBEpXAeHHOMY  dDepepasibHbIM
areHTCTBOM MO TEXHUYECKOMY PEerynmpo-
BaHWio 1 MeTposiorun. MoapobHas nHdop-
Maums Ha canTe http://law-journal.hse.ru.

Tematuueckas pyopuka
0O653aTeNnbHO —  KOA MEXAyHapOOHOM
Knac-cundukauumn YIK.

Cnucok nutepaTypbl

B KOHLLe cTarby MPUBOAMTCS CMIUCOK NNTE-
patypbl. Cnncok cnepyeT obopmisTs Mo
FOCT 7.0.5-2008.

CrtaTtbu peueH3upyloTcsa. ABTopam npe-
[OCTaBNSETCA BOSMOXHOCTb O3HAKOMUTb-
Ccq C cogepXxaHmem peueH3uin. MNpu otpu-
LaTenbHOM OT3bIBE peLeH3eHTa aBTopy
npenoCcTaBnsgeTcss MOTMBMPOBAHHbIN OTKa3
B ony6MKoBaHUN maTepuana.

MnaTta ¢ acnupaHToB 3a ny6aMkaumio py-
KONUCEWN He B3MaeTCs.
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