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Abstract

The right to informational self-determination, as the authority of the individual to
decide fundamentally for herself, when and within what limits personal data may be
disclosed, was formulated by German jurisprudence and has become a model for
many States as well as for European Law in general. It is seen as a necessary tool
for maintaining a vibrant democracy, on the basis that privacy is an “integral part”
of society. The basis for the judicial decision was the Kantian theory of the moral
autonomy of the individual. This explains the close connection of judicial reasoning
with human rights and their Public Law protection. At the same time, under Anglo-
Saxon influence, a “property approach” to personal data which may become the
object of transactions is developing. The “property approach” views personal data
as a valuable commodity that can be the object of transactions and operations with
other people through licenses. In practice, access to personal data has recently
been increasingly provided as a counter performance (compensation) to contracts
for the provision of digital content and in exchange for personalized services. The
study shows there are many interactions of public and private in the legal protection
of data (information self-determination as a subjective public right requires the
corresponding obligations of the State to be formalized, there is no unambiguous
sector qualification of a person’s consent to data processing, the insufficiency of the
principle of confidentiality by default before the potential for harm is noted). Analysis
of the evolution of the data legal protection leads to conclude that the public/private
distinction is gradually levelling off. It seems that the problem of the circulation
and protection of personal data cannot be solved in a sector framework, but only
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comprehensively, without violating the traditional logic of public and private. This
means that the right to information self-determination, due to its complex nature,
can be regarded as a principle that has an inter-branch nature extends to both the
Public Law data protection and the implementation of subjective civil rights in this
area.
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Introduction

Issues of interpenetration of public and private law arise every minute,
but conservative jurisprudence prefers to stay within the branch boundar-
ies. Factors ‘diluting’ the boundary between public and private law in gen-
eral, and between branches of public and private law in particular, have
been growing in numbers, but the technology factor takes a prominent
place: Digitalisation has begun to have a transformative effect on law. Digi-
tal technologies, neutral and universal by nature, ‘impose’ their own logic
that levels off the boundary between the public and the private, sometimes
causing conflicts with conventional legal routes.

A good theory is of crucial importance for proper and stable develop-
ment of legislation in general, and for development in the area of informa-
tion rights of individuals in particular [Arkhipov V.V., 2018: 52-68]. More-
over, this needs to be a well-balanced theory capable of identifying specific
features of public law and private law regulators. Today, we need to define
very clearly what personal data is, who owns it, how this data is protected
and according to what regulations does liability for violations of rights in
this area arise. Will this liability be under public law, or private law, or a
combination of both of them? In any case, personal data are linked to a
physical person, and oftentimes spread by this same individual. Does the
‘possession’ of personal data impose any obligations on a person? What are
the boundaries between public and private interest in using personal data?
What are the limits to which a person’s right to data extends? These and
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other questions are considered in this article, and the author proposes to
regard it as an invitation to a discussion.

1. What is the Right to Self-Determination?

Present-day publications note integrative importance of the right to
information self-determination in a system of new generation rights that
include a range of rules related both to personal freedom and to digitalisa-
tion. Historically, information self-determination (Informationelle Selbst-
bestimmung) was recognised as an independent right in a ruling of the
German Federal Constitutional Court', which has been extensively com-
mented on in research publications, and not only in Germany.

The dispute centred on the 1983 Federal Census Act, which required
the collection of a wide range of data pertaining to the demographic and
social structure of Germany. The law established parameters for counting
the country’s population and required that personal information (name,
address, gender, marital status, religious affiliation, occupation, place of
work) be provided. The law also required people to answer questions about
their sources of income, level of education, mode of travel to work, use
of housing, including the way they heat and pay for utilities. Clearly, this
information was collected not just for information’s sake, but for further
use (for planning purposes, environmental protection, etc.), and hence the
law allowed the information collected to be passed on to local authorities.
These could even compare the information they received with housing reg-
isters and adjust them, if necessary.

The provisions of this law became the subject of consideration by the
German Federal Constitutional Court (hereinafter-Court). This decision
has become a landmark both for the German legal doctrine and for the
development of pan-European data protection regulations owing to its ob-
vious and recognised influence on European legal thought.

It is noteworthy that the starting point of the Courts approach was the
Kantian theory of the moral autonomy of the individual. This is significant
because it explains the close relationship of the Court’s reasoning with hu-

I Decision of the First Senate of 15 December 1983. — 1 BvR209/83, 1 BvR269/83,
1 BvR362/83,1 BvR420/83, 1 BvR440/83, 1 BvR484/83 // Selected decisions of the German
Federal Constitutional Court. Moscow, 2018, pp. 75-86 (in Russ.)
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man rights and their public-law protection. Overall, the Court carried out
a profound analysis of personal rights arising deep inside and penetrating
various spheres including the information sphere.

As regards personal autonomy, the Court raised the concern that the
collection, storage and use of personal information would threaten human
freedom. The more you know about a person, the easier it is to control
them. On the one hand, in today’s information society, control over in-
formation means power, which the state seeks to obtain. But on the other
hand, control over personal information is the power over one’s own desti-
ny, which is necessary to be able to freely open up and develop as a person.

This is why the Court has formulated the right to information self-de-
termination as a kind of counterbalance to the information-gathering ac-
tivities of the state. Information self-determination is an individual’s right
to decide when and to what extent their personal data may be disclosed.
What is important is that this right was assessed not only retrospectively
but also forward-looking: in the Court’s view, technological development
had already changed the possibilities for gathering information (it is worth
reminding that the decision was made in 1983) and will change even more
in the future. Indeed, in the past information was entered manually with
the help of a punching machine and stored in separate locations, where
only specialist staft had access. This made it difficult to obtain a ‘portrait’
of an individual by linking and combining different data (profiling). To-
day, almost anyone can enter and retrieve information electronically, which
makes it easier to access instantly, and owing to big data technologies, per-
sonal information can be to extracted from seemingly unrelated data.

The Court ultimately upheld a large part of the challenged Act, although
it did invalidate several provisions, including one that allowed local au-
thorities to compare census data with local housing registers. The basis for
such a decision was the possibility of combining these statistics, allowing
officials to identify a specific person, thereby violating their rights as an
individual.

The Court’s reasoning appeared to be highly relevant in the context of
separating public and private law. Human dignity, elevated to the top of the
value structure, naturally extends to the entire legal system, i.e. both public
and private law. Fundamental rights and corresponding duties are an es-
sential part of human dignity [Eberle E., 2012: 224, 227-229].
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It is worth noting that the concept of dignity is at the heart of the prin-
ciple of individualism, which, together with the principle of equality, un-
derlies modern constitutionalism. At the constitutional level, human dig-
nity can be positioned as a principle of law that defines the purposes of
or grounds for the adoption of the constitution, a specific human right or
a permissible ground for limiting constitutionally recognised rights and
freedoms [Vasilyeva T.A., 2020: 98-100].

It is worth mentioning that from a formal legal point of view, the right to
information self-determination is not part of the Basic Law (Constitution)
of Germany, but it is based on leading principles contained therein. While
data protection is not mentioned in the Constitution either, the Court’s rul-
ing is based on Article 1.1 of the German Constitution, which states: “Hu-
man dignity shall be inviolable. To respect and protect it shall be the duty of
all state authority”, in combination with Article 2.1 on self-determination
“Every person shall have the right to free development of his personality in-
sofar as he does not violate the rights of others or offend against the consti-
tutional order or the moral law.” Proceeding from these two constitutional
provisions, the Court held that the right guarantees a person’s ability to
determine whether his or her personal data can be disclosed and used. This
became one of the first and best known wordings of the right to informa-
tion self-determination.

The consequences of this milestone decision are significant both for
Germany itself, where the principle of information self-determination
has since consistently defended by the courts, for other states; e.g., Hun-
gary has followed the German model [Szekely I., Vissy B., 2017: 137], and
for European law in general. In Germany, this right is applied to protect
quite a broad range of areas. “Designed to ensure a person’s authority to
make decisions on how others deal with their personal data, the right to
information self-determination became a gage for verification whether
the computerised suspect identification system, the video surveillance of
an art monument located in the town square, the automated collection of
vehicle licence plates, the obligations arising from the insurance contract
when an insured event is established were in compliance with the Constitu-
tion.” [Proskuryakova M.IL., 2016: 84-98]. And the new European regula-
tion (Regulation No 2016/679 of the European Parliament and of the EU
Council ‘On the protection of individuals with regard to the processing
of personal data and on the free movement of such data and the repeal
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of Directive 95/46/EC (General Regulation on personal data protection)’),
using the right to information self-determination, attempts to embed the
right to protect personal data into the new digital economy by sharing with
the owner the liability for his or her data that the state previously used to
regulate. It is the digital challenges that, in our view, allow us to have a
closer look at information self-determination, finding in it the potential for
adaptation to the modern technology stage.

2. The Right to Self-Determination in the Digital Era

It is hard to argue with the forward-looking, pioneering nature of the
court ruling made in 1983, for it did look to the future. That said, this ruling
was for obvious reasons based on the data processing technology devel-
opment level at that time. And, probably, only George Orwell could have
foreseen the current situation, where the unprecedented rates of data pro-
cessing have given rise to a ‘surveillance society. The growing role of data,
and transition from data gathering to data transformative use encourage
legal discussions in various fields. The topics include the right to digital
self-determination, divergent understanding of the ownership of personal
data, and the state’s protectionist stance on personal information expressed
in increased public law protection of personal data.

This broad range coincides in many respects with the two dominant
views on the impact of technology on the law as a whole. Supporters of
libertarian views believe that the right to data protection may be alienated
(sold), while egalitarian scholars lean towards the non-alienation princi-
ples, which are necessary to protect individuals from discrimination and
stigmatisation, in particular in the socio-economic sphere. Consequently,
the first position finds more support in private law and the second in public
law.

2.1. Personal Data in Private Law

The personal data concept has its origin in the institution of privacy. The
idea to protect privacy through law emerged in the 19th century, at a time
when individualism was developing. The starting point for the right to ‘in-
formational privacy’ is a classic essay by Warren and Brandeis published in
1890 in the Harvard Law Review, which compared the principle of privacy
to the right to be left alone, “the right to opacity” [Warren S., Brandeis L.,
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1890: 193-220]. The right to opacity protects an individual from being ob-
served, scrutinised or spied on by others in their private sphere.

Following A. Westin’s definition [Westin A., 1967: 7], US scholars have
traditionally defined the right to privacy, or information confidentiality, as
a right of individuals, groups of people, or institutions to independently
decide when, how and to what extent information about them is shared
with others. This has become the basis for the argument on the existence of
an ‘intangible property right’ that everyone has over their personal data?
and that people may lawfully ‘sell’ their personal data on the market thus
choosing the best combination of confidentiality without state interference.

The “property approach’ regards data as a valuable commodity that can
be the subject matter of transactions effected with other people through
a license. In practical terms, access to personal data has recently been in-
creasingly provided as a counter-performance (reimbursement) under
contracts for the provision of digital content and in exchange for person-
alised services.

2.2. Developing a Public Law View

As opposed to the ‘information property’ theory, proponents of the
public law approach point out that information as such does not exist until
it is outwardly expressed or disclosed (i.e., information is always to a cer-
tain extent constructed.) Consequently, an individual cannot have ‘natural;
original rights to information or data related to this individual. In this sense,
the German court’s decision that links information self-determination to the
notion of dignity is interpreted as suggesting market inalienability of per-
sonal information by default. This view finds support in the attitude towards
privacy as not only individual freedom but also an important element of a
democracy (based on the assumption that private life is an ‘integral part’
of society): privacy and data protection are social structure tools for main-
taining a free democratic society. Combining these messages culminates in

> The theory of ‘property right’ in respect of privacy has been initiated by supporters
of economic analysis of law. In his analysis of confidentiality, Richard Pozner explained
that a strong legal protection of privacy may result in negative economic consequences in
the labour and loan markets. He believes the beneficiaries of privacy legislation will most
likely be people with more arrests or convictions, or with a credit history worse than the
average person.
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the opinion that information, even if based on personality, is a reflection of
social reality and cannot be related linked to a specific individual.

While data gathering aims to profile individuals, controlled persons
do not have sufficient means to control such profiling themselves. At the
same time, today, the ability to control and influence (in many respects,
psychologically) the behaviour of individuals through data collection has
increased dramatically. A person’s self-determination implies that individ-
uals have the freedom to decide on their actions including the freedom to
put their decisions into practice. And if a person cannot with a sufficient
degree of certainty forecast what information about them in what areas is
known to their social environment, and cannot assess with sufficient accu-
racy such awareness of the parties the communicate with, then this person
is largely limited in their freedom to plan or make decisions without be-
ing subjected to any pressure. If, for instance, a person believes that par-
ticipation in an assembly or other manifestation of civic initiative will be
officially recorded and therefore there may be personal risks, this person
may refuse to exercise the rights in question. In the Court’s logic, this affects
not only the individual’s chances of free development, but also the common
good, since self-determination is an elementary functional condition of a free
democratic society based on the capacity of its citizens to act and cooperate.
And in general, privacy is more of a social structural imperative of democ-
racy, since as a precondition of democratic discourse is that people feel free
to express themselves without fear of being judged, without the possibility
that state authorities could interpret their thoughts and behaviour based on
the information gathered and processed. It is one of the responsibilities of the
state in a democratic society to support and encourage the private and pub-
lic expression of peoples thoughts, preferences, opinions, and behaviour. In
other words, privacy regimes and data protection regimes do not exist only
to protect the interests of ‘rights holders. In a democratic society they are
necessary to keep democracy alive [Rouvroy A., Poullet Y., 2009: 52, 57].

It is worth adding that the 1983 ruling of the Court views individual
autonomy not as radical seclusion and independence of the individual in
relation to their social environment, but as the autonomy of the individ-
ual who is included in society, lives and interacts with others. It turns out
that technological development has bridged the gap between private and
public law because not only an individual’s personal development, but also
the public good can be harmed. Incidentally, the idea of joint emergence

40



E.V. Talapina. The Right to Informational Self-Determination... P. 34-51

and consolidation of private and public autonomy has been taken from Jiir-
gen Habermas:“Valid, legitimate norms of action are only those with which
all possible persons who would experience the consequences of accepting
those norms would be able to agree as participants in a rational discourse”
[Habermas J., 1995: 205]. From a legal perspective this means that individual
autonomy, just like a musical or artistic talent, is something that the govern-
ment would never be able to ‘grant’ to people through law. “The right to be
autonomous’ does not have any more sense than ‘the right to be happy’ ”
[Rouvroy A., Poullet Y., 2009: 59]. Interestingly, the right to seek happiness

does exist in the legal reality (see the US Declaration of Independence).

Moreover, German scholars believe that the decisive argument for un-
derstating the right to information self-determination lies in the necessity
to distinguish between the legal construct and the theoretical concept at
the heart of the underlying law. Therefore, the construct of the right to in-
formation self-determination, which states that the processing of personal
data by the state constitutes an interference with an individual’s right to
determine the types and conditions of processing, is not an end in itself,
but only a means to protect other basic rights. The theoretical concept here
is this instrumental effect of the right to information self-determination. It
is becoming increasingly evident from recent court practice that the Ger-
man Constitutional Court does not interpret the right to information self-
determination as strictly individualistic, but rather attaches a strong supra-
individualistic dimension to it, which leads to objective demands regarding
the processing of information by the state [Marsch N., 2020: 40-41].

Such reasoning forms the basis for a regulatory data protection policy.
As an objection to an individualistic interpretation of the right to informa-
tion self-determination, experts emphasise that data protection legislation
protects a whole range of interests, which cannot be regarded as a single
legally protected commodity [Albers M., 2014: 213-235].

2.3. Automated decision-making

But online surveillance is not the only threat to individual self-determi-
nation. The functioning of automated decision-making systems also calls
into question one’s self-determination. From a functional point of view, it
is essential that automated systems identify and analyse patterns of human
behaviour at a level of depth and detail that was previously impossible, and
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that they can use these patterns to their advantage. Individual self-determi-
nation is threatened by the ever-increasing possibility for somebody else to
understand a person’s conscious or unconscious behaviour, and to openly
or covertly use this knowledge in legal relations to improve their own posi-
tion — for example by evaluating a person in an exchange of goods, ser-
vices or information. In fact, this has always been the goal in business and
social relations, but digitalisation is giving this process a new quality.

Opportunities for individual self-determination are impaired if the indi-
vidual never knows what criteria the automated system uses. The literature
defines this as insufficient clarity. Automated systems can identify people’s
characteristics, inclinations, goals and intentions in a previously unknown
depth and detail and thus make predictions about their future behaviour.
Human cognitive abilities cannot keep up with them, and so the human
ability to actually comprehend the specific decision-making processes of
automated systems reaches its limit. There is a danger that, if an automated
system identifies a certain context and bases its decision on it, humans will
no longer understand the automated procedure. And if a person does not
know which criteria the automated system uses, their capacity for indi-
vidual self-determination, which is the basis of the entire human rights
construct, is impaired.

In addition, the issue of legal significance of influencing people is of
particular importance in legal terms. The main issue here is to determine
when such potential for influence is legally significant and when, therefore,
should the legal system treat it as a risk to individual self-determination?
Basically, it is only the individual who can determine the intensity of the
potential for influence. The level of perceived pressure aiming to change
a persons behaviour largely depends on individual experience and can
hardly be reduced to a particular type. The more personal data automated
systems use to influence behaviour, the less transparent they seem, and so
the more they influence a person’s unconscious and irrational cognitive or
intentional processes. The use of randomly appearing criteria can justify
the prohibition of automated influences on individual self-determination
(the use of criteria that are not predictable and understandable at the indi-
vidual’s current horizon of expectations) [Ernst C., 2020: 60, 62].

It should also be borne in mind that many persons tend to coordinate
their behaviour with the behaviour of others. For an individual the approv-
al of the masses can make a certain decision credible, but it can also create
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an obstacle that would prevent deviating from that decision. Depending on
the design of the decision-making system, there may be a concentration
of behavioural patterns and a convergence of individuals. The number of
options available to an individual may tend to reduce and focus on core
behaviours and decisions. Then the realisation of individuality may require
more efforts and expenses, and may even lead to social divisions.

These concerns are often cited as an argument for strengthening the right
to information self-determination, both in public and private relations.

3. Mixed Interpenetration of the Public
and the Private in Data Protection

3.1. Information self-determination as a public right

While the above views on the nature of personal data might seem dia-
metrically opposed, this should not give the reader the wrong idea. In ac-
tual fact, there is a lot of overlap in both the approach and the regulation of
these issues. To some extent, the theory of subjective public rights emerged
at the crossroads of public and civil law. Can the right for information self-
determination be considered a subjective public right?

As I.A. Pokrovsky wrote in 1917, after the collapse of the natural law doc-
trine, the positivist jurisprudence of the first half of the 19th century denied
the grounds for constructing a person’s subjective rights: The law protects
life, physical integrity or honour of people, but there are no civil rights to
life, freedom, etc. An individual’s civil right only arises at the time a certain
legal prohibition is breached and pertains only to the compensation of the
losses incurred [Pokrovsky L.A., 1998: 122]. And while an individual’s in-
terests (right to name, image, honour and dignity) penetrated civil law soon
enough, the logic of protecting them originates from the logic of loss.

At the same time, in the same work of Pokrovsky we find that “civil law
was originally and by its very nature the right of the individual human be-
ing, the sphere of his freedom and self-determination.” [Pokrovsky I.A.,
1998: 309]. If we stick to the word ‘self-determination;, can we argue that
information self-determination is one of these individual rights protected
by civil law?

This question needs to be approached pragmatically, and the interests
of the individuals themselves need to be taken into account. It is clear that
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quick and widespread technology development can result in the suppres-
sion of individuality. Qualifying information self-determination as a public
right may ultimately prove more advantageous for people because, in ad-
dition to the subjective aspect of the rights that citizens can exercise, the
objective aspect of the rights that they can claim from the government and
its bodies are also assumed. This is the way the fundamental rights are in
the constitution.

But even this may not be enough. In some jurisdictions, fundamental
rights do not extend to the private sector, but in most cases constitutional
provisions are binding on the private sector, too (which is to some extent
a declaration, since private actors need substantive laws). In addition, it
would be a good idea to equip the right to information self-determination
with both criminal liability measures and civil redress mechanisms, i.e. to
provide comprehensive protection.

3.2. Consent to personal data processing

The institution of consent to personal data processing has a significant
role to play. Actions that would otherwise be illegal become legal through
consent. It would be appropriate here to consider this problem from a geo-
graphic perspective (Europe — USA) and from a public/private perspective.

The EU has a some sort of paternalistic approach to data processing: EU
law requires a much stricter and more explicit form of consent than US law.
Moreover, EU law restricts the gathering, use and disclosure of data (a legal
basis for personal data processing is required), whereas in the US, data can
generally be processed unless the law specifically prohibits it.

This does not necessarily mean that more explicit EU consent require-
ments will necessarily lead to people undertaking a more meaningful cost-
benefit analysis of the collection and use of their data. But it takes more
efforts and is more expensive to obtain consent under EU law. In today’s
world, the formal approach taken in EU regulations is rather a drawback
because restrictions are often stipulated without any link to harm. As a re-
sult, regulation can prevent processing that does no harm and may even
be beneficial. US law, on the contrary, usually permits data processing if
it does not cause problems. [Solove D., 2013: 1900]. This situation has en-
couraged many researchers to take a closer look at the US approach owing
to its flexibility and practicality.
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Qualification of consent differs in public and private law. The civil law
literature suggests that, by analogy with consent to the use of an image, con-
sent to the processing of personal data should be treated as a transaction,
and that as a result withdrawal of consent, the person who had the right to
process such data could impose a civil penalty [Savelyev A.L., 2021: 104].

Proceeding from a serious attitude to the fundamental principles of
data protection and rejecting the ‘information market approach, public
law scholars criticise the tendency to view individual consent as a sufficient
criterion for the legitimacy of any kind of data processing [Rouvroy A.,
Poullet Y., 2009: 74]. They give an important role here to human rights,
which ensure the autonomy of individuals in a free and democratic society.
The ‘classic’ privacy and data protection regimes should be seen together as
forming an evolving bundle of legal protection tools for the fundamental
individual and social structural value of individuals’ autonomous capabili-
ties. At the same time, scholars propose to strengthen the right to informa-
tion and to grant new rights to consumers, including class actions, which
again brings the issue to the intersection of the public and the private.

To outline the view of the Russian doctrine and practice on this issue, we
would like to note Ruling of the Russian Federation Constitutional Court of
26 October 2017 No. 25-P “On the Case of Checking the Constitutionality
of Article 2 Paragraph 5 of the Federal Law “On Information, Information
Technologies and Information Protection” in connection with complaint of
citizen A.I. Sushkov.” This ruling attempts to evaluate a user agreement that
assumes the existence of differentiated rules regarding access to user data.
However, this attempt cannot be considered sufficient or successful.

3.3. Privacy by default or minimum harm?

The basic principle of data processing under the European Regulation
(and, consequently, under Russian law, and even, to a certain extent, Chi-
nese law’, both of which follow European law in these matters), namely the
principle of ‘privacy by design, makes it obligatory to process only the per-
sonal data that is necessary for each specific purpose of processing. Howev-
er, data minimisation has been getting increasingly problematic and, given

? See: Personal Information Protection Law of the People’s Republic of China // Avail-
able at: https://www.china-briefing.com/news/the-prc-personal-information-protec-
tion-law-final-a-full-translation/ (accessed: 23.03.2022)
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the growing proactivity of actors alongside with the collection of data in the
process of total surveillance, hardly feasible at all. In view of this, the litera-
ture suggests that ‘privacy by design’ be transformed to ‘minimum harm by
design. [Orru E., 2017: 107-137]. The difference between MHbD and PbD
is that, firstly, it recognises that possible harm from surveillance goes beyond
only violating privacy and attempting to provide guidance on how to remedy
such violations; secondly, the burden of proof shifts to the surveillance par-
ties. In essence, the proposal seeks to recognise the inevitable harm to pri-
vacy in the modern digital society and to respond to breaches in the general
logic of civil law, with procedural preferences for holders of personal data.

The above issues provide a clear illustration of a real confusion between
public and private law approaches to data protection, along with the state
of incompleteness of legal protection of data.

4. Data protection as a concept indifferent
to the division of law into public and private

Based on an analysis of the evolution of data protection, scholars con-
clude that the public/private division has been gradually levelling off. E.g.,
in German law, the evolution of legal protection of personal data was
mainly based on a hierarchical concept aimed at protecting the individual
from the state. But following the establishment of personal data protection
legislation, the traditional distinction between public and private law was
challenged. This resulted in a unitary approach to regulation, regardless
whether the data controller is a government agency or a private company.
This is also true with respect to the European legislation on the protection
of personal data. The new Regulation requires private data processors to
balance their own interests with those of the individual whose data is pro-
cessed. The Western literature regards this as “a most difficult and almost
schizophrenic task’, especially for young companies and lawyers.

The US privacy law, on the other hand, largely attempts to increase in-
dividual freedom, including the commercialisation of personal facts (right
of publicity) [Sattler A., 2018: 30, 36]. It also contributes little to division
between the public and the private, which is not close to the Anglo-Saxon
legal system in any case.

Thus, we have to note the erosion of the boundary between the public
and private spheres. In these circumstances, the idea of data ownership is
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evolving, and this process is encouraged from both sides. Firstly, private
law has been based on the principle of autonomy from the outset, thereby
emphasising the freedom to act according to one’s will, so it is logical to
give one the right to dispose of one’s data. Secondly, it pushes the develop-
ment of technology. There is no need for in-depth research to prove that
an individual’s consent to data processing, in the form of a check in the
box on a website, bears little resemblance to informed and conscious con-
sent as required by the European Regulation. Such consent has even been
compared to a deal between an explorer and a native on a far-away shore
in the sixteenth century, with the difference that access to personal data is
exchanged for sparkling glass beads [Sattler A., 2018: 40].

Certainly, the idea of personal data ownership seems attractive against
this background. Since data has already become ‘the new oil’ and the pro-
cess of data circulation is inevitable, it should be channelled in a civilised
and regulated way. This has always been the legal logic.

However, a dive into the subject reveals a range of problems related to
the fact that personal data, for obvious reasons, is not a subject matter of
civil law and therefore the traditional civil law institutions simply do not
focus on it. Let us recall that property in civil law can be linked to things
(property right) and to intangible assets (intellectual property right). If a
property right to personal data arises, it needs to be clearly defined. This is
where the views differ significantly — should it be regarded as intangible
good, as a subject matter of intellectual property rights, or as other prop-
erty?

A.L Savelyev characterises the evolution of the civil law definition of
personal data as a gradual movement from personal non-property to prop-
erty of a special kind, which falls under the category of other property un-
der Article 128 of the Russian Civil Code. Civil law doctrine also raises the
question of treating personal data as a counter-performance [Savelyev A.I,
2021: 129]. Of further note is the proposal to apply the relatively well-es-
tablished regulations on intellectual property to Big Data [Sergeyev A.P,
Tereshchenko T.A., 2018: 121]. This suggestion could well be applied to
personal data.

International literature has also made references to copyright in this
area and suggests some modification. A true empowerment of individuals
whose data is processed can be made easier to attain by introducing a dual-
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istic right. Such a right — in many ways similar to early copyright — can be
a property right that allows the individuals in question to benefit economi-
cally from the use of their data. Here, suggestions are made to eliminate the
inconsistencies between contract law, copyright and data protection law. At
the same time, since personal information is diverse and highly context-
sensitive, the right to personal data should (again by analogy with moral
rights in early copyright law) be coordinated with due respect for human
rights [Sattler A., 2018: 48].

It seems that the problem of the processing and protection of personal
data cannot be solved within a particular area, but only in a comprehensive
way, without violating the traditional logic of public and private. Let us try
to summarise the results.

In Lieu of a Conclusion

The right to information self-determination is at an intersection, of
sorts, between public and private law, the challenges of new technologies,
and individual and public interests. It may well be that its successtul resolu-
tion will serve as a model for building future legal regulation in a digitalised
environment. We believe that the following needs to be taken into account.

Two approaches to the right to information self-determination are seen
clearly. The original US approach to privacy self-management based on the
notice and choice mechanism has been criticised in European doctrine as
facilitating commercial exploitation of personal data and endangering user
privacy, identity and dignity [Vivarelli A., 2020: 305]. In turn, Americans
call the European approach excessively paternalistic [Solove D., 2013]. But
despite their seeming polarity, these approaches can be combined, as long
as we do not consider data protection to be solely a matter of private or
public law.

The ‘origin’ of data protection from privacy protection has played a two-
fold role. On the one hand, the fact that private life was initially reflected in
civil codes has placed its protection at the level of a civil right protected in-
dividually in the event of a violation. On the other hand, the increasing in-
terference of the state in this area has created the basis for its constitutional
recognition, following which data protection took on a life of its own. The
rights to privacy and personal data, recognised as human rights, strengthen
the public-law component.
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No matter how it is defended, the right to information self-determina-
tion is not absolute and may be restricted in the public interest. From the
personal data owner’s point of view, this also outlines the limits of their
own responsibility because it cannot be left to the individual to determine
the fate of the data. The state and its institutions have an important part to
play, too.

It was long noted above different attitudes to information in public
and private law: openness and privacy, respectively. Public law adds gen-
eral guarantees by working through the institution of human rights, which
acts as a guarantor of human-centred perspective in relation to the use of
technology. At the same time, the growing tendency to apply civil law con-
structs in public law has an explanation: their resilience and stability have
for centuries been successfully combined with flexibility and freedom, (rel-
atively) independent of political change. What is also appealing about the
civil law approach is that it is pragmatic.

The general context of modern governance, the focus on a social state
and involvement of the private sector to public tasks, leads many jurisdic-
tions to believe that a whole host of issues, including data protection, are
cross-sectoral and do not recognise the public/private distinction. There-
fore the right to information self-determination can become a cross-sector
principle that extends to both public data protection and the exercise of
subjective civil rights. The comprehensive nature of this data protection
principle involves building both public and civil law protection mecha-
nisms combined with a subtle approach to the balance between their basic
components.
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