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Abstract

The dawn of the neocolonial project has seen the emergence of a new space: data.
Data is a raw material that can be stitched, processed and marketed in the same way
as the East India Company (EIC) used to do with India’s cotton. EIC, which started
as one of the world’s first joint-stock companies, turned into a wild beast, building a
corporate lobby with the help of lawyers and MP shareholders to amend legislation in
its favor. The EIC became a particularly atrocious and innovative colonial project that
directly or indirectly controlled continents, thanks to an army larger than the army of any
nation-state at the time. The Drain Theory of Dadabhai Naroji have opened India’s eyes
to how the EIC was taking raw material from the country and converting it into a finished
product that was marketed in India again in the same way as raw data is being processed
outside India and then marketed here today. In today’s digital era, big corporations need
not own big armies, as companies are protected by nation-states and bailed out when
required. Today, one does not need to travel overseas to explore and conquer Gold,
God and Glory; instead, they are a click away. The neocolonial project runs on digital
platforms, while the popular narrative of bridging the digital divide and giving internet
access to millions of people resembles the idea of the “white savior” liberating the “noble
savage” through modern Western education. Facebook’s grand plan of providing free
internetto all can be best understood as a neocolonial strategy to mine the data of billions
by equating it with water and land. Similarly, the Cambridge Analytica scandal provides
an example of how neocolonial forces can influence the fundamental democratic
process of electing a government. Therefore, nations endorsing democratic values
should be especially wary of the trap of neocolonialist forces, as such nations are
particularly vulnerable to their project. This paper critically study the cyber security
infrastructure and policies in India and analyze the India’s approach towards cyber
sovereignty and data colonialism and thereafter examine the India’s strategic
position in cyberspace and suggest policy recommendations.
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Introduction

Neocolonialists view “data” as a raw material that can be stitched, pro-
cessed and marketed in the same way as the East India Company once did
with India’s cotton. India supplied raw cotton to British mills that processed
it into a finished product and resold it to British colonies [Brain J., 2021].
Britain was able to mass-produce cotton products thanks to rapid techno-
logical progress and gain a monopoly on the textile industry with the help
of its imperialist policies. The finished product was much cheaper than ex-
isting products at the time and created a fashion that led the colonized to
“mimic”" the colonialists. Even after the British physically departed from
India in 1947, they left it with a colonized mindset thanks to different insti-
tutions they had created during their tyrannical rule [Preeti, 2016].

Edward Said’s [2003: 1-28, 350-353] Orientalism shaped the discourse
on post-colonialism and provided an alternative to orientalist cultural
studies. Said defines orientalism as “a relationship of power, of cultural
domination, the cultural equivalent of the colonialism which it accompa-
nied” (Young R., 1995). We experience and access the power of data using
the narrative perpetuated by techno-orientalists, who want to maintain the
old power relationship and convert it into economic value. We have to un-
derstand that Said’s work did not criticize Western knowledge; rather, it
denounced the power relationships inscribed in this knowledge. Along the
same lines, this chapter attempts to explore how data is seen from an Asian
perspective, the power relationships it entails, and the major actors in these
relationships.

The former CACI International employee Clive Humby coined the mot-
to “data is new oil” (Haupt M., 2016). This narrative was pushed worldwide

! Bhabha H. (1984) describes how the colonial mimicry becomes a desirable trait for
the colonized. For further information please refer to the citation.
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to make us believe that data is like an exhaustible natural resource that will
help us fuel our economy. Later, when colonized entities began to realize
that, if data is indeed like oil, sovereign nations should not let tech giants
extract it for free, Google introduced a new narrative that stated that “data
is more like sunlight than oil” [Ghosh S., Kanter J., 2019]. Google wants us
to believe that, like sunlight, data is a never-ending, ownerless and unper-
ishable product that can be harvested for the improvement of humanity. As
we see, whenever a nation tries to regulate its data or the internet in gen-
eral, a new motto appears to make it return to the order of data colonialism.

Data, however, is neither oil nor sunlight; rather, it is a social construct
or cultural object that is “embedded and integrated within a social system
whose logic, rules and explicit functioning work to determine the new con-
ditions of possibilities of users’ lives” [Cheney-Lippold J., 2011: 164-181];
[Gitelman L., 2013]; [Scholz L., 2018] a specific moment in history. Data
preserves and extracts individuals’ social lives, turning them into inputs for
an economic system that has the potential to shape our habits and practices
[Dijck J., 2014: 197-208] . Thus, data has become a new means of exercising
power. It is therefore important to know who possesses it.

To counter the ideology of data colonialism propagated by IT compa-
nies subtly backed by the U.S., China is pushing the opposite notion of
absolute cyber sovereignty which goes against the idea of free and open
internet and instead promotes its use as a tool to censor the voice of the
common people [Sherman J., 2019a]. China is not the only nation to try to
employ massive surveillance tools to monitor its citizen’s activities online.
Every country is trying to keep an eye on its citizens in one way or another,
be it U.K’s Karma Police [Brandom R., 2015]. India’s Central Monitoring
System initiated in 2013, or lawful interception and monitoring systems
(LMS) [Singh S., 2013]. While every such surveillance program is run un-
der the garb of national security, what matters is how this data is used by
a sovereign nation to exercise control over its citizens and other nations.

The question then arises: which way will India choose? As of today, In-
dia is pursuing a strategy of remaining unaligned with any group and tak-
ing a flexible stance so as to assure its own interests. Nevertheless, it has the
potential to serve as a model for other developing countries and conform
its position as a “Vishwa Guru.” India can take the Gandhian approach,

? Vishwa Guru can be roughly translated as World’s Guru(Teacher). India wants to
take a role of global leadership in knowledge space based on its ancient knowledge sys-
tem. Available at: https://www.dailypioneer.com/2019/columnists/the-dream-of-a-vishwa-
guru.html (accessed: 03.01.2021)
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making everyone learn to spin charkha and become “atmanirbhar” [Bhar-
gava K., 2020], or it can fray its own way, as Dattopant Thengadi suggested
in his book The Third Way, arguing that India should become neither capi-
talist nor socialist but rather develop its own code [Thengadi D., 1998].
India has refrained from taking extreme sides, be it in international politics
or domestic economics. The rich culture of India has led it to become a
mixed economy in which the interests of no person, be it a businessman or
the man in the street, receive priority.

1. India’s Negotiation in Cyber Space

The Indian Constitution complies with the Universal Declaration of Hu-
man Rights by guaranteeing fundamental rights to its citizens and protect-
ing them from discrimination. It secures its citizens from border threats
by other nations, guarantees food and education, protects from financial
fraud, etc. Society, culture, and technology change with the passage of time,
and law must adapt to these changes so that the rights guaranteed by the
constitution remain intact; whenever a new artifact appears in society, it
tries to influence the existing order by making institutions either adapt it or
change themselves [Jasanoff S., 2004: 13-43]; [Latour B., 1987].

The exponential changes in internet technologies and the penetration of
cyberspace into everyone’s lifeworld [Ho W.-C., 2008: 323-342] has made
governments deal with them directly rather than leaving them exclusively
to scientists and technologists. Ever since Edward Snowden revealed the
surveillance programs run by America’s National Security Agency, the
threat of the misuse of cyberspace has been felt in every nook and corner
of the world, leading to a growing demand for the just and fair governance
of cyberspace. This has led countries like China and Russia to reframe the
idea of cyberspace and call for cyber sovereignty. The Chinese-Russian and
US models are two different sides of the same coin. Instead of gravitat-
ing towards such extremes, developing countries should find a middle path
that would allow their citizens to enjoy sovereignty in cyberspace [Sher-
man J., 2019]. In particular, India should be cautious of US tech companies
that are tenaciously pushing their colonial projects in the garb of free ac-
cess to their platforms. These companies use their platforms to collect raw
data from users and then process and synthesize them for their benefits. In
this way, public collaboration and interaction is turned into private profit.
Further, these companies influence the way users connect with each other
and design their platforms in a such way as to shape the social order [Dijck
J. etal.,, 2018]. The new IT rules that try to make social intermediaries more
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accountable and responsible reflect India’s striving to protect individual
rights and provide a just and fair environment for tech companies.

Moreover, democratic countries such as India should refrain from fol-
lowing the path of China, which strives for absolute cyber sovereignty.
This approach allows China to exercise control over domestic politics by
keeping its citizens and almost all multilateral organizations and forums
under constant surveillance. China has imposed its views on developing
countries, and these initiatives are being further promoted with the help of
the Belt and Road Initiative (BRI) and other tools of Chinese commercial
diplomacy as well as Chinese tech firms.

With 503 million internet users and the penetration of the internet into
rural India due to falling prices, India ranks second in the world in data con-
sumption [Roser M., 2018]; [Mishra D., Chanchani M., 2020]. As one of the
world’s top data generators, India has understood the importance of cyber-
security, leading its government to elaborate a cybersecurity policy in 2013.
India has become one of the leading spokesmen for Asian and African coun-
tries on world platforms on representing and safeguarding rights to create,
consume and process data. A personal data protection bill was introduced in
India in 2019 to safeguard the processing of the key data of individuals; how-
ever, the final law is still being drafted. However, the country should not be
lax about our cybersecurity front, as there have been repeated cyberattacks
on the Indian cyber infrastructure: recently, the cybersecurity of the Kunda-
kulam Nuclear Power Plant was breached [Madhavan N., 2019].

Having one of the highest numbers of internet users, India should ur-
gently adopt comprehensive policies that would allow to bring any Indian
or foreigner malefactor to justice. India needs to think of building its own
cybersecurity infrastructure and cybersecurity policies and keep a constant
watch whether it is not taking any extreme step of cyber sovereignty or data
colonialism, as India plays a major role in shaping the behavior of other
developing countries.

2. Understanding the importance of cyberspace
in the context of national security

Let us begin by discussing why cyberspace is called “cyberspace” and
not a “cyber system” or “cyber field”

In his “global cultural flows” model, A. Appadurai [Apparadurai A.,
1991] defines five categories of global processes: technospace, finance
space, media space, ideospace and ethnospace. These spaces are not lim-
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ited by regional or national boundaries: there are multiple actors who act
as nodes in a network whose flow depends on cultural practice. So, every
space has its associated culture. While space is usually seen as an abstract
entity or a mere receptacle of human actions [Kokot W., 2007: 10-23]. On
contrary “Cultural spatiality” theory treats space as a conceptualization of
cultural models and a medium and product of social practice.

The space where internet operates was first called “cyberspace” in sci-
ence fiction. Later, there arose the debate whether cyberspace is a social
construct or an extension or evolution of existing space. It was widely ac-
cepted that cyberspace refers not to an abstract space but to a space where
multiple interactions take place, leading to the definition “Cyberspace is
relative, mutable, and constituted via the interactions among practice, con-
ceptualization, and representation” [Cohen J., 2007].

When we view cyberspace as a real space, a new regulatory challenge
emerges: who will regulate this space and how. The evolution of the network
space is disrupting the existing nation-state conception of sovereignty.

One school of thought considers cyberspace to be a global common such
asair or river and sea water. However, if it is a global common, what interna-
tional laws apply to it? Who shall be responsible in the case of cyberattacks
on a nation’s cyberspace? Unlike natural global commons, cyberspace is a
man-made common that enables the flow of data and information without
barriers. If we try to constrain it within national boundaries, it will become
intranet rather than internet. At the same time, critical infrastructures such
as banking and defense remain within national boundaries while attacks
can come from anywhere in the world, as cyberspace is borderless. There-
fore, it is important to frame global laws and regulations that can help to
facilitate the free flow of information.

After Edward Snowden’s disclosures,* many developed and develop-
ing countries began to show concern about the spying taking place on the
internet and its effects on their national security. A widespread demand
voiced by the Chinese media was to restrict American Internet firms from
the Chinese domestic market so as to protect Chinese infrastructure from

* Cultural spatiality theory was proposed by Hauser — Schaublin and Dickhardt in
their volume “Kulturelle Raume — raumliche Kultur” [Hauser-Schiublin & Dickhardt,
2003].

* The National Security Agency (NSA) of United States was running a massive surveil-
lance program codenamed PRISM, which accessed the data of leading US companies and
official representatives of other sovereign Nations. The PRISM’s agendas were disclosed by
Edward Snowden in June 2013.
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subversion [Lindsay J., 2015]. At the same time, a US Congressman charged
China with establishing cyberwar rooms from which it could hurl digital
bombs at other countries. There is a lot of contention in this space. There-
fore, it is very important for India to think about its national interests and
act more flexibly so as to facilitate its own industry rather than serving as a
mere market of internet users.

3. The debate around cyber sovereignty
and data colonialism

Lu Wei, then head of China’s State Internet Information Office and sub-
sequently the director of the Cyberspace Administration of China (CAC),
said at the Second China-South Korea Internet Roundtable that, just as na-
tional sovereignty had been extended to seas and oceans in the 17" century
and air space in the 20" century, so it will further extend to cyberspace in
the 21* century [Segal A., 2020: 85-100]. Lu firmly stated that “cyberspace
cannot live without sovereignty.” This clearly defined China’s position in
cyberspace. China is propagating the idea of cyber sovereignty with all its
might. This idea helps China to exercise control over its domestic politics
through the constant surveillance of its citizens. China also has tremendous
influence on multilateral organizations and forums as well as on develop-
ing counties with the help of its Belt and Road Initiative (BRI). At the same
time, state-of-the-art Chinese tech firms and other tools of commercial di-
plomacy are acting as catalysts in promoting the idea of cyber sovereignty.

In short, cybersecurity has become a national priority of China, which
envisages to become a cyber power by actively shaping the global internet
narrative. At the 2015 World Internet Conference in Wuzhen, President of
the People’s Republic of China Xi Jinping said “cyber sovereignty means re-
specting each country’s right to choose its own internet development path,
its own internet management model, and its own public policies on the
internet and to equal participation in international cyberspace governance.
He argued that states should refrain from engaging in cyber hegemony,
interfering in other countries’ internal affairs, and engaging in, tolerating,
or supporting online activities harming the national security of other coun-
tries”. [Xi Jinping H.E., 2015]. As China is aware of its dependence on US
technology firms, it is imposing restrictions on the latter in order to protect
its cyber sovereignty and to develop its own firms. In September 2014, the
China Banking Regulatory Commission called for 75% of ICT products
used in banks to be controlled and secured by 2019 [Segal A., 2016]. The
document further stated that every bank has to submit secure codes to the
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Chinese government, which means creating a backdoor in all hardware and
software. This was interpreted by international firms as an attempt to throw
them out of the Chinese market [Mozur P, 2015].

In February 2019, the Russian Federal Assembly (Parliament) have ap-
proved the Digital Sovereignty Bill to nationalize the country’s internet
known as “Runet”. Runet requires a separate Domain Name System (DNS),
countering the hegemony of the US-backed global non-profit organization
ICANN that controls global Internet DNS allocation. This will allow Rus-
sia to build an agile system that provides protection from various cyberat-
tacks. Further, the new law also includes cross-border mobile and satellite
connections in order to maintain the integrity of the network along with
a system for closely monitoring all kinds of international connections and
filtering them, if found suspicious. However, this law has raised numer-
ous questions, and a large number of people have gone into the streets to
protest against its limitation of internet freedom; many other people have
complained about the additional control and monitoring of their internet
activities. Internet access is provided only through government-licensed
service providers. These providers must permit IP blocking, DNS hijack-
ing, keyword inspection, etc. Both China and Russia have described such
an approach as being effective and efficient for furthering national security
and economic well-being [Venables A., 2019].

In 2017, a statement by BRICS (Brazil, Russia, India, China, and South
Africa) highlighted cyber sovereignty as a key principle of international
law. However, in 2018 the group declared its support for open, free and
secure internet, thus promoting unfragmented global internet.

US as well as G7 and EU countries tend to view the internet as a free-
flowing entity that is largely driven by market competition along with the
support and regulation of the government and the participation of civil
society [Basu A. et al., 2018]. However, we find historically that the narra-
tive of laissez-faire has been used by the US and other capitalist countries to
create new colonies based on consumption patterns. Today, data colonial-
ism is being perpetuated under the aegis of the free market.

4. India’s Emerging Role in Shaping
Cyberspace Norms

India has historically played an active role in advocating the interests of
the developing world at various venues such as the United Nations Conven-
tion on the Law of the Sea (UNCLOS) [Hiranandani G., 2000], the nuclear
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non-proliferation regime [Kumar A., 2014], the international regime of the
peaceful uses of outer space, and many more [Rao P, 2015]. Today, India
has once again an excellent opportunity to play a central role in the debate
about cyberspace as a key issue of national security. India must assume the
leading role in this regulatory process, as many developing countries look
towards it as a country without any bias towards either the US or the Sino-
Russian cyber policy. As in the 2017 norm formulation process, the US
and Russia proposed two resolutions that were passed by the UNGA First
Committee on Disarmament and International Security at 73rd Session of
the United Nations General Assembly, 2019). India voted for both of them,
opening a new opportunity for proactively shaping norm formulation in
keeping with the requirements and agendas of developing countries.

India’s unbiased approach is deeply based on its constitutional values, in
which individual rights are seen as a collective good. For example, when we
talk about data protection, we refer not only to the protection of individu-
als’ data but also to a system that would foster an environment for a free
and fair digital economy. Unlike China, where the state sees itself above the
individual, or US and European countries, where liberty is considered as
freedom from state control and individuality is the focus of constitutional
values, India sees the protection of personal data and the data economy
as being complementary to each other, insofar as collective interest lies in
individual interest. Therefore, India is fraying a way to protect individual
rights while promoting the digital economy. As we saw, Free Basics spon-
sored by Facebook experienced a setback in India, checking the colonial
approach of private US organizations.

Still, India should not further postpone its data regulatory framework.
In a recent 2021 development, the mobile IP messaging application What-
sApp sought consent from users to share their data, including transac-
tion data and location details, with Facebook, which means WhatsApp
will share its users with Facebook, despite the latter being criticized for
the Cambridge Analytica Scam. The Indian government sent 14 queries to
WhatsApp and posted a note to protect Indian users from being exposed
to greater security risks. Moreover, India banned 267 Chinese apps that
have constantly mined Indian user data without proper consent and thus
became a threat to national security as per reports received from the In-
dian Cyber Crime Coordination Center of the Ministry of Home Affairs.
Thus, India has protected itself from data colonialism by private companies
as well as vicious agendas hidden in state policies. India should not delay
adopting a Personal Data Protection Act to protect its citizens from threats,
as such companies thrive only in the context of lawlessness.
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Cybersecurity and cyber laws are coupled to each other. To make a se-
cure cyberspace, space laws and regulations should be framed in such a
manner that any violator receives appropriate punishment. As cyberthreats
are not exclusively internal but can come from any corner of the world,
the IT Act of 2000 (amended in 2008) has largely become ineffective. The
recent security breach at the Kundakulam Nuclear Power Plant has raised
serious concerns, all the more so as it was not handled properly: the admin-
istration of the Nuclear Power Corporation of India Ltd. (NPCIL) initially
denied the incident, and the North Korean hacker was not even traced
[Madhavan N., 2019].

Most IT-related issues are covered by the Information Technology Act
of 2008. However, despite its comprehensive nature, this act does not deal
with all offenses or provide sufficient punishment for them. For example,
section 66E of the act that concerns breaches of privacy stipulates only
three years of punishment and a fine of two lakh rupees [Pathak U., 2017].
In addition, the act does not deal comprehensively with the ways of tack-
ling international threats.

Hence, India should frame its cyber policies in a way that would allow
it to trace and attribute cyberattacks. Many non-state actors such as tech
companies and hackers are getting engaged in cyberspace architecture, and
India must work to develop a cohesive approach to the regulation of cyber-
space. As the Ministry of External Affairs (MEA) cannot deal with private
organizations directly, India should push its private organizations to take
part in the process.

Conclusion

The last national Cybersecurity Policy was adopted in 2013. It is high
time to update it, as the world has greatly changed and is getting ready for
a new digital revolution following the Covid-19 pandemic, with the cyber-
space playing an increasing role in our daily life.

India should create a body with stakeholders from the Defense Ministry
(DM) and the MEA, as both of these ministries have roles in cyber defense
and cyber strategy. It should also involve security researchers and represen-
tatives of the private sector, civil society and the military to shape a better
cyber strategy.

Just as regular military exercises take place with multiple countries, In-
dia should conduct cybersecurity exercises with different nations, especial-
ly developing countries when it could help in capacity building.
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India’s cybersecurity should become an essential part of its national se-

curity.

India should clearly define how international laws apply to cyberspace.

Though India already has a strong cybersecurity infrastructure, it should

keep upgrading it as well as conducting hackathons to improve it.

India should promote the participation of the private sector in creating

a safer cyberspace.
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